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The growth of cyber attacks in both numbers and varieties in recent years demands building a
more sophisticated network intrusion detection system (NIDS). Signature-based NIDS which were
traditionally being used to detect malicious traffic, can’t cope with today’s variety of network attacks
as they are incapable of detecting attacks that have not been seen before and, therefore, do not have
a known signature to detect. As a result, Machine Learning-based NIDS built on neural networks
are getting more attention due to their ability to detect such attacks.

While moving towards ML-based NIDS holds promise, such systems have their own drawbacks.
The first problem is the vulnerability of neural networks to adversarial examples. It has been shown
that an adversary can fool deep learning models used in tasks such as image classification by applying
small and imperceptible modifications to the input images to force the models to predict them as
their desired class. But the existing ML-based NIDS were not evaluated in such an adversarial
setting, even though their potential of being vulnerable to the adversarial examples can face the
network systems with significant threats. Secondly, training a model in a supervised manner on the
network traffic has its own challenges; One major issue is that labeling a huge dataset consisting of
billions of packets is expensive and time-consuming. Even if we can label such a dataset and train
a model on it, such a model can hardly detect new attacks not included in the train set. For this
reason, the existing work mostly trained their model in an unsupervised fashion, but in order to
detect different network attacks, these models generate so many false alerts and any attempt to
reduce their false positive rate significantly deteriorates their detection rate.

In this dissertation, we first identify the challenges to evaluate ML-based NIDS trained on
network traffic in an adversarial setting. We demonstrate how an adversary can craft adversarial

examples against such NIDS by applying a set of legitimate transformations to the malicious traffic



iv
to fool the NIDS without breaking the underlying network protocols. Our evaluation shows that
existing work is vulnerable to the adversarial examples and our attack can reduce the detection rate
of different network attacks by up to 70%.

From these findings, we can see there is a need for new a technique to make NIDS more robust
to the adversarial examples. For this, we introduce Reconstruction from Partial Observation (RePO)
as a new mechanism to build a more robust anomaly-based NIDS against the adversarial examples
with the help of denoising autoencoders which can be trained in an unsupervised manner and is also
capable of detecting different types of network attacks in a low false alert setting. Our evaluation
conducted on a dataset with a variety of network attacks shows our method can improve detection
of malicious traffic by up to 29% in a normal setting and by up to 45% in an adversarial setting
compared to other recently proposed anomaly-based NIDS.

Finally, we complete this dissertation by addressing the data labeling issue that exists in
traditional supervised learning methods. We demonstrate how a more accurate NIDS capable of
detecting unseen attacks can be built while labeling a limited number of data points and by utilizing
domain adaptation. We present Proportional Progressive Pseudo-Labeling (PPPL) as a new domain
adaptation approach that generalizes better than other methods across different input types and
we show how it can be used to train a model on a small portion of network traffic which is labeled
and consists of some known attacks to detect new types of anomalies in the future. Our evaluation
shows that PPPL can significantly increase the detection rate of unseen anomalies by up to 58%

compared to other state-of-the-art methods.
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Chapter 1

Introduction

Computer networks play an important role in our everyday life. They get larger and more
complex day by day and impact the performance of a wide range of services we use on a daily
basis from accessing our emails to accessing the electricity. The dependency of such services to
these network systems intrigues attackers to interfere with them to take advantage of their available
resources, access their sensitive data unauthorizedly, deny their legitimate users to access a specific
service and etc. The cost of these attacks on exploited businesses can be huge. Based on one
estimation the average cost of a denial of service (DoS) attack on a company was $1.7 million in
2018 and the average cost of all cybercrimes on each affected company was $13 million [5]. Based on
another estimation, the annual cost of cybercrime on the whole world will be $6 trillion by 2021 [68].
But the monetary cost for exploited businesses is not the only problem with these attacks. In fact,
their impact can be much harsher such as a wide-scale power outage [40].

The severe adverse effects of these cyber attacks forced the companies to invest billions of dollars
in designing and building better tools to early detect and potentially prevent them [63]. Network
Intrusion Detection Systems (NIDS) are one line of defense against such attacks. Traditionally, they
have been built in a way to detect cyber attacks by looking for specific signatures either a known
sequence of bytes or fixed access patterns. While providing a degree of protection for networks,
this approach has a problem in that it relies on signatures of known attacks. As a result, zero-day
attacks will bypass these signature-based NIDS. Therefore, another type of solution is needed to

detect the zero-day attacks where no known signature exists for them beforehand.



Because of the impressive results deep neural networks could achieve in other tasks such as
image classification, object detection, speech recognition and etc. some researchers incorporated
them into the NIDS to build ML-based NIDS which are capable of detecting unseen attacks
[7,17,62,65,104,107,108,110]. But these NIDS have their own drawbacks:

One major problem is the vulnerability of neural networks to adversarial examples. It has
been shown that deep learning models used in tasks such as image classification can be fooled by
an adversary who slightly and carefully modifies a given input to force the model to predict it as
the adversary’s desired class instead of the real label of the input. For example, an adversary can
modify a few pixels of somebody’s image to fool a face recognition system to detect it as anyone
else. These inputs are called adversarial examples. Despite this vulnerability of neural networks
to the adversarial examples, previously proposed MIL-based NIDS have not been evaluated in an
adversarial setting. Therefore we don’t know to what degree they are vulnerable to this attack.

The second problem is that in many cases there is no easy and efficient way to label a huge
dataset consisting of billions of packets to training a model on. In addition, since the characteristics
of different network attacks differ a lot from each other, even when we manage to label a dataset
containing some of the known attacks and train a model on, such a model can hardly detect unseen
attacks. Because of such difficulties of training an NIDS in a supervised manner, previous work
has utilized unsupervised training to build ML-based NIDS. However such models can only detect
different network attacks while generating a high number of false alerts and any attempt to bring
down their false-positive rates significantly deteriorate their ability to detect real malicious traffic.
But a good NIDS should be able to detect a variety of network attacks while keeping false alerts at
a low level. Because a high false-positive rate significantly increases the workload of security experts
to sort through all the traffic labeled as malicious to detect the real attacks.

Therefore, in this dissertation, we want to address the aforementioned problems of the existing
ML-based NIDS and demonstrate how a better NIDS can be built. More specifically, in this
dissertation, we seek to answer the following three questions:

(1) How can we evaluate an NIDS trained on network traffic in an adversarial setting?



(2) How can we make an NIDS more robust against adversarial examples?
(3) How can we train an NIDS in a supervised manner more efficiently in a way to only label a
limited number of inputs and still be able to detect new anomalies in the future?

In the remainder of this chapter, we first provide some background on how a deep neural
network works. Then we demonstrate how an adversarial example can be crafted, in more detail.
After that, we talk about the challenges that should be addressed to successfully create an adversarial
example against an NIDS and briefly discuss our approach. We follow this section with another one
in which we talk about the challenges of building a robust NIDS against the adversarial examples
and briefly explain how our solution works. Finally, we refer to the challenges of training an NIDS
in a supervised manner and how we solve them. We follow this chapter by the next three chapters
where in each of them we focus on one of the above questions and thoroughly address it. Most of
the contributions of these three chapters have first appeared as some publications in different venues
(Chapter 2 in [34], Chapter 3 in [35] and Chapter 4 in [36]). Finally, we conclude this dissertation in

Chapter 5.

1.1 Deep Neural Networks

This section wants to provide some background on how a deep neural network works, which
helps to understand the crafting procedure of adversarial examples better.

A deep neural network (as a classifier) is a non-linear function that maps an input to a
probability vector in which each of its elements corresponds to a class score. The one that has a
larger score will be considered as the model’s prediction. It consists of multiple sequential layers such
that the output of one layer becomes the input of the next one. Each layer has a set of parameters
that are initialized randomly, applies a non-linear transformation to its input and sends it to another
space with a different dimension. By varying those parameters, the output of the classifier gets
changed. The goal is to find those parameters such that for most of the inputs, it predicts their
labels correctly, which means that the probability corresponding to their true label should be larger

than the others. Figure 2 illustrates a neural network and its different components. In this figure,
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Figure 1.1: Ilustration of a DNN classifier.

the input is a hand-written digit (number 0), and we want to train the model to classify different
digits correctly. The classifier parameters have shown by €, which are initialized randomly and
should be tuned during the training phase. The output is shown by F' which is a probability vector
SO Z?:o F; = 1. The last layer of this classifier is a softmax (c(.)) function which converts its inputs

to probabilities as follows:

o(z); = ZEZ = fork=1,2,...,.K

Where K is the total number of classes. Since the parameters are initialized randomly, the
classifier would output random probabilities for different inputs before training. For example, this
classifier "thinks" that the input is 8 with 60% probability and it is 0 by 1% probability. So since Fg
is greater than the others, the input would be classified as 8 by this classifier. In this figure, you can
also see the true label corresponding to image zero, which is a one-hot vector whose first element is 1
and other elements are 0. These labels are used in the training phase to tune the parameters of the
network.

In order to train this network, we want to find the set of parameters that make it predict most

of the inputs correctly. So we have to maximize the score corresponding to the true label of each

input. For example, if the input is number 7, we have to maximize F7(x). If it is number 5, we have
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Figure 1.2: Hlustration of gradient descent. The horizontal axis shows 6. The vertical axis shows

G(6) = 2. By moving in the opposite direction of the slope at each step, we can minimize function
G.

to maximize F5(x) and so on. So, in general, we can say that we need to find a 6 that maximizes
ZJK: o y;Fj for every input. Note that y is a vector and only one of its elements is 1 and others are 0.
Instead of maximizing Z]K:O y; F; we can minimize — Z]K:O yjlog(F}). So mathematically, we need

to solve the following problem to train a model:

N

K
. 1
argming _NE g yijlog(Fj(xz;))
i=0 j=0

Where N is the total number of samples in our training set and K is the total number of classes.
This is called a cross-entropy loss function, which is a function of §. A lower value of this function
means better predictions over the training set. In order to solve this minimization problem, we use a
technique called gradient descent. Figure 3 illustrates this technique for a simple function G(#) = 62.
As can be seen, in this figure, at any point, if we move the input @ in the opposite direction of the
slope (the derivative of the function with respect to its input), the value of the function decreases.

So in order to minimize the function G(#) with respect to 6 we can take a small step in the opposite

direction of the slope and then update the value of theta and do it iteratively until we reach the



minimum value as follows:

0=0—al"
o0

Where a shows the magnitude of each step and %—g corresponds to the slope and minus sign means
that we want to move in the opposite direction of the slope.

This technique also works for the loss function of a DNN. The only difference is that instead
of one variable, there are multiple parameters. So we need to take partial derivatives with respect to

each of the parameters and update them separately.

1.2 Adversarial Examples

It has been shown that deep neural networks like traditional machine learning models are
vulnerable to the adversarial example (evasion) attack [12,95]. For the first time, Szegedy et al.
in [95] and Biggio et al. in [12] showed that image classifiers are vulnerable to this type of attack.
The adversarial example attack is an attack during the inference phase. For this attack, the attacker
doesn’t change model parameters but modifies their own inputs to make the model predict them as
the desired class and the perturbation added to input images is imperceptible in many cases to a
human observer. Figure 1. illustrates this problem better. In this figure, the adversarial example is
crafted by adding the perturbation to the "clean" image. In the rest of this section, we use some
notations that we define here:

e z: the legitimate (clean) input. x € [0, 1]™, where m is the number of pixels in an image.

e y: the label corresponding to the legitimate input.

z': the adversarial input. 2’ € [0, 1]™.

y'": the label corresponding to the adversarial input, which is different from its original label.

Ytarger: the label which an adversary wants to make the classifier output.
e F(.): the classifier which maps an image to a label. For correctly predicted inputs we have
Flz) =y

0: the parameters of the classifier.



Figure 1.3: Demonstration of an adversarial example: left: a legitimate example classified as a gas
mask; middle: the carefully generated perturbation magnified by 10x; right: an adversarial example
classified as a French bulldog.

e Z(.): the logits, which are the inputs of the Softmax layer. So, Softmaxz(Z(x)) = F(x).
e §: the perturbation which is added to a legitimate example to make it adversarial. So,
' =x+0.

The procedure to craft an adversarial example against an image classifier can be formulated

as a box-constraint optimization problem as follows:

argmings||d||, s.t. (z+0) € [0,1]™ and F'(z 4 0) = Yrarget
By solving this minimization problem, the attacker can find the minimum perturbation that, if
added to a given image, the result will be predicted as the attacker’s desired class instead of its true
label. Since neural networks are not convex, solving this optimization problem is intractable. Thus,
researchers came up with different heuristics to solve it [9,15,30,67,74,95].

One of the best heuristics in a white-box setting in which the adversary has access to all of the
model parameters has been designed by Carlini et al. [15]. They designed their attack by introducing
a new objective function. The objective function that they used is as follows:

minimize ¢.||d||, + f(z +0) s.t. + 8 € [0,1]™
in which p can be 0,2 or co. One of their choices for function f is:
f@') = (maziz(Z(2')i) — Z(2')e)*

in which, t is the target label, (e)* is short-hand for maz(e,0), and ¢ is a hyperparameter that



determines the trade-off between the amount of distortion and the growth of the target score. By
decreasing ¢, the amount of distortion and the success probability grows. They showed that they
could craft adversarial examples for multiple different image datasets with less distortion compared
to other white-box attacks by using this function. This minimization basically says that we want to
find a 0 such that its magnitude is minimal (with respect to [0, {2 or oo norm) and the logit value
corresponding to the target label is larger than other logits, which makes the classifier predict the
input as the target class. This optimization problem is solved with the help of gradient descent,
which we mentioned earlier.

Accessing the model parameters is not a strict requirement to craft an adversarial example
against it. Biggio et al. in [12| and Papernot et al. in [73| showed that an adversary can still
craft adversarial examples against a model in a black-box setting by querying the target model
and training a substitute model using the labels predicted by the target model. In this case, after
training the substitute model, the adversary can craft adversarial examples against the substitute
model in order to transfer them to the target model.

It has also been shown that adversarial examples exist in areas beyond digital images. Kurakin
et al. in [49] showed that this attack is applicable in the physical world as well. Sharif et al. in [89]
showed how an adversary can print a sticker to add it to glasses to fool face recognition systems.
Later, Eykholt et al. in [25] showed that an adversary can place a few stickers on a stop sign
to fool a classifier potentially deployed on a moving vehicle, e.g., causing it to predict the stop
sign as a speed limit sign. Carlini et al. in [16] showed that an adversary can craft adversarial
examples against speech-to-text systems. Grosse et al. in [32]| also showed that it is possible to
craft adversarial examples against malware detectors. Crafting adversarial examples in each of these
domains introduced its own problems that need to be tackled to fool the model successfully. For
example, as shown in Sharif et al. [89] using the attacks introduced for digital images, one cannot
fool a face recognition system in the physical world because of some new constraints. For example,
in this case, the limitation in the number of colors that a printer can print was a constraint, and this

constraint prevents many pixels from being printed with their exact value as the crafting procedure



found them.

1.3 NIDS in an Adversarial Setting

As we mentioned earlier, existing ML-based NIDS were not evaluated in an adversarial setting.
However, as we saw, deep learning models are vulnerable to adversarial examples. That is to say,
even though the existing NIDS might be able to detect a network attack, the attacker still might
be able to bypass them by generating an adversarial version of that network attack. Therefore, to
understand better how robust the existing work is against adversarial examples, we need to evaluate

them in such a setting.

1.3.1 Challenge

The adversarial example attacks designed against image classifiers cannot be directly applied
to the NIDS as the images and network traffic have some intrinsic differences. For example, an attack
designed against an image classifier might modify all the pixels of an image to successfully carry out
the attack. This is allowable for the images as the pixel values in an image are independent of each
other. However, the features extracted from network traffic depend on each other and therefore, such
modifications are not allowed. So, a new method should be designed to craft adversarial examples
against NIDS trained on network traffic. Such a method should be designed in a way to satisfy some
constraints. First, we have to be sure that the adversarial version of a given network attack doesn’t
break down the underlying network protocols. Second, the attacker still should be able to carry out

the original malicious intent of the attack.

1.3.2 Towards evaluation of NIDS in an adversarial setting

In order to evaluate the existing NIDS, in Chapter 2, we identify a few legitimate transfor-
mations such as modifying the delay between packets, splitting large packets into multiple smaller
packets, etc. that can be applied on the malicious network traffic and can modify the feature values

fed into an NIDS in a way to preserve the constraints we mentioned above. We show how a series of
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these transformations can be applied against three different recently proposed NIDS. Our evaluation
shows that our attack is effective against all of them and can drop the detection rate of different

attack categories by up to 70%.

1.4 Building a better NIDS without data labeling

As we mentioned, existing NIDS can hardly detect different network attacks in a low false
alert setting. In addition, they are vulnerable to the adversarial example attack. Because of such
issues that existing work deals with, a new NIDS should be designed in a way to be able to detect a
variety of network attacks in a low false alert setting while demonstrating more robustness against

adversarial examples.

1.4.1 Problems of the existing work

The first problem with the existing work is that they don’t have any mechanism to remove the
adversarial perturbations added by an attacker to the malicious inputs. Therefore, such perturbations
completely remain effective against them. The second problem is that some of the existing work
build hand-engineered features from the network traffic, which are tailored towards the detection of
specific types of network attacks. Therefore while they might detect those attacks, they hardly can
detect other network attacks and especially zero-day attacks. Finally, a big problem of the existing
work is that their anomaly detection mechanism can’t distinguish well enough between benign and

malicious inputs. Therefore, a new method for training the anomaly detector component is required.

1.4.2 Enhancing robustness against adversarial examples in NIDS

To build an NIDS capable of detecting a wide range of network attacks with an enhanced
robustness against adversarial examples, in Chapter 3, we present Reconstruction from Partial
Observation (RePO). RePO is a technique that forces a model to reconstruct a whole input by only
observing some parts of it by utilizing denoising autoencoders [101] and combining the inputs with

multiple random masks. We show that using this technique, the model learns to distinguish better
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between malicious and benign inputs, which leads to a higher detection rate of different network
attacks. Moreover, we show that the random masks we use in our NIDS make the model more
robust against the adversarial examples because of making the model non-deterministic and also
by removing some of the adversarial perturbations added to the adversarial inputs. Our evaluation
conducted on a dataset with various network attacks shows our NIDS can improve detection of
malicious traffic by up to 29% in a normal setting and by up to 45% in an adversarial setting

compared to the existing work.

1.5 Building a better NIDS with data labeling

So far, we have mentioned how a better NIDS can be built in an unsupervised manner when
we train a model without labeling any data. However, deep learning models demonstrated their
full potential when trained in a supervised manner on a labeled dataset. Therefore, we complete
this dissertation, by answering this question that how a better NIDS can be trained while labeling
some of the network traffic in an efficient way and in a way to be still able to detect unseen attacks.
Training a model in this setting has its own challenges. In the rest of this section, we first explain
why it is challenging to do so and then we briefly describe our solution that can be used to address

this problem.

1.5.1 Challenge

Labeling a dataset is expensive and time-consuming as it needs a human in the loop to label
each instance of the data in the dataset. Furthermore, in a task such as anomaly detection in the
network systems, there might be billions of packets or flows and we can’t label everything. Therefore,
at most, a small portion of the network traffic can be labeled and the model should be trained on it.
While such a model might perform well in detecting network attacks included in the train set, it will
struggle to detect other attacks, including zero-day attacks. This is because the zero-day attacks’
characteristics might be different from those we trained a model on. However, this contradicts the

initial goal we mentioned for using ML-based NIDS, which was to detect zero-day attacks.
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1.5.2 General Domain Adaptation Through Proportional Progressive Pseudo La-

beling

We propose to leverage domain adaptation for training a model in this setting. Domain
adaptation is a technique that lets us transfer the knowledge gained from a labeled dataset to
an unlabeled one. Several domain adaptation techniques are proposed for tasks such as image
classification. Given a model trained on the labeled dataset, these methods increase its accuracy on
the unlabeled one by reducing the gap between the source (labeled) and target (unlabeled) domains
in the input space or some intermediate representation of the inputs. While showing promising
results for image classification, as we will show, their performance is very limited when applied to
other input types, including network traffic. As a result, in Chapter 4, we present Proportional
Progressive Pseudo-Labeling (PPPL), a new domain adaptation method that generalizes better than
existing ones across different input types. In a nutshell, PPPL mitigates the domain gap between the
source and target domains while reducing the chance of alignment of target samples with a wrong
class of source domain samples by assigning pseudo-labels to the target samples and prioritizing
training on those, which are more likely to have correct pseudo-labels. Our evaluation shows that
PPPL outperforms existing work in detecting unseen anomalies in network traffic by up to 58%

based on the average F1 score.



Chapter 2

Towards Evaluation of NIDS in an Adversarial Setting

Signature-based Network Intrusion Detection Systems (NIDS) have traditionally been used
to detect malicious traffic, but they cannot detect new threats. As a result, anomaly-based NIDS,
built on neural networks, are beginning to receive attention due to their ability to seek out new
attacks. However, it has been shown that neural networks are vulnerable to adversarial example
attacks in other domains. Nevertheless, previously proposed anomaly-based NIDS have not been
evaluated in such an adversarial setting. In this chapter, we show how to evaluate an anomaly-based
NIDS trained on network traffic in the face of adversarial inputs. We show how to craft adversarial
inputs in the highly constrained network domain, and we evaluate three recently proposed NIDS in

an adversarial setting.

2.1 Introduction

Network attacks continue to grow in complexity, scale, and number [92|. The impacts of these
attacks range from high monetary costs for exploited businesses and individuals to more serious
issues, such as wide-scale power outages [40]. Due to the growing number of attacks, and their severe,
adverse effects, companies are expected to invest billions of dollars by 2021 to find effective tools
that detect and eliminate network intrusions [47].

Network intrusion detection systems (NIDS) are one part in the line of defense against network
attacks. Historically, these are based on signatures — whether it be a known sequence of bytes (with

deep packet inspection) or known and fixed access patterns. While providing a degree of protection
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for networks, this approach has a problem in that it relies on the signatures of known attacks.

In response, there has been a great deal of research. and even commercial offerings, that
leverage machine learning (with deep neural networks) to augment the detection capabilities |7,17,
62,65,104,107,108,110]. These anomaly-based NIDS have been introduced due to their ability to
detect zero-day attacks (for which there is no pre-existing signature) by looking for deviations from
typical, benign network traffic. To do so, these NIDS are trained only on benign traffic. Then, during
inference time, the NIDS measures how similar the new traffic is to the traffic seen during training
time. Each packet or flow seen by the NIDS is given a similarity score and compared to a predefined
threshold. If the packet or flow score exceeds the threshold, the traffic is considered malicious.

While moving toward deep neural networks for NIDS holds great promise, there is an underlying
problem that has yet to be addressed, their vulnerability to adversarial examples. Previous work
in other domains (e.g., image classification) has shown that neural networks are vulnerable to
adversarial example attacks [12,95], small perturbations of the input that can bypass or purposely
alter the classification. In the case of images, this might be changing a few pixels (imperceptible to
the human eye) such that the classifier misclassifies a specific person as a different person or hides
that person all together. Unfortunately, we don’t fully understand the implications in the context of
NIDS because previously proposed, anomaly-based NIDS have not been evaluated in adversarial
settings [7,17,62,65,104,107,108,110]. The other downside of these anomaly-based NIDS is that
they are evaluated on outdated datasets [17].

In order to address these issues, we introduce a technique to evaluate anomaly-based NIDS
in an adversarial setting. We also perform an evaluation of previously proposed NIDS with this
technique on a new dataset that contains 12 different network attacks. To do so, we needed to
overcome some challenges not seen in other domains. When generating adversarial examples, we
are constrained by two key factors: (i) we must retain the network protocol correctness, and (ii) we
must retain the attack’s semantics. Therefore, in this chapter, we illustrate how to craft adversarial
examples for networks by identifying traffic manipulations that can change the network features but

remain within the constraints above. In summary, we make the following contributions:
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e For the first time, we explain how an adversary can legitimately modify network traffic in
order to fool an anomaly-based NIDS and not break underlying network protocols.

e We show how these transformations can be tailored towards a packet-based NIDS, which
predicts the malicious traffic in real-time by extracting features from each packet.

e We demonstrate how an adversary can fool a flow-based NIDS that detects malicious traffic
based on the high-level features extracted from the whole flow by considering the legitimate
transformations we introduce.

e We evaluate the NIDS mentioned above on a new network traffic dataset, which contains a
wide range of attacks, to show how each of these attacks can be maliciously modified to fool

an NIDS.

2.2 Anomaly-based NIDS

Anomaly-based NIDS can be built in many different ways. In general, for each input, they
calculate a score and if that score is higher than a pre-defined threshold, they consider it as malicious.
We categorize these anomaly-based NIDS into two different groups: packet-based NIDS and flow-
based NIDS. A packet-based NIDS outputs a score for each packet that it receives. This decision is
not necessarily based solely on the current packet; it can also consider the history of packets it has
seen earlier. In contrast, flow-based NIDS make a decision based on features extracted from a whole
flow and mark the whole flow as malicious or benign. In this section, we provide an overview of one
previously proposed packet-based NIDS [65] and two flow-based NIDS [108,110] and explain them in

detail.

2.2.1 Kitsune

Mirsky et al. in [65] developed a packet-based NIDS, Kitsune. Kitsune has two main
components: a feature extractor and an anomaly detector. On each packet arrival, the feature
extractor extracts a behavioral snapshot of the hosts and protocols which communicated the packet.

More specifically, upon arrival of a packet, the feature extractor extracts 115 features from 5 different



16

temporal windows (100ms, 500ms, 1.5sec, 10sec, and 1min) that summarize all of the traffic

e originating from that packet’s source MAC and IP address.

e originating from that packet’s source IP.

e sent between that packet’s source and destination IPs.

e sent between that packet’s source and destination TCP/UDP socket.

In order to extract and analyze features for every packet efficiently, Kitsune maintains some internal
state for each of the flows it sees. Upon each packet’s arrival, it updates states related to that flow
and calculates those 115 features based on the new state. Then, Kitsune feeds those features to the
anomaly detector component. For anomaly detection, they use an ensemble of autoencoders (called
KitNET'), which attempts to reconstruct the extracted features. Finally, based on the reconstruction
error, Kitsune decides whether a packet is malicious or not.

Mirsky et al. proposed the use of an ensemble of autoencoders in order to detect anomalies in
an online manner. Doing so, made Kitsune efficient and runnable on lightweight hardware. However,
an ensemble of autoencoders is not the only anomaly detection mechanism that can be used in
this system. For example, as they did in their evaluation, the autoencoders can be replaced by a
Gaussian Mixture Model (GMM), a heavy-weight, offline algorithm. As a result, we evaluate the

performance of both Kitsune with autoencoders and Kitsune with GMM.

2.2.2 DAGMM

Zong et al. in [110] presented a new method for anomaly detection called Deep Autoencoding
Gaussian Mixture Model (DAGMM). The authors implemented DAGMM to detect anomalies and
illustrated its high effectiveness in detecting network attacks on the KDDCUP99 dataset [56], which
contains features extracted from an entire network flow. Therefore, we evaluate the DAGMM method
in the context of a flow-based NIDS.

DAGMM is a neural network consisting of two major components: a compression network
and an estimation network. The compression network is a deep autoencoder and provides a low-

dimensional representation of the input data points to the estimation network. The low-dimensional
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representation consists of reduced space and reconstruction error features. Based on this feed, the
estimation network predicts their likelihood /energy in the framework of the Gaussian Mixture Model
(GMM). In other words, given a sample x, the compression network computes its low-dimensional
representation z as follows:

ze = enc(x;0,.) and 2’ = dec(z.;64)

zr = f(z,2')

z = [2¢, 21
where enc(.) is the encoder part of the deep autoencoder and 6. is its parameters. dec(.) is the
decoder part of the deep autoencoder and 6. is its parameters. z. is the reduced low-dimensional
representation learned by the deep autoencoder and z’ is the reconstructed version of z. z, is the

features derived from reconstruction error and f(.) is the function for calculating these features.

[[z—a']|2 z.x’
lwlla 7 [lz|[2[]x!]2

For example, f(z,z') can be | | which is the relative Euclidean distance and cosine
similarity, respectively. We used these two features in each experiment we did with DAGMM. Finally,
z is what the compression network feeds to the estimation network.

Given z and K as the number of mixture components, the estimation network, which is another
multi-layer neural network, predicts the mixture membership for each sample as follows:

p=MLN(z,0,,) and ¥ = softmaz(p)

where ¥ is a K-dimensional vector for the mixture-component membership prediction, and p is the
output of the estimation network parameterized by 6,,. Finally, they calculate the energy of each
input in the context of GMM by using 4. This energy shows the probability that a given sample is
anomalous.

By building the model this way, they argued that they can train it in an end-to-end fashion

which performs better than training autoencoder and GMM separately and they showed that

DAGMM outperforms other state-of-the-art anomaly detection methods.
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2.2.3 BiGAN

Zenati et al. in [108] described a method to detect anomalies by using a special kind of
Generative Adversarial Networks (GAN) known as BiGAN [23]. Intuitively, the generator in a GAN
is well-trained to fit the distribution of normal samples. As a result, it should be able to reconstruct
samples = from the normal sample distribution with less reconstruction error compared to samples
that are not from said distribution. However, in order to calculate this reconstruction error, we need
to know the latent representations z corresponding to the inputs x. That is to say, if we know the
latent representations corresponding to the input samples, we can feed those latent representations
to the generator of the GAN and compare the reconstructed values with real input samples. Based
on the reconstruction error, we then can decide whether that input is normal or an anomaly. The
problem with a regular GAN is that finding those latent representations corresponding to the input
samples is not an efficient process. Thus, in this paper, Zenati et al. suggest training a BiGAN for
this purpose. To train a BiGAN, they simultaneously trained an encoder E that maps input samples
T to a latent representation z, along with a generator G and discriminator D during training in a
way to make E = G~!. In this context the discriminator D receives (z, E(x)) and (G(z), ) as its
input during the training phase. Thus E(x) results in the latent representation corresponding to the
input sample z and G(E(z)) results in the reconstruction of the input sample. Finally, they defined
the score function A(x) as follows:

A(z) = aLg(z) + (1 — a)Lp(z)
in which « is a hyperparameter. Lg(x) = ||z — G(E(x))||1 measures the reconstruction error, and
Lp(z) = o(D(z, E(x),1) captures the discriminator’s confidence that a sample is derived from the
real data distribution and will be higher if the input is anomalous. o is also the cross-entropy loss.
Like DAGMM, the KDDCUP99 10 percent dataset was used to evaluate BiGAN’s ability to detect

network anomalies. As a result, we also evaluate BiGAN in the context of a flow-based NIDS.
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Figure 2.1: System overview and threat model considered when evaluating and designing anomaly-
based intrusion detection systems. (1): The attacker sits outside the victim network and generates
adversarial examples. (2): Adversarial examples are sent to the local copy of the NIDS for evaluation.
(3): A classification score is produced by the NIDS based on the input. If the output score is greater
than the threshold, the attacker applies some modifications, @), to improve the adversarial example.
This loop back process is carried out a maximum of N times. If the score in (3) is less than the
threshold, the packet is mirrored to the NIDS and sent to the victim network (5).

2.3 NIDS in an Adversarial Setting

As we mentioned in the previous chapter, deep learning models are vulnerable to the adversarial
example attack but existing anomaly-based NIDS that leverage such models have not been evaluated
in an adversarial setting. Moreover, it is essential to know to what extent these NIDS are vulnerable
to the adversarial examples as being vulnerable to such an attack can face the network systems with
significant threats. Therefore, in this section, we discuss how we can evaluate the anomaly-based

NIDS in an adversarial setting.

2.3.1 Threat Model

Before outlining our approach, we define the threat model we consider in evaluating anomaly-
based NIDS. Figure 2.1 provides an overview of our threat model and system overview. In order to
have a complete evaluation, we consider a white-box setting. That is to say, we consider that the
attacker has a copy of the NIDS deployed on the victim network and knows all of its parameters.
The NIDS deployed on the victim network receives a copy of all the packets that travel through the

network entrances ((5)). We also consider that attacker’s resources are limited to what they already
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used to create the original attack. In other words, to generate the adversarial version of a network
attack, we assume the attacker does not want to use more machines or more IP addresses. The

attacker also is considered to be outside of the victim’s network ((1)).

2.3.2 Challenges in Crafting Adversarial Examples for NIDS

Crafting adversarial examples against NIDS that are trained on network traffic introduces its
own complications and constraints. Thus, the crafting procedure needs to be tailored for NIDS. Here,
we mention some of the differences between images and network traffic that prevent an adversary
from fooling the NIDS with the same procedure used against image classifiers. First of all, pixels
in an image can be modified freely. This is not the case for a sequence of network packets. For
example, if features that are fed into an NIDS are packet headers, changing some of the headers
could cause the communication between the attacker and the victim to breakdown. To this extent,
during the crafting procedure, attackers should ensure that the communication channel does not
timeout or breakdown. Second, pixels in an image can be modified independently of each other.
This is not true for typical features fed into an NIDS. In many cases, these features are dependent
on each other, and there is no guarantee that a valid network flow exists that matches the features
generated by the crafting procedure. For example, a flow’s average interarrival time between packets
is directly tied to the flow’s duration and number of packets through the following relationship:
Flow IAT,., = %

As a result, we cannot arbitrarily change these features independently. We must ensure that
the inherent properties of flows are not violated. In addition, all adversarial image pixels can be
modified to fool an image classifier, but this is not the case for NIDS. Many of the features that
are fed into them are extracted from the packets generated by the victim. These are packets that
the attacker doesn’t have control over. The differences between adversarial image generation and
adversarial network traffic generation along with the security concerns that fooling an NIDS raise,

demonstrate the need to explore how an NIDS can be evaluated in an adversarial setting.
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Legitimate Packet Transformations

If we are able to manipulate the malicious packets of an attack to have specific features

that mimic benign traffic, we will be able to bypass NIDS. We declare an attack a success if the

manipulated attack packets meet the following three requirements.

(1)

(2)

(3)

The packets must carry out their original malicious intent effectively (e.g. a port scan, after
transformation, should scan the victim’s ports).

Packet transformations must not break the underlying protocols the attack relies on (e.g., a
TCP-based attack cannot violate TCP).

The attack must not be flagged as an intrusion by the anomaly-based NIDS. We will evaluate

this requirement for existing systems in Section 2.5.

From these requirements and from studying the features used in existing anomaly-based NIDS,

we identify three general packet manipulation techniques that can be used for crafting adversarial

versions of network attacks.

The manipulations are as follows:

Split: The attacker can increase the number of packets sent by splitting the original
payload of each packet across multiple packets. For TCP, as long as sequence numbers,
acknowledgment numbers, and IP IDs are updated properly, the attack remains effective as
no information is lost and the packets are reassembled at the victim host.

Delay: The attacker may adjust the time between outgoing packets by either increasing or
decreasing the time elapsed between subsequent packets. Since the packets themselves are
not modified, the attack will not only maintain its effectiveness (so long as there is not a
connection timeout), but it will also adhere to the underlying network protocols.

Inject: The attacker also has the ability to construct fake packets with arbitrary lengths,
transmission times, and flag combinations. They can send the decoy packets among the
real attack packets as long as they can ensure that these fake packets are ignored by the

victim but processed by the NIDS. By doing so, an NIDS takes into account packets that
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both reach and don’t reach the victim into its decision on whether or not the current flow
is malicious. The attacker can rely on the fundamentals of TCP, UDP, and IP protocols
to guarantee these decoy packets are processed by the NIDS but not by the victim host.
For example, the attacker can inject a TCP packet with a sequence number smaller than
the ACK number acknowledged by the victim. Furthermore, by setting the TTL field of
the IP header such that the TTL is greater than zero when processed by the NIDS but
decrements to zero prior to reaching the victim, the attacker ensures the packet is dropped

after reaching the NIDS but before the victim.
Therefore, in order to fool an NIDS which is trained on network traffic packets, the adversary
should modify the malicious traffic with a set of legitimate transformations as described above. In

the next section, we describe how we can use these transformations to attack several NIDS.

2.4 Crafting Adversarial Examples

In this section, we first explain how to tailor the legitimate transformations introduced in the

previous section towards packet-based NIDS, and then move on to the flow-based NIDS.

2.4.1 Adversarial Examples for Packet-based NIDS

Algorithm 3 shows how we tailored legitimate transformations, introduced in the previous
section, towards Kitsune. In a nutshell, Kitsune keeps some internal states for each flow and each
packet moves through the network, updates the corresponding state. Then it calculates a score based
on features extracted from the internal state to decide whether the current packet is from malicious
traffic or not. In order to fool Kitsune, Each malicious packet that is sent from the attacker is fed
through the local neural network copy and the output score is registered. If the packet’s score is
close to the threshold found during training time, we see if waiting a few moments can help reduce
its score. More specifically, we implement the TryDelay procedure, which performs a binary search
in the range between 0 and 15 seconds to see if adding a delay can bring the current packet score

to less than 0.9 x threshold. In the case that the score is greater than the threshold, we also try
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splitting the packet.

The TrySplit procedure tries to convert a large packet into multiple smaller packets such that
the score of all of them becomes smaller than the threshold. Since we don’t know what the right
cut-offs are to split the original packet, we search for the correct cut-off by trying different values.
More specifically, we split the payload of packet with L bytes into two packets with r and L — r
bytes of payload, where r is chosen randomly. Since this cut-off might not be the right one, we need
to back up the local NIDS state related to the current flow and restore it in case the split failed.
When this happens, we try a different ». We need to checkpoint the NIDS’s state to ensure that the
state of local copy remains the same as the remote NIDS. If the first portion (r bytes) of payload
could fool the NIDS, we would do the same thing for the second part (the remaining L — r bytes)
recursively until the whole packet’s payload would be sent and none of them would be detected.
Finally, if delaying or splitting the original packet could help fool the local copy, the attacker will
make the appropriate change(s) and send the packet(s) to the victim. Otherwise, the original packet
would be sent.

If the malicious packet is sent from the victim and its score is larger than the threshold, the
only thing the attacker can do is to change the state of the NIDS such that the victim’s packet does
not pass the threshold. In this case, we see if injecting a fake packet from the attacker before the
victim’s packet can fool the NIDS for both packets such that the score of both of them becomes
less than the threshold. More specifically, in the Trylnject procedure, we send a packet from the
attacker with different payload sizes. If that packet’s score is less than the threshold, we send the
victim’s packet after that. If the score of both packets is less than the threshold, we inject that
packet; otherwise, we restore the state of the local NIDS to the state before sending the fake packet.
We repeat this for another fake packet with a different length. Also, since the TrylInject procedure is
a slow process, we run it occasionally. We keep track of the times that TryInject succeeds and fails

for each attack. Then, for each new packet from the victim, we run the TrylInject procedure with

the probability of § = ( #SuCCZZZZT;#SJfZiZUTGS). After each success, we reset § to one. In practice, this

means that, given a network attack, if TryInject does not work for a while, we run it less frequently.
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If suddenly it succeeds for a packet, we again try it on consecutive victim’s packets more frequently.

Algorithm 1 Crating adversarial examples for Kitsune

1: procedure CRAFTADVEX(z) > z is a malicious packet
2 if x is sent from the attacker then

3 if score; > 0.9 x threshold then

4 TryDelay(x)

5: if score, > threshold then

6 TrySplit(x)

7 end if

8 Send the split packets with appropriate delay if successful.

9 end if

10: else > x is sent from victim
11: TryInject(z)

12: Send the fake packet before victim’s packet if successful.

13: end if

14: end procedure

2.4.2 Adversarial Examples for Flow-based NIDS

In order to evaluate flow-based NIDS in an adversarial setting, we group the features fed into
them into four different groups. As we mentioned earlier, manipulating the features fed to an NIDS
in an adversarial manner is different from changing the pixels of an image. Here we consider two
of the main differences. One difference is that some of the flow-based features can’t be changed
because the attacker doesn’t have control over them since they are extracted from the victim’s traffic.
Also, some features depend on other features. For example, the mean of packet payloads in the
forward direction can be calculated based on two other features, the total length of payloads in the
forward direction and the total number of forward packets. There is another type of feature in which
their value depends on the actual packets of the flow and cannot be calculated by the value of other
features (e.g., std of packet payloads in the forward direction). As a result, we group flow features
into the following four groups.

(1) Features that should not be changed because they are extracted from backward flowing
packets (victim packets).

(2) Features that can be changed independently of each other by using legitimate transformations.
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These include total forward packets, the total number of push flags in the forward direction,
maximum packet interarrival time (IAT) in the forward direction, etc.

(3) Features whose values depend on the second group and can be calculated directly by a set
of them.

(4) Features that cannot be directly recalculated based on independent features and a sequence
of packets affect their values.

We tailored our adversarial crafting algorithm based on these four groups. We defined three
masks that are the subset of each other. Each mask blocks a specific number of features from
being updated by back propagating gradients through the models. The first mask only allows the
procedure to modify the independent features (e.g., the second group). The second mask adds some
of the 4th group features, and finally, the third mask adds all of the fourth group features to the set
of modifiable features. In the crafting procedure, we first check whether we can fool the NIDS using
the first mask. In the case of failure, we use the second and third masks. More specifically, the loss
function we defined to minimize during the crafting procedure is as follows:

AdvLoss = F(z + § ©® mask;)

where F' is the model and F'(.) is the score predicted by the model. ® is the element-wise multiplication
operator and 9 is the perturbation that we want to find to add to the original features to fool the
NIDS. By generating the adversarial features this way, we can be sure that applying legitimate
transformations to the malicious flows will result in each feature from the first three groups matching
the adversarial feature found.

However, the fourth group of features would have different values, and that can cause the
overall flow to be detected by the NIDS. Therefore, in order to increase the chance of fooling the
NIDS, in the crafting procedure, we do not stop the algorithm immediately after the score of a given
sample drops below the threshold. To have a confidence interval, we continue to modify features
in order to decrease the score further below the threshold. We considered this interval in order to

compensate for the effect of different values between the fourth group of features and increase the
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chance of fooling the NIDS with the real sequence of packets.

Algorithm 2 demonstrates how we tailored the crafting procedure for flow-based NIDS. In this
algorithm threshold' is a smaller value than the real threshold of the NIDS to provide the confidence
interval we discussed. Note that we start with a small learning rate to keep the modifications small
and increase the learning rate exponentially in case of failure. The adversarial features we find with
this algorithm against a given NIDS show the lower bound of the NIDS robustness. This is because,
for some of the adversarial examples, there might not be a real sequence of packets that have those

features.

Algorithm 2 Crating adversarial examples for Flow-based NIDS

1: procedure CRAFTADVEX(z) > z is a malicious flow
2 for each mask € maski, masks, masks do

3 for each 1r €0.001,0.01,0.1,1.0 do

4 for each ¢ € [0,totallter] do

5: take one step of GD with learning rate=Ir
6 x40

7 Recalculate group 3 features

8 if score, < threshold then

9: return 2’
10: end if
11: end for
12: end for
13: end for
14: end procedure

2.5 Evaluation

In this section, we evaluate the performance of the aforementioned NIDS in both a normal
setting and an adversarial setting with the traffic manipulations described in Section 2.3. We first
discuss the dataset used, then discuss the metrics used for our evaluation and finally, empirically

demonstrate to what degree Algorithms 3 and 2 are effective in fooling different NIDS.
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2.5.1 Dataset

To evaluate network intrusion detection systems, we used a highly cited dataset containing
network traces of twelve network attacks from the Canadian Institute of Cybersecurity (CIC) ! [88].
Sharafaldin et al. in [88] compared eleven available datasets based on eleven criteria and concluded
that all of them have some shortages such as lack of traffic diversity and volumes, a limited number
of attacks, etc. Therefore they built a new dataset that satisfies all of the eleven criteria.

The attacks are FTP-Patator, SSH-Patator, Dos slowloris, DoS slowhttptest, DoS Hulk, DoS
GoldenEye, Heartbleed, Web attacks, Infiltration, Botnet, PortScan and DDoS. These attacks were
carried out over a 5-day work week in a controlled environment. Each attack was implemented using
popular network tools or was written in Python by the authors. We exclude web attacks from this
dataset because in our evaluation, we only extract features from packet headers and in order to
detect web attacks, packet payloads should also be inspected. In the remainder of this section, we

briefly describe each attack and then we will provide some statistics about the dataset.

2.5.1.1 Network Attacks Description

FTP/SSH Patator: FTP and SSH-based, brute force, password guessing attacks were launched
using the multithreaded Python tool, Patator [2].

GoldenEye: GoldenEye is an HT'TP denial of service tool used to flood a victim’s server with
HTTP requests |86].

Hulk: Similar to GoldenEye, Hulk is an application-level denial of service tool. However, Hulk
sends unique HTTP requests and obfuscates traffic by dynamically changing the user-agent and
referrer fields in the HT'TP header [91].

Slowhttptest /Slowloris: Low-bandwidth, application-layer denial of service attacks, Slowhttptest
and Slowloris, aim to exhaust a server’s connection pool by making many HTTP connections to
the victim’s server. The connections are kept open by the attacker via a slow transfer rate and

incomplete requests, thereby draining the server’s connection pool [19,90].

! The dataset can be downloaded at https://www.unb.ca/cic/datasets/ids-2017.html
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Heartbleed: Heartbleed is an attack over TLS that exploits a buffer overflow vulnerability in the
OpenSSL library. Attackers send malformed heartbeat messages to the server and the server leaks
private information back to the attacker [93].

Infiltration: An infiltration attack is typically carried out by exploiting vulnerable software. Here,
a payload is downloaded to launch a backdoor, and then an NMAP port scan is executed [79].
Botnet: A set of internet-connected devices all controlled by a central leader to carry out various
tasks (e.g., log a user’s keystrokes). In this case, a remote shell is launched on the victim machines,
and file uploads and downloads are executed [4].

DDoS: A distributed denial of service attack typically occurs when many devices, often orchestrated
into a botnet structure, send many requests to the victim server in hopes to flood the bandwidth
and/or resources of the server [3].

Port Scan: Port scans are used to gather information about a victim’s host to uncover exploitable

vulnerabilities [1].

2.5.1.2 Dataset Details

The CICIDS2017 [88] dataset contains flows extracted from packets files using the CICFlowMe-
ter Tool [24]. The tool also extracts 80 behavioral flow features for each flow. The full list of features
can be seen in Table 2.1. Each flow and its corresponding flow features were labeled as either benign
or with the specific attack name, but the individual packets were not labeled. Thus, in order to
evaluate the packet-based NIDS, we labeled packets as malicious or benign based on the information
Sharafaldin et al. provided for this dataset. From the PCAP files provided within the dataset, we
excluded IPv6 packets and labeled the other packets in the following way: for each attack, we labeled
all of the packets sent or received between the attacker IP(s) and the victim IP(s) as malicious for

the duration of that attack. All other packets were labeled as benign.
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Features Bwd | Flow

Total Duration

Total Packets

Total Length of Packets

Pkt Len Min/Max/Mean /Stddev

IAT Min/Max/Mean/Sttdev

Bytes/s

Pkts/s

N TS [ % [N SN SN [N | x

PSH/URG Flags

FIN/SYN/RST/ACK/CWE/ECE Flags

NI N N A YA A A

Total Length of Headers

NS I > [N SIS S SN x| x

Down/Up Ratio N/A | N/A

Avg Bytes/Bulk

>

Avg Packets/Bulk

*

Avg Bulk Rate

Initial Window Bytes N/A

Packets w/ payload >= 1

Min. Packet Header Size

Active Time Min/Max/Mean /Stddev

x| % % [N [S SN ]s
RN R NE RN ENE RN

N SN | X | X

Idle Time Min/Max/Mean/Stddev

Table 2.1: Features extracted from flows for classifying network traffic with flow-based NIDS. v and
X indicate whether or not the feature was calculated for packets moving in the labeled direction.
"Flow" indicates features calculated taking into account packets flowing in both directions. Features

were extracted using the CICFlowMeter Tool [24].

Table 2.2 also summarizes the contents of the dataset.



Set Type # of P %ofP| #ofF | %ofF
Train Benign 11,680,917 100 529,481 100
Benign 39,946,287 | 89.67 | 1,741,803 | 75.78
FTP-Patator 110,736 0.25 7,935 0.35
SSH-Patator 138,621 0.31 5,897 0.26
DoS slowloris 47,586 0.11 5,796 0.25
DoS slowhttptest 39,257 0.09 5,499 0.24
DoS Hulk 2,245,526 5.04 230,124 10.01
DoS GoldenEye 106,177 0.24 10,293 0.45
Heartbleed 49,296 0.11 11 0.00
Test
Web Atks 39,823 0.09 2,179 0.10
Infiltration 209,920 0.47 36 0.00
Botnet 9,871 0.02 1,956 0.09
PortScan 324,062 0.73 158,839 6.91
DDoS 1,280,602 2.87 128,025 5.57
All Attacks 4,601,477 | 10.33 556,628 24.22
All 44547764 | 100.00 | 2,298,431 | 100.00
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Table 2.2: The statistics of the dataset used for our evaluation. Column headers containing "P"

contain packet information, while column headers containing "F" show flow information.

The whole dataset contains more than 56 million packets. We trained the packet and flow-based

NIDS on the Monday traffic, which contains over 11.6 million benign packets (529,481 flows). The

NIDS was then tested on the network traffic generated from Tuesday to Friday, which contains both

benign and network attack traffic. This test set contains 12 different network attacks, which make

up 10.33% of the overall packets and 24.22% of the overall flows.
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2.5.2 Evaluation Metrics

True Positive Rate (TPR): TPR shows the ratio of malicious traffic that is detected as malicious
to all of the malicious traffic when the model’s threshold is fixed to a specific number.
False Positive Rate (FPR): FPR shows the ratio of benign traffic that is considered malicious to

all of the benign traffic when the model’s threshold is fixed to a specific number.

2.5.3 Performance in an Adversarial Setting

In order to see how each of the aforementioned NIDS detect adversarially modified network
attacks, we chose their individual thresholds in a way to keep their FPR at 0.1 since those NIDS
can detect most of the network attacks at this rate in a normal setting. In order to evaluate
Kitsune, we used GMM as its detector because it could detect malicious traffic better than using the
suggested ensemble of autoencoders. To fool this NIDS, we modified the malicious packets from
the CICIDS2017 dataset with Algorithm 3. We fed all the packets into the NIDS, as in the normal
setting, but due to the computational complexity of crafting adversarial examples, we only ran it on
the first 25,000 packets of an attack.

In order to evaluate DAGMM, we used the code implemented at [69]. The model architecture
and hyperparameters we used for this NIDS can be found in Table 2.3. To prevent the singularity
problem during training, a small value (10~*) was also added to the diagonal of GMM covariance
matrix. For training BiGAN we used the code provided by Zenati et al. [108|. The model architecture
and hyperparameters we used for this NIDS can be found in Table 2.4. To evaluate the flow-based
NIDS in an adversarial setting, we used Algorithm 2 to find the adversarial features for malicious
flows. Due to the computational complexity of this procedure, we only did it for the first 5000 flows

of each attack in the cases where the attack contained more than 5000 flows.



Compression Network

FC(100)-FC(50)-FC(20)-FC(4)-
FC(20)-FC(50)-FC(100)

Activation Tanh
Estimation Network FC(10)-Drop(0.5)-FC(4)

Activation Tanh
Learning Rate 0.0001
Batch Size 1024

At 0.1
A2 0.0001

Epoch 200
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Table 2.3: The model architecture and hyper parameters used for training DAGMM on the flow-level

features.

Operation ‘ Units ‘ Non Linearity | Dropout

E(x)

FC 64 Leaky ReLLU 0.0
FC 32 Linear 0.0
G(z)

FC 64 ReLU 0.0
FC 128 ReLU 0.0
FC 7 Linear 0.0
D(x)

FC | 64 | Leaky ReLU | 0.2
D(z)

FC | 128 | Leaky ReLU | 0.2
Concatenate D(x) and D(z)
D(x,z)

FC 128 Leaky ReLLU 0.2
FC 1 Linear 0.0

Optimizer Adam(a = 1077, 31 = 0.5)
Batch size 50
Latent dimension 32
Epochs 35
Leaky ReLU slope 0.1
W 0.1

Table 2.4: The model architecture and hyperparameters used for training BIGAN on the flow-level

features.
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Figure 2.2: The TPR of different NIDS for each attack when FPR is 0.1 when sending normal traffic

and its adversarial version.

The results of this evaluation are shown in Figure 2.2. For each NIDS considered, we show
both the TPR under normal conditions as well as under adversarial conditions. As shown in this
figure, for a packet-based NIDS, the detection rate drops by up to 70% (for Heartblead) in an
adversarial setting and for flow-based NIDS, the detection rate drops by up to 68% (for PortScan).
In fact, each NIDS performance decreases dramatically in most cases, indicating that these NIDS are
not robust in the face of adversarial examples. More specifically, for Kitsune, the average TPR in an
adversarial setting across all attacks drops to 16.6% from 43.6% in a normal setting; for DAGMM, it

drops to 35.2% from 60.8%, and for BiGAN-based, it drops to 35.7% from 49.3%.



34

2.6 Discussion

As we saw, all of the existing NIDS are vulnerable to the adversarial example attack to some
degree. One thing that is common among all of them is that they behave in a deterministic way.
That is to say, the inputs that the attacker generates with the help of their local copy will fool the
victim’s NIDS if they fool the local copy as for the same input these NIDS output the same score.
We know that the attacker can’t query the victim’s NIDS directly; otherwise, they would be detected.
Therefore, one way to make NIDS more robust against adversarial examples is to make them behave
stochastically. Then for the same input, the adversary’s local copy and actual NIDS would output
different scores. This adds extra hardship for making adversarial examples. Because in this case,
fooling the local copy doesn’t guarantee to fool the actual NIDS. In the next chapter, we show how
making an NIDS less deterministic improves the NIDS’s robustness against the adversarial examples.

Also, as we mentioned earlier, for the evaluation of flow-based NIDS, we found the lower bound
of each NIDS’s robustness. In order to find their exact robustness, we need a tool to modify packets
in a flow to match the extracted features with those we found. We leave the production of this tool
for future work.

Also, in previous work [33], it is discussed how to add a network forwarding element known
as a traflic normalizer on the joint path of the NIDS and the victims to make sure that the NIDS
processes the same packets that the victim does. Thereby limiting an attacker’s ability outside the
victim’s network to inject fake packets into the stream by using bad sequence numbers, specific TTL
values, etc. However, normalizers tend to introduce complications for regular traffic. A normalizer
can raise the T'TL value of packets it forwards to a pre-defined value to ensure the packet is not
only processed by the NIDS but also by the destination. This can cause some of the packets to loop
forever and consume a network’s bandwidth if the normalizer is deployed on a loop. Also, normalizers
can prevent some of the tools used for debugging in the network from functioning properly, such as
traceroute. Furthermore, normalizers process each packet in-depth; therefore, adding latency into

the communication channels. Extra latency can prove to be detrimental to real-time applications.
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Due to the issues these normalizers introduce, they are not widely used, so we did not consider
them in our evaluations. However, even by considering them, they will not affect the algorithms we
introduced to modify traffic. The only difference is that only the delay and split transformations can

be used to fool the NIDS in this situation.

2.7 Conclusion

In this chapter, we showed how to evaluate anomaly-based NIDS in an adversarial setting. We
identified the legitimate transformations which an adversary can make to malicious traffic to fool the
NIDS and not break the underlying network protocols. Finally, in our Empirical study, we showed
our approach’s effectiveness by tailoring the legitimate transformations towards both packet-based
and flow-based NIDS. We found out that by using the transformations, we introduced in this chapter,
the detection rate of an NIDS trained on the packet-level features can be dropped by up to 70% and

the detection rate of an NIDS trained on the flow-level features can be dropped by up to 68%.



Chapter 3

Enhancing Robustness Against Adversarial Examples in Network Intrusion

Detection Systems

The increase of cyber attacks in both the numbers and varieties in recent years demands to
build a more sophisticated network intrusion detection system (NIDS). Because of the inability to
detect zero-day attacks, signature-based NIDS, which were traditionally used for detecting malicious
traffic, are beginning to get replaced by anomaly-based NIDS built on neural networks. However,
as we showed, such NIDS have their own drawback, namely being vulnerable to the adversarial
example attack. Moreover, they were mostly evaluated on the old datasets that don’t represent the
variety of attacks network systems might face these days. In this chapter, we present Reconstruction
from Partial Observation (RePO) as a new mechanism to build an NIDS with the help of denoising
autoencoders capable of detecting different types of network attacks in a low false alert setting with
an enhanced robustness against adversarial example attack. Our evaluation conducted on a dataset
with various network attacks shows denoising autoencoders can improve detection of malicious traffic
by up to 29% in a normal setting and by up to 45% in an adversarial setting compared to other

recently proposed anomaly detectors.

3.1 Introduction

The continuous growth of network attacks in number, scale and complexity [92] has caused a
wide range of impacts to many individuals and exploited businesses. Network intrusion detection

systems (NIDS) are one part in the line of defense against network attacks. Because of the technologies
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such as P4-based network telemetry, network function virtualization (NFV), cloud-native security
services (such as what Zscaler provides) and network-wide view that the control plane in an SDN
provides, these NIDS are getting more and more utilized to detect different types of threats [6,55].
However, signature-based NIDS, which were traditionally being used to detect malicious traffic, can’t
cope with today’s variety of network attacks as they are incapable of detecting zero-day attacks,
which are significantly increased in recent years [43].

In response, there has been a great deal of research and even commercial offerings which
leverage machine learning (with deep neural networks) to augment the detection capabilities |7,
17,62,65,104,107,108,110]. These anomaly-based NIDS have been introduced due to their ability
to detect zero-day attacks (for which there is no pre-existing signature) by looking for deviations
from typical, benign network traffic. To do so, these NIDS are trained only on benign traffic. Then,
during inference time, the NIDS measures how similar the new traffic is to the traffic seen during
training time. FKach packet or flow seen by the NIDS is given a similarity score and compared to a
pre-defined threshold. If the packet or flow score exceeds the threshold, then the traffic is considered
malicious. This threshold should be set in a way to make sure that the NIDS doesn’t generate too
many false alerts on benign traffic.

Unfortunately, as we have shown in Chapter 2 the detecting capability of ML-based NIDS,
can be significantly reduced by the help of the adversarial example (evasion) attack. This attack lets
the attacker carefully and in many cases, slightly manipulate malicious traffic to fool and bypass
the NIDS while carrying out the original malicious intent without breaking the underlying network
protocols. The deterministic behavior of the previously proposed anomaly-based NIDS makes it easy
to craft adversarial examples against them. In addition, minimizing the reconstruction error of the
benign traffic in the training phase used by some of the NIDS [65] based on the full observation of
the inputs can lead to an over-generalization problem. It means that the model learns to reconstruct
the malicious traffic which was not trained on, as good as benign traffic, making it hard for the
model to distinguish between them, leading to a low detection rate. Therefore, a new method for

detecting malicious traffic is required to be more robust against adversarial example attack. Such
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a method should be able to detect a wide range of threats while generating a low number of false
alerts. Because a high false alert rate significantly increases the required effort of security experts to
manually sort through all alerts and differentiate real attacks from falsely identified attacks.

In this chapter, we present Reconstruction from Partial Observation (RePO) as a new method
to build a more accurate NIDS in an unsupervised manner which is also more robust in the presence
of adversarial examples by utilizing denoising autoencoders [101] and combining the inputs with
multiple random masks before feeding them into the model. As we show, leveraging multiple
random masks makes it harder to craft adversarial examples against the NIDS by making the model
non-deterministic. Furthermore, it prevents the over-generalization problem we mentioned resulting
in better distinguishment of malicious inputs from the benign traffic leading to a higher detection
rate of the network attacks.

In summary, we make the following contributions:

o We leverage denoising autoencoders to build an NIDS that can detect malicious traffic better
than previously proposed anomaly-based NIDS in a low false alert setting, which is also
more robust in an adversarial setting.

e We show how a packet-based NIDS can be built with denoising autoencoders on top of
raw values directly extracted from packet headers without any manual feature engineering.
We also show how a flow-based NIDS can be built with them on top of manual features,
calculated based on a whole flow.

e We evaluate our NIDS on a new network traffic dataset, which contains a wide range of
attacks to show its effectiveness in detecting different types of attacks in both normal and

adversarial settings.

3.2 Problems with an Existing Work

To build a better NIDS in an unsupervised manner, we first explore what is wrong with one of
the existing work, namely Kitsune [65] in more details. Figure 3.1 illustrates a typical anomaly-based

NIDS. These NIDS have two major components: a feature extractor and an anomaly detector. In a
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Figure 3.1: Ilustration of the structure of a typical anomaly-based NIDS.

nutshell, the feature extractor receives a stream of packets and extract features from them to feed
them to the anomaly detector. Then, the anomaly detector outputs a score for each input it receives
that gets compared against a threshold. If the score is less than the threshold, the corresponding
input will be predicted as benign otherwise, it’ll be predicted as malicious. In the remaining of this
section we want to see what are the underlying problems of the feature extractor of Kitsune as well
as its anomaly detector.

Regarding the feature extractor component, we realized that the features extracted by Kitsune
are manually designed to detect specific types of network attacks. More specifically, they are designed
in a way to detect streams in which lots of packets are sent in a short amount of time. But, the
problem is that hand-engineered features designed to detect specific types of attacks contradict our
initial goal to detect zero-day attacks.

Regarding the anomaly-detector, we realized that the reconstruction error of the inputs, which
is calculated with the help of autoencoders based on the full observation of the inputs, leads to an
over-generalization problem. Ideally, we would like to get very small scores when we feed normal
inputs to the model and very large scores when we feed anomalies. However, this is not the case
when we use an autoencoder as the anomaly detector and we train it with the mean square error to
force it to reconstruct the same input it sees. The problem is that reconstruction of the input based
on full observation is too easy when the model has enough capacity. Because it just approximates

the identity function. Therefore, the model learns to reconstruct anomalies as good as normal points.
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That is to say, when we feed a normal point to the model, it reconstructs it pretty well. Therefore
the score we calculate, which is the reconstruction error, would be pretty small. But the same thing
happens for the anomaly points, leading to small reconstruction error for them, too.

In addition, in an adversarial setting, when the attacker modifies the network attack adver-
sarially, there is no mechanism in Kitsune to remove the adversarial perturbations. Therefore, the
modifications that the attacker designs will always be fully effective. Moreover, since Kitsune is a
deterministic NIDS, when the attacker fools their local copy of NIDS they can be sure that the same
input will fool the victim’s NIDS because the local copy and the victim’s NIDS behave the same.

Based on our understanding of the problems of the existing work, we design our NIDS. In the
next sections, we first discuss how a better anomaly detector can be built. Then we show how we can
design a more general packet-based feature extractor and combine it with our anomaly detector to
build a better packet-based NIDS. Finally, we show that our anomaly detector can also be combined

with a flow-based feature extractor to build a better flow-based NIDS.

3.3 Anomaly Detection with Denoising Autoencoders

In this section, we introduce our method for building an NIDS that can detect a wide range of
network attacks while maintaining a low false alert level. We first show how a denoising autoencoder
can be used as an anomaly detector. Then, we show how we can make its predictions more accurate
and also more robust against adversarial examples. Finally, we show how it can be used as the core

of an NIDS to build both packet-based and flow-based NIDS.

3.3.1 Reconstruction from Partial Observation

In order to solve the issue of over-generalization we mentioned in Section 3.2, we use denoising
autoencoders to force the model to solve a more challenging problem. We train the model in a way
to reconstruct a given input based on observing some parts of it. This way, the model has to not
only reconstruct the visible parts of the input but also to generate the hidden parts of it. As a result,

as illustrated in Figure 3.2, the reconstruction errors of the malicious inputs become larger than the
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Figure 3.2: Ilustration of the RePO technique. On the left, a benign input is fed to the model while
some parts of it are hidden. Since the model has been trained on similar inputs, it can reconstruct the
hidden parts. On the right, a partially visible malicious input is fed to the model. Since the malicious
inputs were not in the train set, the model can’t reconstruct the hidden parts well enough and fill in
the hidden parts with some values similar to the benign inputs, leading to high reconstruction error.

benign inputs as the model can’t reconstruct the hidden parts of the malicious inputs well enough,
which leads to better distinguishment between malicious and benign traffic and a higher detection
rate. Also, note that as malicious inputs get further away from the model’s decision boundary (i.e.
the threshold), it becomes harder to craft adversarial examples for them. Therefore, when we train
the model in a way to make the gap between the malicious and benign scores larger, it also becomes
more robust against the adversarial example attack.

We refer to this approach as Reconstruction from Partial Observation (RePO). More specifically,

given a model F', we use the following loss function in our training phase:
N
Lossrepo = ¥ z; ||F(z; 1) — 24|35
1=

where N is the number of inputs in the training set. x; is the i-th input sample in the training
set and r; is a tensor with the same size as x;. The elements in r; are randomly 1 and 0 and the
average percentage of 0s is §, which is a hyperparameter that should be chosen with regard to the
dataset the model is trained on (we set 0 to 0.75 in all of our evaluations). In other words, we want
to minimize the mean square of reconstruction errors. During inference time, we again mask some
parts of the input randomly and then feed the result into the model. Finally, like any other anomaly

detector we discussed so far, we need a score function. We define the score function as follows:

M
1 o
score(zr) = gYi E |F(zor) —27)?
i=1
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Figure 3.3: Illustration of the effect of "bad" masks. The model can reconstruct the input from what
it observes on the left side. However, on the right side, all the informative parts of the input are
blocked by random masks; therefore, the model can’t reconstruct it from what it observes, which
leads to a high reconstruction error.

where M is the number of features in z. 27 and F(.)7 are the j-th features in  and its reconstructed
version, respectively. Therefore, during inference time, if score(x) is greater than a pre-defined

threshold, x is considered an anomaly.

3.3.2 RePO+

In our approach, since r is a random matrix, by having different masks, the model outputs
different scores. In such a setting, even if an input sample is normal, the random mask might block
the most important parts of the input. Therefore, the model may not be able to reconstruct the
input from what it observes. In this case, the reconstruction error would also be high. For example,
assume that the normal samples have a pattern like 0, ...,0,1,2,3,0,...,0. Figure 3.3 illustrates how
a random mask might cause a high reconstruction error even when the input is a normal sample. In
this figure, on the left, the model can observe 2 and 1. Also, it knows that whenever there were
2 and 1 in the training data, they were followed by number 3 and other elements were zero. So
based on what it observes, it can successfully reconstruct the input. However, on the right side, the
random masks block all informative parts of the input. So what the model sees is a vector of zeros.
Therefore, in this case, there is no way to reconstruct the input from what it observes, which leads
to a high reconstruction error.

In order to solve this issue, as illustrated in Figure 3.4 during inference time, we replicate each
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Figure 3.4: Illustration of the RePO-+ technique.

sample 100 times and feed them in parallel to the model such that each of them is masked with a
different mask r; (we justify the choice of 100 masks in Section 3.5). We then calculate the score of
all of them and group them equally into five groups, and from each group, we keep the minimum
score. Finally, we calculate a new score by adding these five minimum scores together and we use
this new score for deciding whether or not an input is anomalous. When we use 100 different masks,
it becomes more likely to have "better" masks. By choosing the ones with smaller reconstruction
errors, we essentially ignore the cases that have high error because of a "bad" mask (i.e., a mask
that blocks the essential features of a sample needed to classify it correctly). Note that, here, we
don’t train an ensemble of 100 different models that can take a very long time to be trained. We
only train one single model that receives multiple parallel copies of each input masked with different
masks during inference time. We call this approach RePO-, and we empirically found that it has a
higher detection rate.

Also, note that crafting adversarial examples against RePO+ becomes harder as for a given
input, the adversary should plan to modify a larger set of features to fool the model compared to

when there is only one mask. This is because if only a few features get changed, they can get masked
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by one of the masks with a high chance, which makes those changes ineffective or less effective.
Nevertheless, such changes might not be feasible. Because for example, the adversary might not
be able to find a set of transformations on the network traffic to generate those perturbed feature
values. Moreover, since the adversary can’t directly query the NIDS deployed on the victim’s network
(otherwise would be detected) and has to craft the adversarial example by the help of their local
copy of the NIDS, Even if the adversary can fool the local copy when the sample goes through the
original NIDS because of a different random mask, it would generate a different score which might
be higher than the threshold and therefore will be detected. This stochastic nature of RePO+ also
makes it more robust against adversarial examples. In Section 3.4.2, we empirically show the extent

to which the model is more robust due to this property.

3.3.3 Building an NIDS with RePO

Here, we discuss how to build a packet-based NIDS using the RePO technique. To build a
packet-based NIDS with RePO, instead of building hand-engineered features, we build our feature
vectors directly based on raw values extracted from packet headers. More specifically, we first group
the received packets by their sender and receiver IPs (i.e., the packets from A to B would be in
the same group as packets from B to A). Then for each packet, we build a feature vector with the
following features:

e Inter-arrival time: The time between this packet and the previous packet in the group.

e Features extracted from Ethernet header: the length of the frame.

e Features extracted from IP header: IP header length, IP length, IP flags (df, mf, rb), TTL.

e Features extracted from TCP header: source port, destination port, sequence number,

acknowledgment number, TCP flags (res, ack, cwr, ecn, fin, ns, push, reset, syn, urg), TCP
window size, urgent pointer. These features will be zero if the current packet is not a TCP
packet.

e Features extracted from UDP header: UDP length, source port, destination port. These

features will be zero if the current packet is not a UDP packet.
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e Features extracted from ICMP packet: ICMP type. This feature will be zero if the packet is

not an ICMP packet.

e Direction: This feature is a binary feature that shows whether the packet is from the IP,

which started the communication or from the other end.

In total, the feature vector corresponding to each packet contains 29 features. In order to make
a decision for a given packet, in addition to the features of that packet, we also send the features
extracted from the previous 19 packets from that group to our model. Therefore the decision is
made based on observing 20 consecutive packets, and we feed 580 features to the model in each case.
If there are not enough packets before a given packet, we pad it with feature vectors, which all of
their elements are zero. The model architecture we used to train RePO as a packet-based NIDS is
a light-weight neural-network with only one hidden layer with 2048 neurons. During the training
phase, we first normalized each feature separately by a min-max scaling approach. We set the batch
size to be 512 and we trained the model for 30000 different batches, which were selected randomly
with learning rate 0.001, 0.0001 and 0.00001 each for 10000 iterations.

Note, it is not required to utilize RePO only in the packet-based context. RePO can also
be used to build a flow-based NIDS when combining it with a feature extractor that extracts
features at the flow level. The model architecture we used to detect anomalies at the flow level
is a fully-connected network with six hidden layers, each with size 256 and ReLU non-linearity,
in addition to 2 dropout layers after the third and fifth hidden layers of the network. During the
training phase, we first normalized each feature by a min-max scaling approach. We used a batch

size of 256 and trained the model for five epochs with a learning rate of 0.001.

3.4 Evaluation

To evaluate our method, we used CICIDS-2017 [88|, which is the same dataset that we
described in the previous chapter. On this dataset, we evaluate how RePO performs in detecting
network attacks in both normal and adversarial settings by comparing it against the same NIDS

we evaluated in the previous chapter. Finally, we evaluate the system performance of our NIDS to
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measure the training time and its throughput in run-time.

3.4.1 Detection Performance of RePO in a Normal Setting
3.4.1.1 Packet-based NIDS:

In the packet-based context, we compare our method with Kitsune. As Mirsky et al. [65]
showed in their paper, the ensemble of autoencoders in Kitsune can also be replaced with GMM. Here,
in addition to comparing with Kitsune while it uses an ensemble of autoencoders (Kitsune-AE), we
compare our approach with it when it uses GMM (Kitsune-GMM), as well. Figure 3.5 demonstrates
how our NIDS performs in detecting different attacks compared to these baselines when the threshold
of each NIDS was set in a way to make FPR be 0.01. With RePO+, we can detect 8 attacks with a
TPR more than FPR whereas, Kitsune-AE and Kitsune-GMM could only detect 1 and 2 attacks,
respectively. The average detection rate of our NIDS using RePO and RePO+ across all attack
categories is 27.65% and 34.77%, while for Kitsune-AE and Kitsune-GMM, it is 5.71% and 0.44%,
respectively. Thus, when using RePO+, our detection in the low false alert setting is almost 6 times

better than Kitsune-AE (29% improvement) and 79 times better than Kitsune-GMM.

3.4.1.2 Flow-based NIDS:

In the flow-based context, we compared RePO with the DAGMM and BiGAN-based anomaly
detectors. Figure 3.6 demonstrates how our NIDS performs in detecting different attacks compared
to these baselines when FPR is low (0.01). With RePO+, we can detect 8 attacks with a TPR
more than FPR, whereas, BIGAN and DAGMM could detect 7 and 5 attacks, respectively. The
average detection rate of our NIDS using RePO and RePO+ across all attack categories is 21.61%
and 25.49%, while for BIGAN and DAGMM, it is 15.05% and 4.91%, respectively. Thus, when using
RePO+, our detection in the low false alert setting is 1.69 times higher than BiGAN and 5.2 times
better than DAGMM.

Finally, note that there is a difference between the detection rates of packet-based NIDS

and flow-based NIDS for some of the attacks such as FTP-Patator, PortScan, SlowHttpTest and
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Figure 3.5: The TPR of packet-based NIDS for each attack when FPR is 0.01.

Heartbleed. This is because the features extracted for packet-based NIDS are different from the
features extracted for flow-based NIDS. For packet-based NIDS, we only have individual values from
packet headers, while features for flow-based NIDS are aggregated over the whole flow and calculated
differently. In addition, feature vectors we created in the packet-based scenario are extracted from
packets grouped by source IP and destination IP, whereas for the flow-based scenario, a flow is
defined based on the 5 tuples (source IP, destination IP, source port, destination port and protocol).
Furthermore, some of the attacks like Botnet are hardly detected by all of the NIDS, including
ourselves, in this low false alert setting. This is also because of the way we build our feature vectors,
as in both flow-based and packet-based cases, the feature vectors are created based on the packets
sent between a single source IP and a single destination IP. However, Botnet could be detected better

by looking into the traffic coming from multiple source IPs. A better feature extractor component
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Figure 3.6: The TPR of flow-based NIDS for each attack when FPR is 0.01.
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can help to detect such attacks better. We leave the designing of such a component for future work.

3.4.2 Detection Performance of RePO in an Adversarial Setting

In order to evaluate our approach in an adversarial setting, we use the crafting procedures
introduced in the previous chapter. Also, we follow the experiment setting introduced in that chapter
and set the threshold of our NIDS in a way to keep FPR at 0.1. This is because our baselines
didn’t perform well at the low FPR (0.01) even in a normal setting and there wasn’t too much
malicious traffic that is detected by those NIDS at the low FPR to craft adversarial examples for
them. Therefore, for evaluation in an adversarial setting, we used a higher FPR (0.1) in which the

robustness of different NIDS can be compared better against each other.



49

3.4.2.1 Packet-based NIDS

In order to evaluate the packet-based RePO+ in an adversarial setting, we tailored the crafting
procedure introduced for Kitsune in Section 2.4.1 as follows: for each packet, if the packet is malicious
and its score is more than the threshold, we first check whether the packet is sent from the attacker
or the victim. If it was sent from the attacker, we first try to see if changing the delay between this
packet and the previous packet or splitting this packet into multiple packets can fool the NIDS. If so,
we make the appropriate changes and send the modified packet(s). If not, we check to see if injecting
a fake TCP packet will fool the NIDS for both the fake packet and the current packet. If so, we send
both of the packets; otherwise, we will only send the current packet and proceed to the next packet.
If the current packet is sent from the victim, then we only check to see if injecting a packet before
that works. In the case of injection, we let our algorithm bound the IAT between the current packet
and the previous packet between 0 and 15 seconds (same as what is considered for Kitsune). Other
features can be changed between their minimum values and their maximum values. For example,
in the fake packet, any of the TCP flags or IP flags can be turned on. The source port and the
destination port can also be any valid value. Note that fake packets are designed in a way such that
they are not processed by the victim’s machine but only by the NIDS. Also, because the crafting
procedure is computationally expensive, we only applied it on the first 25000 packets of each attack.

Figure 3.7 demonstrates how well RePO+ performs in an adversarial setting compared to
Kitsune-GMM. we only compare against Kitsune-GMM because GMM, as Kitsune’s detector, could
detect malicious traffic better than using an ensemble of autoencoders at this FPR. As can be seen,
in the adversarial setting and even when accepting a higher FPR, Kitsune-GMM can only detect 5
different attacks at a rate higher than the FPR; whereas, our NIDS can detect 10 out of 11 attacks
in the same setting. Also, in an adversarial setting, the average detection rate of Kitsune-GMM is
16.62%), while ours is 62.07% (3.73x better). On average, Kitsune’s performance dropped 26.74%,

while our performance only dropped 2.36%, an improvement over Kitsune of 11.33x.
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Figure 3.7: The TPR of RePO+ and Kitsune-GMM for each attack when FPR is 0.1 when sending
normal traffic and the adversarial version of it.

3.4.2.2 Flow-based NIDS

In order to evaluate the flow-based RePO+ in an adversarial setting, we used the same
procedure introduced in Section 2.4.2 for flow-based NIDS. Figure 3.8 shows how well RePO- can
detect different attacks in an adversarial setting compared to the other flow-based NIDS. The other
NIDS that we mentioned had all deterministic behavior during inference time. For this reason, when
the adversary crafts an adversarial version of a given flow for their own local copy, the exact same
features can fool the NIDS deployed on the victim’s network. However, as we mentioned earlier,
RePO+ predictions are not deterministic. That is to say, the RePO+ output for the same set of
features might be different between the adversary’s local copy and the actual NIDS deployed on the
victim’s site. This gives the model more robustness and the results for this case are marked with

"RePO+ Adv. Remote" on the figure. As can be seen, in an adversarial setting, and when we accept
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Figure 3.8: The TPR of RePO+, DAGMM and BiGAN for each attack when FPR is 0.1 and when
sending normal traffic and the adversarial version of it.

a higher rate of false alerts, BIGAN and DAGMM can detect 7 and 8 different attacks at a rate
higher than FPR. In comparison, our NIDS can detect 9 out of 11 attacks in the same setting. Also,
in an adversarial setting, the average detection rate of BIGAN and DAGMM is 35.74% and 35.19%,

respectively, while ours is 47.02% (1.3x better).

3.4.3 System Performance of RePO

Our NIDS is also time-efficient. In our experiments, by using an Nvidia Titan V GPU, it only
took 25 seconds to train RePO+ as a flow-based NIDS. Moreover, During inference time, RePO+
could process 17,550 flows per second. That is to say, the whole test set, including 2.3 million flows
collected over 4 days, could be processed in only 131 seconds. Also, as a packet-based NIDS, we

could train RePO+ in 7.5 minutes and it could process 3,285 packets per second during test time.
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This means that the whole test set containing more than 44 million packets could be processed in
226 minutes. Note that this processing rate is for when we classify every single packet, which is not
necessary but in section 3.4.1.1 we did it this way to have a fair comparison against Kitsune, which
outputs a score for every single packet. That is to say in our evaluation we considered a window
with size 20, grouped 20 consecutive packets, fed them into the model and moved the window one
step forward. We can simply move this window 20 steps forward to reduce the redundancy while still
considering all of the packets. In this case, RePO+ can process 65,700 packets per second, making
it capable of processing the whole test set in only 12 minutes. It’s also worth saying that in this
setting, we don’t sacrifice the detection rate at all. The average detection rate when FPR is 0.01 is
still 34.83% which is almost the same as what reported in 3.4.1.1. In addition, since RePO+ can
become fully parallelized, we can use more GPUs to process a higher number of flows/packets per
second if needed. In this case, the number of flows/packets processed per second will be multiplied

by the number of GPUs used.

3.5 Discussion

As we mentioned earlier, in RePO-+ we replicate each input 100 times and mask each one
with a different random mask. The number of random masks in our method has an impact on
two different things: The processing time during inference and the robustness against adversarial
examples. If we decrease the number of random masks to half, then during inference, we can increase
the number of packets we process in each second by a factor of 2, but the model becomes more
vulnerable to adversarial examples. Figure 3.9 shows how decreasing the number of random masks
impacts the detection rate of the model in an adversarial setting. In this figure, for four different
attacks, we reported TPR of RePO- in an adversarial setting when each input was masked with 10,
25, 50, and 100 different random masks. As can be seen, in all of the cases when we decrease the
number of random masks, the detection rate also decreases.

Also, As discussed before, in order to evaluate our method in an adversarial setting we

modified the malicious traffic with the adversarial example attack we introduced in Chapter 2. We
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Figure 3.9: The effect of number of random masks used in RePO+ technique on the detection rate
in an adversarial setting.

intentionally considered a white-box setting and a very strong attacker to have more confidence
in the level of robustness RePO and RePO+ provide against adversarial examples. To the best of
our knowledge currently, there exists no stronger adversarial example attack against NIDS in the
literature. However, it should also be noticed that our evaluation doesn’t guarantee to make a model

robust against every possible adversarial example attack that might be designed in the future.

3.6 Conclusion

In this chapter, we demonstrated how denoising autoencoders can be utilized to build a

more accurate NIDS than the current state of the art methods, which is also more robust against
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adversarial example attacks. As we showed in our experiments, on average, with our approach, we
can improve the detection of different attacks by 29% in the packet-based context and by 10% in the
flow-based context in a normal setting. Furthermore, in an adversarial setting, we can improve the

detection rate by 45% in the packet-based context and by 12% in the flow-based context.



Chapter 4

Building a better NIDS with Data Labeling

While training deep neural networks in a supervised manner holds promise, labeling a huge
dataset consisting of billions of packets to train a model on is not practical. In addition, supervised
training on a subset of network traffic that only contains a few network attacks provides limited
benefit to detect unseen attacks that might happen in the future.

Domain adaptation techniques help transfer the knowledge gained from a labeled source domain
to an unlabeled target domain. Such techniques have the potential to make a model trained on a
dataset containing a few network attacks to detect new types of anomalies that might happen in the
future. During the past few years, different domain adaptation techniques have been published. One
common flaw of these approaches is that while they might work well on images, their performance
drops when applied to other input types, such as network traffic or text. In this chapter, we identify
the problems of existing work and then we introduce Proportional Progressive Pseudo Labeling
(PPPL) an effective technique to build a more general domain adaptation technique that can be
applied on several different input types. At the beginning of the training phase, PPPL progressively
reduces target domain classification error, by training the model directly with pseudo-labeled target
domain samples, while excluding samples with more likely wrong pseudo-labels from the training
set and also postponing training on such samples. Our evaluation conducted on the CICIDS-2017
dataset shows that PPPL can significantly outperforms other baselines on an anomaly detection

task with up to 58% improvement based on average F1 score.
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4.1 Introduction

In the previous section, we discussed how a better NIDS can be built without labeling any
data. However, deep learning models have shown their full potential in other tasks such as image
classification, sentiment analysis, etc., when they were trained on labeled datasets [18,22,38,87,94].
Nevertheless, training NIDS in a supervised manner is not a straightforward task.

The problem is that labeling a huge dataset consisting of billions of packets is expensive,
time-consuming and needs a human in the loop. Ideally, we would like to label a small portion of
network traffic that includes some network attacks and be able to detect most types of attacks,
including unseen attacks in the future, without a need to label them directly. However, when we
train a model this way, while such a model works well in detecting network attacks included in the
train set, it doesn’t work well to detect unseen anomalies that might happen in the future. This is
because the characteristics of unseen attacks are different from those the model is trained on. In
addition the input data distribution can constantly get changed and we might observe a domain
gap between current data distribution and those we trained the model on. In such cases that we
observe a domain shift in input data, the model can’t do a good job in detecting different types of
anomalies. |78,106].

Unsupervised domain adaptation methods are used to address such problems where there is a
domain shift between data distributions of a labeled source domain and an unlabeled target domain.
Recently, many different domain adaptation methods have been proposed [26,28,39,42,50,57,59,61,
75,85,103|.

Despite different techniques used in recent approaches, one common flaw among them is that
they don’t generalize well across different types of inputs. Some of the methods such as |26, 39|
are intrinsically designed for images, as they do image-to-image translation at pixel level or need
specific data augmentation that should be applied to them at the pixel level. Therefore there is no
straightforward way to apply these techniques to other input types such as text, network traffic

or time-series. For the other approaches, they either leverage adversarial loss [27,28,59] or other
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techniques such as clustering [42]. One common problem is that there is no guarantee preventing the
wrong alignment of the target samples. In other words, target domain representations from one class
can get aligned with another class during the domain adaptation, leading to lower performance of
the model. In addition, the complexity and the large number of hyper-parameters that some of these
methods have weighs on this problem as there is no straightforward way to find the hyper-parameters
that minimize the target error due to the lack of a labeled validation set for the target domain.
Therefore more complexity leads to less generalization.

In this chapter, we introduce Proportional Progressive Pseudo Labeling (PPPL), a more general
domain adaptation technique that works across different input types. PPPL assigns pseudo-labels
to the target samples and trains the model directly with them. Key to PPPL is that it tries to
minimize the number of target samples that will align with a wrong class by excluding uncertain
samples from the training set at the beginning of the training procedure and progressively bring
them back into the training loop with a weight proportional to their certainty. Further, we assume
that we can guess the proportions of target samples that belong to each class. Note that while
we don’t know the individual labels in the target domain, the class proportions can be guessed in
many cases. We consider three different scenarios with regard to this condition: First, we assume
that target domain class proportions can be guessed accurately. Then, we evaluate our method
while considering some different levels of error in the class proportions. Finally, we will relax this
condition and demonstrate how we can modify our technique to work in a situation where there is
no information about the target domain class proportions. While other domain adaptation methods
don’t consider this condition, we show that enforcing class proportions during the training further
decreases incorrect alignment of target samples that results in further improvement of overall system
performance.

Our experiments on the CIC-IDS2017 [88] dataset demonstrate that our approach is superior
to other baselines on the anomaly detection task in the network traffic. Furthermore, experiments
on four other datasets ( Office-31 [82] and Office-Home [99], CIFAR-STL [20,46], Multi-Domain

Sentiment [14]) including tasks such as object recognition and text sentiment analysis show that our
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approach generalizes better than them across different input types. Our evaluation shows that while
PPPL is capable of improving the accuracy of image classifiers on visual domain adaptation tasks as
good as state-of-the-art methods, it significantly outperforms them on other tasks with up to 58%
improvement for anomaly detection in network traffic based on the F1 score. Finally, an ablation

study at the end of this chapter demonstrates the necessity of each component in our method.

4.2 Related Work

Recent methods that are proposed for domain adaptation leverage a wide range of techniques to
make a classifier get better results on the target domain. Some of them, such as [26,39] are explicitly
designed for images. Hoffman et al. [39] introduced CyCADA, an image-to-image translation method
in which they combined generative adversarial networks with cycle-consistency constraints at the
pixel level and semantic-consistency constraints at the feature level to reduce the domain shift
between the source and target domains. French et al. [26] built their domain adaptation method
on top of the mean teacher [96] idea and called it self-ensembling (SE). Basically, in addition to
training a model with source samples and cross-entropy loss, two different stochastic transformed
versions of each target sample are fed to two different models called student and teacher and the
squared difference of their outputs is minimized. As French et al. described in their paper, for some
datasets, the transformations they used for their stochastic data augmentation are highly tuned
towards that dataset and therefore, can’t be easily applied to other input types. This group of works
is intrinsically designed for images and can’t be applied to other input types in a straightforward
manner.

The second group of methods are those that don’t require being applied on a specific input
type as their focus is to mitigate the gap between the source and the target domain in the feature
space at some intermediate layer of a deep network. The adversarial domain adaptation is the
basic idea behind a large portion of recent approaches [27,28,59], in which the classifier is trained
jointly with a domain discriminator like a GAN [29]. The discriminator is trained to distinguish

between source and target samples based on their representation captured from an intermediate
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layer of a deep network, while the classifier itself is trained in a way to fool the discriminator that
results in generating domain invariant features. Ganin et al. [28] proposed Domain Adversarial
Neural Network (DANN) in which they augment a classifier with a domain discriminator and train
them in an adversarial fashion by back-propagating the reverse gradients of the domain classifier to
learn domain invariant representations. Long et al. [59] designed Conditional Adversarial Domain
Adaptation (CDAN) in which they condition the domain discriminator on the cross-covariance of
domain-specific feature representations and classifier predictions, as well as on the uncertainty of the
classifier to prioritize the discriminator on the easy to transfer samples. While we also model target
domain uncertainty into our PPPL method, our approach differs from approaches like CDAN as
they model the uncertainties into the domain discriminator. Doing so makes those approaches deal
with the complications of training GANs, whereas in our approach there is no discriminator and we
model uncertainty directly into the classification loss. This results in less complexity and greater
generalization.

Beyond adversarial domain adaptation methods, there are also other approaches like Contrastive
Adaptation Network (CAN). Kang et al. [42| mitigates the gap between the source and target domains
at some feature space through an alternating optimization method in which they initially cluster
target samples into multiple different groups with some complicated clustering method and then they
assign some pseudo labels to them. They then train the model by minimizing intra-class discrepancy
and maximizing inter-class discrepancy. Similar to CAN, we also assign some pseudo labels to the
target samples, but unlike CAN, we don’t use any clustering method. We instead assign the pseudo
labels directly based on the model predictions. This, again, leads to less complexity and greater
generalization. As we will show in the evaluation section, while these domain adaptation methods
perform well in the image classification task, they don’t provide the same level of benefit in other
tasks such as sentiment analysis based on a text input or anomaly detection in network traffic.

Semi-supervised learning (SSL) methods [31,51,53,83,96,100] are also used to train a model
with a combination of labeled and unlabeled samples and have the potential to being used for

detecting unseen anomalies in the network traffic. Many recently proposed SSL methods add a loss
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term, calculated based on the unlabeled data to make the model generalize better to unseen data. As
discussed by Berthelot et al. [11], these SSL methods can be categorized into three different classes.
Some of these techniques [31,53] aim to minimize the entropy of the model’s outputs on unlabeled
data to make the model output more confident predictions on the unlabeled data. The second
class of SSL methods [51,83,96] regularize the model to have consistent outputs when provided by
different perturbed versions of the same unlabeled input. Finally, the last class of SSL methods [100]
aim to make the model generalize better by leveraging some generic regularization techniques to
prevent the model to overfit the training data. MixMatch unifies all of these techniques to benefit
from all of them. In MixMatch, first, the model will be provided with K random perturbed versions
of each unlabeled sample, and a unique probability vector will be "guessed" and assigned to all of
those K inputs to achieve consistency regularization. Then, this probability vector will be sharpened
by adjusting the "temperature" of this categorical distribution to minimize its entropy. Finally, to
achieve generic regularization, for each batch of the labeled and unlabeled data points a new batch
will be created in which each sample is built from a linear combination of two random samples
from the original batch. In the end, the model will be trained with the labeled samples by using
cross-entropy loss and with the unlabeled one by minimizing the L2 norm of models outputs and
the "guessed" labels. While we also assign some pseudo-labels to the unlabeled samples during our
training procedure, but we don’t mix up the samples, and also in contrast to MixMatch we model
the certainty of our guessed labels into the training procedure and postpone the training on the less
certain samples. Furthermore, unlike MixMatch we directly reduce the domain gap between labeled
and unlabeled samples in the logits space and have fewer hyperparameters. As we will show all of
these differences make PPPL generalize better than MixMatch and get better results on the anomaly

detection task in the network traffic.

4.3 Design Insights

Our goal is to train a deep network with the help of a labeled source domain in order to maximize

the correct predictions on an unlabeled target domain. Formally, given a set of labeled samples
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known as source domain S = {(1,y{), (73, ¥3), ..., (¥}, ¥y, )} such that y; € Y = {0,1,..., M — 1}
and another set of unlabeled samples known as target domain 7' = {z%, %, ..., x’}vt} which come from
two different data distributions our goal is to train a model F : z + y to predict ¢! € Y to minimize
the prediction error on the target domain. That is to say we want to minimize Ef-vztl]l(j&f # y!) where
y! are the ground truth labels of the target domain samples. By doing so, we essentially can label
a portion of network traffic containing a few network attacks and be able to detect new types of
anomalies in the rest of the unlabeled traffic with the help of our approach. To do so, in the rest

of this section, we first provide some insights that helped us to design our approach. Then, in the

following section, we explain how we incorporate these insights to design PPPL.

4.3.1 Insight 1 - when training with pseudo-labels mean square error is a better

choice

As we mentioned earlier, we want to assign pseudo labels directly based on model predictions
to the target domain samples and train the model with them. For training, there are two choices
here: We can feed the outputs of the final layer of the model to a Softmax function and train the
model with the cross-entropy (CE) loss. We can also directly minimize the distance of the final layer
outputs and the one-hot encoding of the labels with mean square error loss (MSE). We argue that
for such a setting, MSE is a better choice. First, consider the Softmax function which is defined as
follows:

a(z)i—wforz—01 M —1
where M is the number of classes. Note that because of the nature of this function there is no
one-to-one mapping between the probabilities (outputs of the Softmax layer) and the logits (inputs
of the Softmax layer). That is to say, many different points in the logit space can be mapped to a
single vector of probabilities. For example, when there is only 2 classes, both of the points [1, 100]

and [200,299] will be mapped to the [{rco9 This means that potentially, the points that

+ 115999 1+699]

belong to the same class can form multiple different clusters in the logit space. More specifically,

the target domain samples and the source domain samples that share the same label or pseudo
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label can fall into different clusters. On the other hand, when we train the model with MSE, the
points that have real or pseudo label C; will fall into one single cluster very close to the point
[0,...,0,1,0,...0] where the i-th index is 1 after we train the model on them. This characteristic
is more desirable as it mitigates the domain gap between the source and the target samples at
logit space and forces the model to learn features in the earlier layers of the network that leads
to indistinguishable representations at the logit space between the source and the target domain
samples. From another point of view, if we would have a domain discriminator to distinguish between
the source and the target samples logits it could be completely fooled. Therefore by using MSE loss
in this setting we get the same advantages of adversarial domain adaptation techniques without

being worried about the complications of training GANs.

4.3.2 Insight 2 - training only on correct samples gradually reduces the target

error

Consider a model pre-trained on the source domain. We argue that we can make the model
predict more target domain samples correctly if we further train this model on the target domain
samples that are already classified correctly. Also, we argue that if we do this technique for more
iterations, we can gradually reduce the target error further.

To understand this better, consider a model pre-trained on the source domain. Also, as
illustrated in Figure 4.1 consider some samples (e.g., A, B and C) from the target domain that
belongs to the same class (e.g., class 1) and fall into close proximity of each other at some middle
representation of the network. Assume that we assign pseudo-labels to these samples directly based
on model predictions. Suppose that some of these pseudo-labels are correct and some are wrong (e.g.
Ja = 1,9 = 2,9c = 2). If we exclude wrong samples (B, C) and train the model only on correct
samples (A), then the model learns that the points (B) near these points (A) are also more likely to
be from the same class (class 1) and potentially some of them will get a correct pseudo-label in the
next iteration. This effect gets propagated to the points near B (C) in the next iteration. Therefore,

excluding wrong samples and training only on correct samples gradually reduces the target error.
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Figure 4.1: The illustration of training a model on the correct target domain samples. In the left
figure, there are three target domain samples and only point A is predicted correctly. When we
train the model on point A and label it as 1, the model learns that close proximity of A should
also be classified as class 1 as illustrated in the middle figure and therefore, point B also will be
classified correctly. Then this effect gets propagated to the points near B and therefore point C will
be classified correctly in the next iteration as illustrated in the right figure.

To further show this, in Figure 4.2 we demonstrate the results of such training on four different
domain adaptation tasks, namely Amazon — DSLR and DSLR — Amazon from the Office-31 dataset,
Art — Clipart from the OfficeHome dataset, and Electronics — Books from the Multi-Domain
Sentiment (MDS) dataset. As can be seen in all cases, the model progressively learns to predict
target domain samples more accurately. These results are better than the results of any other domain
adaptation approach by a large margin and it also generalizes well across different input types. In
other words, we can significantly reduce the target error only by assigning pseudo labels to the
target samples directly based on the model predictions and training the classifier with them. We just
somehow need to determine in which cases the model is wrong to exclude them from the training

procedure.

4.3.3 Insight 3 - an uncertainty metric can guide which predictions are wrong

Unfortunately, there is no straightforward way to know which of the model predictions are

correct and which ones are wrong on the target domain as we don’t know the target domain’s labels.
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Figure 4.2: Model accuracy on the target domain when trained only on the correct predictions for
four different domain adaptation tasks.

But, among all samples that are predicted as the same class, there is a relation between the model’s
certainty and the chance of wrong predictions. We capture the model’s certainty with the difference
between the two largest scores that the model outputs for each sample and call it the certainty
score. This difference becomes smaller as in some intermediate representation of the inputs the
points get further away from the same-labeled source points, falling into sub-spaces that are not
well explored by the model or when they fall in close proximity to other points with different labels
meaning getting closer to the decision boundaries. Thus, in such cases, it becomes more likely to get
predicted wrongly.

This characteristic can also be seen in Figure 4.3. In general when certainty score decreases
among samples that are given the same pseudo-label, a larger portion of predictions becomes wrong.

For this figure, we first trained the model on the source domain for each of the aforementioned tasks
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Figure 4.3: The ratio of wrong predictions at different levels of model certainty.

with MSE loss. Then for each class C' the ratio of wrong predictions to all of the target samples that
a

are predicted as C' and their certainty scores fall into the interval [%, 15] is calculated. For each

task, the i-th bar demonstrates the average of such ratio across all the classes.

4.3.4 Insight 4 - the timing of inclusion of a wrong-prediction matters

While we can predict better, we cannot know for sure which predictions are correct, and
therefore it might be inevitable we assign some wrong pseudo-labels to some of the target samples
and train the model on them. But one thing that is important is the time when we train the model
on the target samples with the wrong pseudo-labels. We argue that the early inclusion of such
samples into the training procedure deteriorates the model’s performance on the target domain more

than later inclusion. This is because of the same phenomenon that we discussed in insight 2: When
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Figure 4.4: The negative impact of early training on wrong pseudo-labels.

we train a model on a target sample with a wrong pseudo-label, it would be more likely for the
model to assign that wrong label to the points that are in close proximity of that wrong sample.
Then, this wrong label propagates to the neighborhood of these newly affected samples in the next
iteration. Therefore, the earlier we train the model on a wrong sample, the further its impact will
propagate, the more model’s accuracy deteriorates on the target domain.

This problem can also be seen in Figure 4.4. For this figure, for each of the tasks mentioned
in the second insight, we trained the model the same way we discussed but also we included some
samples with wrong pseudo-labels into the training procedure at different epochs (epochs 1,4,7 and
10). The size of the wrong pseudo-labeled samples in each task is equal to 10% of the target domain
sample size. For all of the cases, we trained the model for 10 epochs. In this figure, we illustrate the
change in the model accuracy when the wrong pseudo-labeled samples were included in the training
loop at epoch 1, 4, and 7 in comparison with when they were included at epoch 10. Therefore a

larger bar shows a greater decrease in the model’s accuracy. As can be seen, the earlier the model
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got trained on the wrong samples the more its accuracy is decreased. For example, for the Art —
Clipart task if we include the wrong pseudo-labeled samples at the first epoch of training the final

accuracy will be almost 7% lower than when we postpone their inclusion to epoch 10.

4.4 Proportional Progressive Pseudo Labeling (PPPL)

Based on the insights we discussed we designed our approach. In a nutshell, based on the second
insight we know that if we use a model pre-trained on the source domain and assign pseudo-labels to
the target samples with it and exclude the wrong pseudo-labels the model progressively gets better.
Also, based on the first insight we know that for such a setting using MSE loss is better than CE
loss. Unfortunately, since we don’t know target labels we can’t find out exactly for which cases the
pseudo-labels are wrong but based on the third insight we know that the ratio of wrong predictions
increases as the model certainty decreases. In addition, based on the fourth insight we know that it

is better to postpone training the model on such samples.

Algorithm 3 Proportional Progressive Pseudo-Labeling

1: procedure PPPL(F, X,,Ys, X3, CP))
2 for ¢ < 1 to 45 do

3 N+ 10+2x14

4: Sy F(Xt)

5: PL; < argmax(St)
6

7

8

9

CS; « CalcCertaintyScore(S)
Wy < CalculateW eight(C'Sy, PLy, N)
X1, Y/, W} + Ezclude(X;, PL;, Wy, CP,)
: XL Y] Wy < Select(Xs,Ys)
10: Train(F, XL, Y! W, X, Y/, W)
11: end for
12: end procedure

Algorithm 3 describes our approach in more detail. The inputs are F' which is the model
pretrained on the source domain, X which is the set of all source domain samples, Y which is the
set of all the source domain labels, X; which is the set of all target domain samples and C'P; which
is the set of target class proportions that are guessed or known from other sources. We first train

the model (F') on the source domain samples (X, Ys) with the MSE loss function (based on insight
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1). Then in each iteration of the algorithm, we first get the score which is a vector with size M (M is
the number of available classes) for each of the target samples (line 4) and assign a pseudo-label to
that sample based on its largest score. (line 5). Then for all of the target samples, we calculate the
"certainty score" (line 6) and then assign a weight value to each of the target samples based on its
certainty score (line 7). This weight will be used later during training to control the impact of each
sample on the model parameters.

The function CalculateW eight(CS;, PL;, N), first groups all of the samples that are assigned
the same label. Then, for each group, it assigns a weight between [0.2 — 1.0] to N% of the samples
and 0 to the rest of the samples of that group. Within each group, the weights are monotonically
assigned based on the certainty scores such that a sample with a larger certainty score will be
assigned a larger weight. More specifically, if the number of samples that fall into top N% for
a given group is L. then the weights for those samples are calculated as follows: w; = % where
=1+ Lic X j in which j € [0, L.) and w; is assigned to the j-th sample with the largest certainty
score.

For better illustration, in Figure 4.5 we show the weights that will be assigned to the target
samples with the same pseudo-label at epoch 1, 20 and 45 of our method. We assumed that the size
of this group would remain in 1000 during the whole training. As can be seen, for the first epoch
only 10% of the samples will be assigned with a weight of more than 0, which essentially means that
the other 90% samples that have a lower certainty score will be excluded from training in the first
epoch. At epoch 20, 50% of the samples will be included in the training and at the final epoch,
all the samples will be included. Using this weighting strategy decreases the chance of training on
wrong samples on the early epochs by excluding the less certain samples (designed based on insights
3 and 4). Also for the samples that will be included at each epoch, we assign a smaller weight to
the less certain samples to decrease the impact of those that are assigned wrong pseudo-labels and
potentially are among included samples on the model parameters (designed based on insight 3).

There is also another way we try to exclude wrong samples which is based on guessed class

proportions (line 8). In the Fxclude function, for each label, we first calculate the ratio of samples
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Figure 4.5: The illustration of weights assigned to the target samples with the same pseudo-label.

with that pseudo-label to the whole target domain sample size. Then we exclude some samples
for classes that their ratio is higher than its corresponding guessed ratio because it means that the
model predicted samples with that label more than what we expect. Therefore, we expect that
some of these predictions to be wrong. So, from each class, we keep excluding the most uncertain
predictions until the ratio of remaining samples becomes equal to our expected ratio (designed based
on insights 2 and 3).

In addition to the target samples, we also select some samples randomly from the source
domain at each epoch to train the model on them. We do this because in the initial phases of our
algorithm we only include a small portion of the target samples and we don’t want to make the
model over-fit on them. We also assign a weight equal to 1 to these source samples as all of their
labels are correct. Finally with the combination of pseudo-labeled target samples and these source
samples we train the model with MSE loss (designed based on insight 1). More specifically, the loss

function we use for training is as follows:

N
1
Losspppr, = N E w;||F(x;) — yzu%
=1

in which y; is the one-hot encoding of (pseudo)label assigned to sample x; and N is the total number

of included samples at the current epoch.
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4.5 Evaluation

In this section, we first evaluate how well PPPL can detect unseen anomalies in network traffic.
We first demonstrate how well PPPL can perform when the target domain class proportions can
be guessed accurately and then we show how this assumption can be relaxed. In addition, to show
how well PPPL can generalize across different input types we report its performance on four other

datasets.

4.5.1 Anomaly Detection Performance of PPPL in the Network Traffic
4.5.1.1 Dataset

To evaluate how well PPPL can detect unseen anomalies in network traffic, we used CICIDS-
2017 [88], which is the same dataset we used for the evaluation of packet-based NIDS in the previous
chapters. We built three different subsets from this dataset such that each one consists of different
types of network attacks as follows:

e Domain A: FTP-Patator, SSH-Patator.

e Domain B: DoS Slowloris, DoS Slowhttptest, DoS Hulk, DoS GoldenEye, Heartbleed.

e Domain C: Web attacks, Infiltration.
We consider the traffic collected in each of these datasets as one domain and define 6 domain
adaptation tasks between each pair of them as follows: A—B, A—C, B—A, B—»C, C—A and C—B.
In order to classify the packets in this dataset, we first preprocessed them with the same method
described for building a packet-based NIDS in Chapter 3. More specifically, we first grouped packets
based on their source and destination IPs. Then from each packet, we extracted some features from
its Ethernet header, IP header, TCP header and UDP header. We also extracted inter-arrival time
(the time between the current packet and the previous one in the same group) and direction (either
the packet is from the sender or receiver) of each packet. In total, we extracted 29 features for each
packet. Finally, within each group, we concatenated the feature vectors of every 20 consecutive

packets together to feed them to the classifier. Given this preprocessing method, the A, B and C
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domains contain 573,544, 685,241 and 462,031 samples, respectively. Also, all of these domains are
imbalanced. That is to say, a large portion of the packets in each of them are benign and only a
small portion is malicious. More specifically, the percentage of malicious traffic in the A, B, and C

domains are 2.2%, 18.2% and 2.7%, respectively. Therefore, for evaluation we report the F1 score

precision.recall
precision—+recall

which equals to 2.

4.5.1.2 Baselines

We compare PPPL with three different baselines: CAN [42], CDAN [59] and MixMatch [11].
CAN and CDAN are among the best domain adaptation techniques to the best of our knowledge and
MixMax is one of the best semi-supervised learning methods which has been recently published. More
specifically, CAN is state-of-the-art for the Office-31 [82]| dataset. Kang et al. in their evaluation
showed that CAN outperforms many other baselines such as Domain Adversarial Neural Network
(DANN) [27,28], Joint Adaptation Network (JAN) [61], Multi-adversarial Domain Adaptation
(MADA) [75], Deep Adaptation Network (DAN) [58] and Self Ensembling (SE) [26]. Also, CDAN is
among the best adversarial domain adaptation techniques that we are aware of. Long et al. in their
evaluation showed that CDAN outperforms many other methods such as DAN [58], Residual Transfer
Networks (RTN) [60], DANN [27,28], Adversarial Discriminative Domain Adaptation (ADDA) [98],
JAN [61] and CyCADA [39]. Finally, Berthelot et al. [11] showed that MixMatch can outperform
several other semi-supervised learning methods such as II-Model [52,84], Mean Teacher [96], Virtual
Adversarial Training [66], Pseudo-Label [54] and MixUp [109] on multiple datasets. Therefore by
comparing our approach with CAN, CDAN and MixMatch and outperforming them, the superiority

of PPPL over many other baselines can be inferred.

4.5.1.3 Implementation Details

To evaluate PPPL on the CICIDS-2017 dataset we implemented our method in the TensorFlow
framework and run our experiments on a system with 32 GB of RAM, a 3.6Ghz Core-i7 CPU

and an Nvidia TITAN V GPU. For each of the six domain adaptation tasks we defined, we first
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trained a two-layer fully-connected network (2048 — 2) with ReLU non-linearity after the first
layer on the source domain. During this phase, we trained the model for six epochs with a batch
size of 256 using Adam adam optimizer and adjusted learning rate by 7, = no(1 + a)~? where
1o = 0.0001, « = 0.001, 3 = 0.75 and p = i/5 where i is the number of iterations passed from the
beginning of the training. Since this dataset is imbalanced, in each epoch, we first downsampled the
benign inputs to become the same size as malicious inputs and then trained the model on them. For
the domain adaptation phase, we trained the model using Alg. 3. During this phase, we also used
the Adam optimizer with a learning rate of 0.0001 and a batch size of 256 and also, similar to the
initial phase, at the beginning of each epoch of our algorithm we balanced our dataset. In addition,
during the first 30 iterations of our algorithm, instead of excluding samples of the class which is
predicted more than its expected class proportion at line 8 of Alg. 3 since there are only two classes,
we change their pseudo-labels to the opposite class and keep them into the training set. For the rest
of the iterations, we train the model with the exclusion of samples which are predicted more than
their expected class proportions.

To evaluate other baselines we used the codes published by the authors of those methods and
trained the same model on each of the domain adaptation tasks we defined. We evaluated these
methods on our network traffic dataset with several different hyperparameters and reported the best

result they could achieve.

4.5.1.4 Scenario 1: Perfect knowledge about target domain class proportions

To see how well PPPL can detect unseen anomalies in the network traffic we first consider a
scenario in which the target domain class proportions can be accurately guessed. Table 4.1 shows
how PPPL performs in this situation in comparison to other baselines. As can be seen, our baselines
perform very poorly on this dataset. In contrast, PPPL significantly improves the detection rate of
unseen anomalies compared to only training on the source domain in all of the domain adaptation
tasks and also it is 58.4% better than the best baseline we compared with based on the average F1

score.



73

Table 4.1: Results of all methods on the CICIDS-2017 dataset. The numbers reported in this table
are F1 scores.

Method A—-B A—-C B—-A B—-C C—>A C—>B Avg

Only-Src 0.055 0.215 0.028 0.087 0.010 0.016  0.068
CDAN 0.007 0.004 0.006 0.013 0.000 0.025  0.009
CAN 0.662 0.169 0.123 0.333 0.000 0.005  0.215
MixMatch  0.000 0.000 0.000  0.708  0.000 0.650  0.226

PPPL 0.967 0.634 0.821 0.661 0.818 0.956 0.810

4.5.1.5 Scenario 2: Inaccurate knowledge about target domain class proportions

Since it might not always be feasible to accurately guess the ratio of malicious traffic, in the
second scenario, we evaluate our approach in a situation where some error exists in the guessed
target domain class proportions. More specifically, for each of the domain adaptation tasks in this
dataset, we modified the anomalous class proportion such that ]C’APQ — CP,| = E x CP,. where
E €{0.1,0.2,...,0.7}, C'P, is the real ratio of the malicious traffic in the target domain and CP, is
the guessed one.

Figure 4.6 demonstrates how our method performs in such a scenario. In this figure, the
left-most bar shows the average F1 score across all the six domain adaptation tasks when there is no
error in the guessed class proportions and the next bars show the same metric while we considered
different levels of error. The right-most bar also shows the detection rate in the target domain
when we only train the model on the source domain. Note that even when there is 70% error in the
guessed malicious traffic ratio the detection rate only drops by 3% compared to the case when the
target domain class proportions are guessed accurately and it is still 71% better compared to the
case where we only trained the model on the source domain samples. Therefore in a scenario where
the target domain class proportions can be guessed but with some error, our method still performs

significantly better than other baselines in detecting anomalies in network traffic.
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Figure 4.6: Average F1 score across all the six domain adaptation tasks defined on the CICIDS-2017
dataset when the guessed ratio of malicious traffic used in PPPL algorithm has some error.

4.5.1.6 Scenario 3: No prior knowledge about target domain class proportions

In this scenario, we want to further relax the condition related to the target domain class
proportions and see how well PPPL can detect anomalies when there is no prior knowledge about
the target domain class proportions. In this situation, instead of fixed class proportions, we run our

algorithm by enforcing adaptive class proportions as follows:
CP,=(1—w).CP_ +w.CP,

CPy = CPy.

where C Py, is the source domain class proportions, CP is the class proportions calculated based on
the pseudo-labels assigned to the target domain samples and w is a hyperparameter in the range of
[0,1]. In other words, during the first iteration of our algorithm, we enforce source domain class

proportions. Note that the source domain class proportions can always be calculated as we know the
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source domain labels. Then during the next iterations, we update these values using an exponential
moving average of the predicted class proportions of the target domain (which are calculated based
on their assigned pseudo-labels).

In this formula, w controls how strongly we want to enforce source domain class proportions:
When w is 0, we enforce the source domain class proportions during all the iterations of our algorithm
which will be beneficial for the cases where the source domain class proportions are very similar to
the real target domain class proportions. On the other hand, as w grows we make our estimation
to be more similar to the latest predicted target domain class proportions which might be more
beneficial for the cases where source domain and target domain class proportions are different.
Therefore, different values of w lead to models which have different detection rate. Since we don’t
know which w works the best, in order to detect unseen anomalies with PPPL in this scenario we
train an ensemble of models, each using a different w and average their predictions to calculate our
final score as follows:

K

. 1
FinalScore = I7d Z; Fi(x)

where K is the total number of models in our ensemble, each of F; is a model trained with different
value of w and Fj(z) is the output of a model which is a 2—dimensional vector. In practice, for each
of our domain adaptation tasks, we trained two models with w = 0.1 and w = 0.7. Figure 4.7 shows
how PPPL in this scenario performs compared to the case when we have accurate knowledge about
target domain class proportions. In this figure, each bar is the average F1 score across all the six
domain adaptation tasks in the CICIDS-2017 dataset. Note that while the detection rate drops
compared to the case where we know the target domain class proportions accurately, the average
F1 score of our method in this scenario is 0.698 which is still significantly better than the other
baselines. Our approach still detects unseen anomalies 63% better than just training on the source
domain and 47.2% better than MixMatch as the best baseline on this dataset.

The average detection rate could be further increased if we could find a way to select the

model which detects anomalies in the target domain better in the ensemble of our models. Note
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Figure 4.7: Average F1 score across all the six domain adaptation tasks defined on the CICIDS-2017
dataset when there exists no prior knowledge about target domain class proportions.

that since we don’t know the labels of the target domain samples there is no straightforward way
to select the best model. However, we can approximate the detection rate in the target domain
with the help of source domain samples. Among the models that we train, we expect that the one
that detects different perturbed versions of anomalies in the source domain with a higher rate, to
generalize better and therefore have a higher chance of detecting anomalies in the target domain. In
practice, we defined a new metric to measure the generalization capacity of each of the models in

our ensemble as follows:

20
GeneralizationScore = ZFI(XSTC +0.01 x i x R, Ys)
i=1

R ~ Uniform(0,1), X € [0,1]
where R is a random matrix with the same size as X, which is generated from a Uniform distribution

and F'1(.) is the Fl-score calculated for a given model when provided by a perturbed version of the

source domain samples. In other words, the generalization score of a model is the summation of the
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F1-scores calculated on the source domain when perturbed with different levels of noise and a higher
value shows better generalization capacity. Therefore, in our second approach instead of getting the
average of models’ outputs in our ensemble, we select the one with a higher generalization error and
only use that model to detect unseen anomalies in the target domain. Following this approach, as
shown in Figure 4.7, we could further increase the detection rate to 0.736 based on average F1-score

which is 66.8% better than just training on the source domain and 51% better than the best baseline.

4.5.2 Generalization of PPPL on other input types

As we mentioned earlier, PPPL has been designed to generalize better than other domain
adaptation methods across different input types. Therefore to evaluate how well it generalizes we
report its performance on four other input types on tasks such as image recognition and sentiment

analysis of text inputs.

4.5.2.1 Datasets

Office-31: This dataset is widely used for the evaluation of visual domain adaptation methods
and contains 4,652 images in 3 different domains known as Amazon (A), DSLR (D) and Webcam
(W). The images in the Amazon domain are collected from amazon.com and have white backgrounds.
The images from the DSLR domain and Webcam domains are captured from the objects in an office
with DSLR and webcam cameras respectively. The images are from objects available in ordinary
offices (e.g. phone, calculator, monitor, keyboard, ruler, ...) and they are categorized into 31 different
classes. The Amazon domain contains 2,817 images, The DSLR domain contains 498 images and
the Webcam domain contains 795 images. For this dataset, there are 6 domain adaptation tasks:
A—D, A->W, D—=A, D—W, W—A and W—D. For each task, we used all the images and their
labels from the source domain and all the images without their labels for the target domain. Then
for each task, the classification accuracy on the target domain samples is reported.

Office-Home: This dataset is also used for the evaluation of visual domain adaptation

methods but it is harder than Office-31. This dataset contains 15,588 images in 65 different
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categories from objects available in ordinary homes and offices. For this dataset, there are four
available domains known as Art (Ar), Clipart (Cl), Product (Pr) and Real World (Rw). The Art
domain contains 2,427 images, the Clipart domain contains 4,365, the Product domain contains
4,439 and the Real World domain contains 4,357 images. For this dataset, there are 12 domain
adaptation tasks (e.g. Ar—Cl, Pr—Ar, ...). For each task, we used all the images and their labels
from the source domain and all the images without their labels from the target domain during
training. Then for evaluation for each task, the classification accuracy on all of the target domain
samples is reported.

CIFAR-STL: This dataset is created from images of 9 overlapping classes of CIFAR-10 and
STL training sets. There are 45,000 images in the CIFAR domain (5,000 images in each class) and
4,500 images in the STL domain (500 images in each class). each image size in the CIFAR domain is
32x32. We also resized STL images to 32x32 before training for all methods. There are two domain
adaptation tasks for this dataset (CIFAR — STL and STL — CIFAR). For each task, we used all
the images and their labels from the source domain and all the images without their labels from the
target domain during training. Then for evaluation for each task, the classification accuracy on all
of the target domain samples is reported.

Multi-Domain Sentiment (MDS): This dataset is widely used to evaluate domain adap-
tation methods built for sentiment analysis based on text inputs. It contains 27,677 product reviews
from amazon.com about four product domains: books (B), dvds (D), electronics (E) and kitchen
appliances (K). The goal is to classify the reviews into positive and negative classes. For each
domain, 2,000 reviews are named labeled and around 4,000 (4,465 for books, 3,586 for dvds, 5,681 for
electronics and 5,945 for kitchen appliances) are named unlabeled. For this dataset, there exist 12
different tasks between each pair of domains. For each task, during training of each method, we used
2,000 labeled reviews from the source domain and both of the labeled and unlabeled reviews, from
the target domain (without their labels). Then for evaluation, the classification accuracy is reported
on the unlabeled reviews of the target domain. Also for evaluation of all the methods, Bag of Words

(BoW) prepossessing was used. Then for each task, we selected 30,000 features that were the most
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Table 4.2: Model architecture used for training on CIFAR-STL dataset.

Layer Type Parameters

Convolution + BatchNorm + ReLLU #filters=128, kernel size=3, stride=1, pad=1
Convolution + BatchNorm + ReLLU #filters=128, kernel size=3, stride=1, pad=1
Convolution + BatchNorm + ReLU  #filters=128, kernel size=3, stride=1, pad=1
Max Pooling pool size=2, stride=2
Dropout dropout ratio=0.5
Convolution + BatchNorm + ReLLU  #filters=256, kernel size=3, stride=1, pad=1
Convolution + BatchNorm + ReLLU  #filters=256, kernel _size=3, stride=1, pad=1
Convolution + BatchNorm + ReLLU  #filters=256, kernel size=3, stride=1, pad=1

Max Pooling pool size=2, stride=2
Dropout dropout ratio=0.5
Convolution + BatchNorm + ReLLU #filters=512, kernel size=3, stride=1, pad=0
Convolution + BatchNorm + ReLU #filters=256, kernel size=1, stride=1
Convolution + BatchNorm + ReLU #filters=128, kernel size=1, stride=1
Average Pooling pool size=6, stride=1
Fully Connected #units=9

frequent among the reviews of that task and discarded other ones and fed them to our model.

4.5.2.2 Implementation Details

For the Office-31 and Office-Home datasets, we used ResNet-50 [37] trained on ImageNet
as the feature extractor. We removed the final layer of the ResNet-50 model and added 4 new
layers at the end: 3 new layers, each with size 4096 and ReLU non-linearity followed by another
layer with the same size as the number of classes (4096 — 4096 — 4096 — #classes). We first
fine-tuned the model on the source domain. We used Adam adam optimizer and adjusted learning
rate by 1, = no(1 + «) 78 where 19 = 0.001,a = 0.001, 8 = 0.75 and p = i/5 where i is the number
of iterations passed from the beginning of the training. During this phase we only trained the
new layers that we added to the ResNet-50 as follows: we fed all the source images which were
randomly cropped to the ResNet model and extracted features from the last layer of it (the one that
is connected to the first new layer that we added) for three times. Then after each time, we trained
the new layers with these extracted features for 2,500 iterations with a mini-batch of 36 images.

We also followed the implementation of CAN and used domain-specific batch-normalization layers
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Table 4.3: Accuracy (%) for all the six tasks of Office-31 based on ResNet-50.

Method A—-D A—-W D—-A D—->W WA W=D Avg

Only-Src 82.1 79.4 66.9 98.1 66.3 99.8 82.1
CDAN 92.9 94.1 71.0 98.6 69.3 100.0 87.7
CAN 95.0 94.5 78.0 99.1 77.0 99.8 90.6

PPPL 95.0 96.1 77.8 99.2 77.3 100.0 90.9

Table 4.4: Accuracy (%) for all the 12 tasks of Office-Home based on ResNet-50.

Method Ar— Ar-» Ar— Cl-» (Cl-» (Cl-» Pr—» Pr—» Pr— Rw— Rw— Rw— A
erho Cl Pr Rw Ar Pr Rw Ar C(Cl Rw Ar Cl Pr Ve

Only-Src  41.3 67.8 75.0 56.9 65.2 67.2 53.7 39.0 745 66.2 43.2 781 60.7
CDAN 50.7 70.6 76.0 57.6 70.0 70.0 574 50.9 77.3 709 56.7 81.6 658
CAN 60.0 79.0 81.3 68.2 789 783 67.7 571 831 743 62.9 849 73.0

PPPL  62.9 80.2 82.2 70.0 80.8 80.7 69.5 58.4 83.6 77.2 62.0 85.8 74.4

for these two datasets. Then during domain adaptation, we trained the whole model with Adam
optimizer and the same learning rate adjustment function but we set 1y = 0.0001 x 0.25 and we
updated it after each epoch. We also used a batch size of 64 where half of it was from source domain
images and the other half was from target domain images. For these two datasets, we used the code
from CAN for loading datasets and data preprocessing.

For the CIFAR-STL dataset, we first trained the model architecture described in Table 4.2 on
the source domain from scratch. Then during domain adaptation, we trained the model with Adam
optimizer with a learning rate of 0.0001 and batch size of 128.

For the MDS dataset, we trained a fully-connected model with 4 layers: 3 layers each with size
2048 and ReLU non-linearity followed by another layer with size 2 (2048 — 2048 — 2048 — 2). First,
for each task, we trained this model from scratch on the source domain for 1,000 iterations. Then
we did domain adaptation. We used the same hyper-parameters as the ones we used for Office-31

and Office-Home datasets with the same initial values during both phases.
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Table 4.5: Results of all methods on the CIFAR-STL dataset.

Method CIFAR - STL STL — CIFAR Avg

Only-Src 76.0 61.3 68.6
CDAN 77.6 63.3 70.5
CAN 76.6 55.5 66.0
PPPL 79.6 69.7 74.6

4.5.2.3 Results

PPPL can work as good as other baselines on the Office-31 and Office home datasets where
our baselines demonstrate their best performance. The results on the Office-31 dataset are reported
in Table 4.3. On this dataset, PPPL works as good as CAN and even slightly better. The results
on the Office-Home dataset are reported in Table 4.4. PPPL outperforms other baselines on this
dataset. Our results are 1.4% better than CAN and 8.6% better than CDAN.

In addition, PPPL outperforms other baselines in other datasets. Table 4.5 shows the results
of all methods on the CIFAR-STL dataset. Note that on average our approach notably improves
model performance on this dataset compared to training only on the source domain samples (6%
improvement). Whereas, on average CAN performs even worse than just training on the source
domain and CDAN performs just slightly better than training a model using only source domain
samples on the CIFAR-STL dataset. The same problem can be observed for the MDS dataset. The
results for this dataset are reported in Table 4.6. Note that CDAN performs worse than training only
on the source domain samples and CAN just slightly works better than it. While PPPL outperforms
it by 6.3%. Therefore these results confirm that our approach generalizes better across different

input types.

4.5.2.4 Ablation Study

Finally, to show the necessity of each component of our method, we compare PPPL with the
following alternative training strategies:

e Al: Instead of the MSE loss function, we train the model with cross-entropy loss.
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Table 4.6: Accuracy (%) for all the 12 tasks of the MDS dataset.

Method B- B- B- D- D- D- E- E- E- K—>K—>K—>A
ety K B E K B D K B D E V8

Only-Src  81.0 73.0 75.6 78.0 74.2 78.5 71.4 72.3 85.7 73.2 74.0 86.3 76.9
CDAN  83.380.5 82.4 79.0 68.3 82.1 61.8 65.9 86.0 65.5 65.4 84.3 75.4
CAN 79.3 77.8 80.5 75.6 76.2 81.4 73.9 744 853 73.9 70.9 83.1 V7.7

PPPL  83.2 84.2 86.0 81.9 84.4 87.1 75.5 80.3 89.9 77.1 79.6 89.2 83.2

Table 4.7: Alternative training strategies.

Task Al A2 A3 A4 PPPL

A—-D 866 894 914 892 95.0
B—+E 817 743 763 793 842

e A2: We include all the target samples into the training loop from the first epoch. That is
to say we modify line 7 of Algorithm 3 to become Wy «— CalculateW eight(CSy, P Ly, 100).
e A3: Instead of class-aware weight assignment in CalculateW eight function, we assign
weights to target samples without grouping them based on their assigned pseudo-label and
group them only based on their certainty scores.
e A4: We don’t adjust the training set based on target class proportions. In other words, we
remove line 8 from Algorithm 3.
Table 4.7 shows the results of training models with these alternative training strategies where in
each of them one of the components of PPPL is eliminated in comparison to PPPL. For doing this
ablation study, we trained the models on two different domain adaptation tasks namely A — D from
the Office-31 dataset and B — E from the MDS dataset. Note that on average, all of the alternative
training strategies perform worse than PPPL. Therefore, all the components of our method are

necessary to achieve the best results.
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4.6 Conclusion

In this chapter, we proposed Proportional Progressive Pseudo Labeling (PPPL), a simple and
novel method for domain adaptation that generalizes better than other methods across different
input types and we showed how a more accurate NIDS can be built with it while labeling a limited
number of input samples. PPPL aims to progressively reduce the error on the target domain by
assigning pseudo-labels to the target domain samples and training the model with them while
excluding samples with more likely wrong pseudo-labels from the training set and also postponing
training on such samples. Experiments on multiple different tasks confirm the superiority of our
approach compared to other strong baselines with up to 58.4% improvement in detection rate based

on average Fl-score for detecting unseen anomalies in network traffic.



Chapter 5

Future Work and Conclusion

5.1 Future Work

In this section, we discuss the directions we would like to extend our work in the future:
Making NIDS robust against the poisoning attack and reducing the number of required labeled data

points by leveraging active learning.

5.1.1 Making NIDS robust against poisoning attack

In this dissertation, we discussed how to enhance the robustness of ML-based NIDS against
the adversarial example attack. The adversarial example attack is carried out during the inference
time when the training phase has been finished. However, this is not the only attack that threatens
the ML models. There is also another type of attack known as poisoning attack which happens
during the training phase [13]. During a poisoning attack, the attacker injects some poisoning
samples into the training data with the goal to make the trained model predict some other inputs
during the inference phase as the attacker’s desired class. It has been shown that such poisoning
attacks can be applied to mislead worm signature generators |72, 76|, subvert spam filters [70] and
corrupt many other ML-models used in other tasks [13,71,81,102]. Since it might be necessary to
retrain NIDS trained on network traffic after a while, therefore such models have the potential to be
vulnerable to the poisoning attack. As a future direction, we want to explore how a poisoning attack
can be successfully carried out against NIDS and study the extent to which NIDS are vulnerable

to it. Furthermore, we want to see how we can utilize some of the defenses proposed against this
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attack [41] and also design our own defense to build an NIDS which is also more robust against

poisoning attack.

5.1.2 Reducing the need for labeled data points by leveraging active learning

In this dissertation, we showed how an ML-based NIDS can be trained with the help of our
domain adaptation method, and by labeling some known attacks to better detect unseen anomalies.
In the future, we want to explore how we can further decrease the number of required labeled data
points to detect unseen anomalies by leveraging active learning. Active learning methods aim to
reduce the number of points that need to be labeled by bringing a human in the loop. Instead of
labeling a huge dataset beforehand and training a model on it, an active learning algorithm initially
needs a small labeled dataset and then iteratively queries a human to label some of the data points
during the training phase. In the past few years, many different active learning algorithms have
been proposed [8,44,45,64,77,80,105] which have shown the number of required labeled samples
can be significantly reduced while achieving comparable results with traditional supervised learning
approaches. Most of these methods differ from each other in the way they select the samples that
they should query for. active learning has also been used for labeling network traffic datasets and
training models to detect network attacks in situations where no domain gap exists [10,21,48,97|.
We would like to leverage active learning in our problem where there exists a domain gap between
network attacks. More specifically, in the future, we want to first train a model in an unsupervised
manner on the benign network traffic and then use an active learning method to make that model
detect known attacks in the source domain and then make that model detect unseen anomalies in
the target domain by utilizing our domain adaptation method. We hope this approach significantly
reduces the number of labeled data points needed in the source domain while achieving the same

detection rate in the target domain as the case where we label all of the source domain samples.
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5.2 Conclusion

In this dissertation, we showed how a better NIDS can be built by utilizing neural networks
while addressing the challenges that arise from training these models on network traffic. First of
all, we discussed how the lack of evaluation of NIDS in an adversarial setting can put network
systems in danger and demonstrated how malicious traffic can be modified adversarially without
breaking the underlying network protocols and by preserving the original malicious intent. We
showed that recently proposed NIDS are vulnerable to the adversarial example attack and our
approach can reduce their detection rate for different network attacks by up to 70%. Second, we
presented Reconstruction from Partial Observation (RePO) as a new method to make NIDS more
robust against adversarial examples. We showed that our method can improve the average detection
of different network attacks by up to 45% in an adversarial setting.

Finally, to fully utilize neural networks, better detect new types of anomalies in the network
traffic and in order to get adapted to the new changes that might happen in the input data distribution
after a while, we proposed to train a model while labeling a portion of network traffic and leveraging
a domain adaptation technique. We showed that existing domain adaptation techniques don’t work
well for detecting anomalies in network traffic As a result, we designed our own domain adaptation
method called Proportional Progressive Pseudo Labeling (PPPL). We demonstrated that PPPL
generalizes better than other methods across different input types and also can significantly improve
the detection rate of unseen anomalies in network traffic compared to the state-of-the-art methods

with up to 58% improvement based on average F1l-score.
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