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Optimizing computing systems towards efficiency and performance is a fundamental problem

of computing systems. This problem continues to be challenging, as new and emerging computing

systems exhibit complex performance characteristics influenced by the spatial and temporal details

of execution placement and schedule. The execution schedule and placement of a computation is

defined and shaped at many levels, potentially including the application structure, a framework, a

runtime, the operating system, and the hardware architecture. Thus, it is necessary to optimize

for spatial and temporal characteristics throughout a computing stack.

This dissertation presents works that optimize select computing systems using abstractions

that manage spatial and temporal characteristics. Each work addresses a different level in the com-

puting stack. The first work, positioned at the intersection between applications and frameworks,

proposes an improvement to state management in serverless systems to improve spatial locality at

targeted temporal intervals. The second work, positioned at the intersection between runtimes and

operating systems, provides fine-grained, temporally-dynamic resource limits for containers. The

third work, and primary effort, includes the design and implementation of a library that provides

temporally-dynamic spatial replication of data structures. This library, LD-NR, is positioned to

support both applications and operating systems. The third work also includes the design and

implementation of a distributed operating system targeting emerging extended non-uniform mem-

ory access architectures. The fourth work, positioned at the hardware level, extends and refines a

programming interface for a type of neural processing units (NPUs) with an explicitly spatial and

temporal design.
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Chapter 1

Overview

For computing systems at all levels | from hardware to top-level applications | complexity

and ine�ciency can occur due to spatial and temporal characteristics. A spatial characteristic

arises when the location where a computation is performed in
uences e�ciency and performance.

A temporal characteristic arises when the time a computation is executed in
uences e�ciency

and performance. These e�ects become apparent when an abstract computing task is mapped to

concrete spatial placements and temporal schedules for execution within a computing system. It

is necessary to consider all levels in the computing stack when considering spatial and temporal

optimization, as all levels may in
uence placement and schedule. For instance, the application layer

may de�ne how an abstract task is decomposed into smaller units; a framework may de�ne how and

when these units are submitted to a system; a runtime de�nes the system resources available and

exposed to a task; the operating system mediates use of hardware resources; �nally, the hardware

architecture de�nes the capabilities of physical resources.

This dissertation presents works focusing on four di�erent levels in the computing stack,

from the top down. Each work utilizes knowledge of spatial and temporal characteristics to mitigate

ine�ciencies or increase the usability of the target computing system. Starting with the intersection

of applications and frameworks, the �rst work addresses state management in serverless systems.

State management in serverless systems is di�cult to optimize due the conceptual, and often

spatial, divide between computation and state in serverless systems. The proposed mechanism

uses temporal intervention within the serverless function life cycle to predictively optimize the
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placement of state. The second work implements �ne-grained, temporally-dynamic resource limits

for containers, ensuring that the resources granted to a container re
ect the needs of the workload

running within the container. The third work is the design and implementation of a library, LD-

NR. LD-NR optimizes access to data structures in non-uniform memory access (NUMA) systems.

LD-NR works by managing a temporally-dynamic set of data structure replicas, each of which is

spatially placed within a NUMA domain. The capabilities of LD-NR are then leveraged to design

and implement a distributed operating system, DiNOS. DiNOS allows processes to scale memory

and compute beyond host boundaries when deployed on emerging, extended NUMA architectures.

The fourth work extends and re�nes a close-to-metal programming interface for neural processing

units (NPUs), an architecture with explicit spatial and temporal characteristics. The goal of the

fourth work is to increase programmer e�ciency and programming interface extensibility without

compromising control of low-level hardware features.

In sum, this dissertation contains four works, positioned at varying levels of the computing

stack, that use custom abstractions to optimize computing systems with spatial and temporal

characteristics.



Chapter 2

Introduction

The process of mapping a computing task to available resources within a system is a funda-

mental component of e�cient computation. This process remains a challenge because computing

resources and computing tasks have grown in scale, complexity, and specialization. Architecturally,

the complexity of computing resources has increased with the introduction of hyperthreads, mul-

ticores, sockets, chiplets, and on-die accelerators. Per-host complexity is compounded by cloud

computing frameworks which slice, compose, and virtualize hosts using containers and virtual

machines (VMs). Additionally, advances in resource disaggregation blur the lines between discrete

components. Architectural complexity is exacerbated by demanding and complex workloads. These

workloads include large-scale AI/ML tasks, data science queries over large data sets, web services

with varying scale, and latency-sensitive remote procedure calls (RPCs). Figure 2.1 illustrates

common layers in modern computing stacks, along with an example of each layer. These layers

exist to support complex workloads over complex architectures.

A practical e�ect of this complexity is spatial and temporal non-uniform performance char-

acteristics. A spatial characteristic arises when the location where a computation is performed

in
uences e�ciency and performance. A temporal characteristic arises when the time a compu-

tation is executed in
uences e�ciency and performance. Reasoning about spatial and temporal

non-uniform characteristics is di�cult, since these e�ects are determined by the combination of

many factors.

All levels of a computing stack can (1) introduce new spatial and temporal characteristics, and
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Figure 2.1: Common layers in computing stacks, with an example of each.

(2) in
uence how characteristics introduced at other levels are exhibited. This can be illustrated

using the application layer (the top layer in Figure 2.1). An application typically contains the

representation of the abstract computing task. For instance, an application may be composed of a

single large task, many small tasks, or anywhere in between. Towards (1), some applications are

constructed as distributed applications (e.g., to allow horizontal scaling) with logical partitioning

of application state (regardless of whether the application is also physically partitioned). This

can introduce new, application-level non-uniform spatial and temporal characteristics, speci�cally

through the introduction of tasks such as load balancing and algorithms to maintain consistency.

Towards (2), the representation of an application's work as many small pieces or a monolithic

sequential task can in
uence how work is mapped to abstractions provided by lower levels (for

instance, whether pieces of the application can be parallelized by operating system threads). In

this way, the application level can in
uence how characteristics introduced at lower levels are

exhibited. Examples for both (1) and (2) exist for other layers in the computing stack.

There are several mechanisms used to simplify the problem of optimizing computing systems

with spatial and temporal characteristics. First, the computing stack can be decomposed into a
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series of layers (e.g., Figure 2.1). Second, each layer can be represented and accessed by a set of

abstractions exposed through a programming interface. Using these techniques, it is possible to

pursue optimization and usability through abstractions and programming interfaces layer by layer.

Figure 2.2: A visual representation of the four works presented in this dissertation, and how each
work �ts into the layers of the computing stack.

This dissertation utilizes this philosophy to present a multilayered approach towards opti-

mizing computing systems with spatial and temporal characteristics. Using a top-down approach,

each work is positioned at a di�erent place within the computing stack. Figure 2.2 gives a visual

summary of the placement of each work. Each work speci�es a system of interest, identi�es the

e�ects of spatial and/or temporal non-uniform characteristics in that system, and presents new or

re�ned abstractions. The goal of each proposed abstraction is to (1) provide performance bene�t

while (2) minimizing complexity for the user.

The �rst two works target container-based cloud computing systems with the aim of increasing

e�ciency (performance and resource utilization). The �rst work, freshen in Figure 2.2, identi�es

how the serverless life cycle introduces spatial and temporal non-uniformity and proposes a new

phase in the serverless programming life cycle towards e�cient application state management. The

second work, Escra in Figure 2.2, identi�es temporal dynamism in container-based cloud systems
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and details how temporal non-uniformity is ampli�ed by rigid container resource limits. We then

design, implement, and evaluate a runtime providing Event-driven, Sub-second Container Resource

Allocation (Escra).

The third contribution, LD-NR/DiNOS in Figure 2.2, focuses on management of data struc-

tures in non-uniform memory access (NUMA) systems, particularly emerging and extended NUMA

architectures. LD-NR is a library for NUMA-aware and temporally-dynamic replication of sequen-

tial data structures. DiNOS is a distributed operating system targeting a rackscale, extended

NUMA architecture; DiNOS uses dynamic replication provided by LD-NR to manage process page

tables.

The fourth work, extensions to IRON in Figure 2.2, extends and re�nes a close-to-metal

programming interface for neural processing units (NPUs). The NPU architecture considered in

this work has architecturally de�ned spatial and temporal characteristics, as processing elements

are spatially arranged and the memory hierarchy is primarily composed of scratchpad memory

(i.e., without hardware support for coherence). This work focuses on how abstractions can reduce

complexity for the programmer while still exposing close-to-metal control of the device.

While the details of these works greatly di�er, the mechanics | where and when data is

placed and accessed, where and when compute is scheduled, the relationships between data and

compute | are similar. These works do not compose to form an end-to-end system but in sum

they illustrate how optimization of spatial and temporal considerations can be used for end-to-end

system optimization, even in multilayered and complex computing environments.



Chapter 3

Background

This section covers information on the application, framework, runtime, and operating system

layers as they pertain to container-based cloud services, the operating system and hardware layers

as they pertain to NUMA and extended NUMA systems, and the hardware layer as it pertains

to NPUs. This information was selected to be directly useful in interpreting the works presented

in subsequent chapters. Speci�cally, Sections 3.1-3.2 present an overview of containerized cloud

services using common abstractions, which useful for understanding Chapters 4-5. Section 3.3

provides overviews on operating systems (Section 3.3.1) and NUMA systems (Section 3.3.2), which

is useful for understanding Chapter 6. Lastly, Section 3.4 outlines backgrounds on NPUs and

recon�gurable accelerators, which is useful for understanding Chapter 7. In each of these sections,

spatial and temporal characteristics are highlighted.

3.1 An Abstract View of Container-Based Cloud Services

This section provides an overview of how container-based cloud services are constructed using

four of the layers presented in Figure 2.1: the application, the framework, the runtime, and the

operating system.

Application The application layer is, in containerized workloads, the only layer that the

customer must provide. We de�ne the application as the logic needed to perform a computational

task. Included in this de�nition is the state needed to run the application in a consistent environ-

ment. In containerized workloads, environment state generally consists of a container image, which
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may be provided by the cloud provider or by the application owner. In order to run without error,

the application must abide by the bounds the container layer imposes. That is, an application

cannot be deployed outside of the container so the application cannot use more resources than

the encapsulating container is con�gured to provide. The resources limited by a container often

include CPU and memory, but may also include access to other hardware resources such as NICs

or accelerators.

Runtime Containers, and the container runtime, allow the cloud service to control many

aspects of how application workloads are executed. Containers de�ne boundaries used to enforce

isolation in multi-tenant systems. Containers, and container images, also provide useful tooling for

managing the state necessary to run applications such that the application experiences a consistent

deployment environment despite diversity at the operating system and hardware level. We choose

to use the word container for this section, rather than execution environment, for brevity and

because container technologies such as Docker [65] and LXC [143] are popular and well established.

However, in practice, there are a variety of implementations of the abstract idea of the container,

including �recracker [2], gVisor [239], and even light-weight language-based isolation techniques

such as found in WebAssembly [232]. Containers are often deployed by a container orchestration

service (e.g., Kubernetes [126]) or by other cloud infrastructure. Containers are limited by the

bounds imposed by the operating system. That is, a container cannot use more memory, CPU, or

any other resources than the operating system is able to give it. Depending on the particular cloud

service, the application owner or the cloud provider is responsible for instantiation, replication, and

the de�nition of resource limits for a container.

Operating System The operating system is responsible for facilitating use of hardware

to ful�ll resources requested by containers. The capabilities that the operating system layer can

provide are governed both by the structure of the operating system (e.g., what is the programming

interface that allows containers to ask for resources) and by the underlying hardware (e.g., the

operating system cannot mediate access to resources that it does not manage).
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3.2 Container-Based Cloud Services in the Wild

This section provides an overview of two common container-based cloud services, serverless

and container orchestration, and highlights several spatial and temporal characteristics found in

such systems.

3.2.1 Serverless

Serverless1 is a type of cloud o�ering characterized by a high level of abstraction. The goal

of serverless is to remove all \serverful" considerations of cloud deployment, including provision-

ing, instantiation, scaling, and error handling. In serverless, the customer provides a function;

the cloud provider is then responsible for invoking the function in response to an event. Some

examples of serverless o�erings include AWS Lambda [20], Google Cloud Functions [81], and Azure

Functions [24].

3.2.1.1 Scalability in Serverless Severless uses a speci�c method of scaling at the ap-

plication and container layers: replication. Each invocation of a function is typically run in its own

container. A key bene�t that sets serverless apart from most other cloud deployment models is

that serverless supports scale-to-zero. If a function is not invoked, no resources are used (or paid

for) by the customer. While the application scales at a per-invocation granularity, each container

instance (as enforced by the operating system) is generally constrained to a statically de�ned set of

resource limits. When a container is spawned to ful�ll an application request, the limits typically

do not change during the life of the container.2 Furthermore, the CPU to memory ratio of the

container limits are often �xed [73]. To limit the application overall, the cloud customer may set

aggregate resource limits such as the maximum number of concurrent invocations. As container

instances themselves are managed across machines via the serverless framework, often through use

1 Throughout this work, the term serverless is used interchangeably with the term Function-as-a-Service (FaaS).
2 Some serverless frameworks in industry [24] and research [112] use per-application containers, where the container

typically scales at the granularity of the number of function instances it is currently serving. In this case, the container
limits are dynamic in a stepwise fashion.
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of a container orchestration systems, the aggregate resource limits are enforced by the framework.

3.2.1.2 Challenges in Serverless Traditionally, serverless systems o�er a scalability

model that is simple to articulate: each invocation is given the same amount of resources to use.

However, implementing this model can impose performance challenges, often due to spatial and

temporal non-uniformity.

Cold Starts Cold starts | the time it takes to spawn a container and prepare it to run

a function | add latency overhead compared to deployment options such as RPC servers [112].

This problem can be classed as an example of temporal non-uniform performance characteristics,

because function latency can be greatly in
uenced by whether a container is available for reuse

(e.g., a warm start) or whether there is a cold start. Cold starts also have a spatial aspect, as

cloud deployments may also utilize regions, so whether a cold start occurs or not may depend on

the region where a function is invoked. Techniques such as container reuse can reduce cold starts,

at the cost to the cloud provider to keep containers alive when not in use. This is an active area of

research [39, 69, 142, 201, 172].

Orchestration Tooling to orchestrate how and when functions are invoked is often needed

to scale well. For instance, prioritizing completion of a chain of functions may be more e�ective

than naively executing functions in the order they are invoked [214]. The order of invocation versus

the order of execution can be viewed as a temporal scheduling characteristic. While there is some

commercial support for serverless function orchestration in industry [22, 23], this is also an active

area of research [214, 147, 76].

Application Structure and State In serverless, \serverful" considerations are no longer

the responsibility of the application developer. However, the application developer is responsible for

ensuring their application is tolerant to the runtime semantics provided by the serverless o�ering.

Serverless frameworks often guarantee at-least-once execution semantics, which generally requires

idempotent function code. Frameworks also do not guarantee the lifetime of particular container in-

stances, so application state must be stored elsewhere in order to be persistent. These requirements
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add complexity to serverless applications and require careful reasoning from developers.

In particular, state management in serverless not only adds complexity, but can incur a steep

performance penalty. If application state is static, it can be packaged with a function. In this case,

the temporal characteristic of accessing this state is dependent on whether an invocation is a cold

start or not. However, if the application state is dynamic, it must be stored and fetched between

serverless function containers and a storage service. The divide between where a function executes

and where state is stored is a logical spatial divide. Since serverless systems run in the cloud, there

is often no guarantee of physical locality between data services and container instances. The price

of sending data over the network can be high compared to local accesses. Optimizing data transfer

within the serverless ecosystem is also an active area of research [121, 182, 162], and this challenge

is part of the motivation for freshen (Chapter 4).

In sum, the scaling mechanism of serverless, the runtime semantics, and the logical divide

between instances and persistent state all introduce spatial and temporal characteristics to serverless

systems.

3.2.2 Container Orchestration Frameworks

Container orchestration frameworks are used to run applications which are comprised of

one or more containerized components. Examples of container orchestration frameworks include

Kubernetes [126], Mesos [101], Borg [224], and more. While an application may be monolithic in

form | a single process that runs in a single container | an application may also be composed

of many pieces. In microservice architectures, for example, an application is decomposed into

microservice components and information is exchanged between them using RPC-like requests.

An advantage to the microservice architecture is each microservice may be scaled and replicated

independently.

3.2.2.1 Scalability in Container Orchestration Services The tools and toggles used

to control scalability in container orchestration services can be complex. At a high level, there
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are two methods of scaling: scale up and scale out. Scale up (or vertical scaling) involves adding

additional resources, i.e., making a container larger or smaller. Controlling scale up involves setting

container and application limits as de�ned by a policy (e.g., max, min, and/or dynamic policies).

Scale out (or horizontal scaling) involves adding additional components, i.e., additional containers

that are replicas or shards. Scale out involves making decisions on the degree to which containers

are added to the application.

Both scalability mechanisms have the potential to add spatial and temporal non-uniformity

to a contained-based computing stack, either through the time it takes to enact a scale adjustment

(i.e., an increase or decrease), how these operation map to physical resources, or due to coordination

between components.

3.2.2.2 Challenges in Container Orchestration Services While there are many mech-

anisms to enable scaling in container orchestration services, there are drawbacks and limits to each.

Dynamism Generally a component of scale out, setting resource limits for applications is

di�cult as resource needs are often temporally dynamic. Too little, and applications are throttled

or killed; too much, and cloud consumers pay for resources they do not use. The ability to even

set these limits dynamically relies on cooperation from the operating system, the containers, and

the container orchestration framework. The prevalence of under-utilized resources in the cloud is

well documented [61, 80], indicating that this di�culty is pervasive. This challenge is part of the

motivation for Escra (Chapter 5).

Inherited Limits Another component of scale out that can be problematic is that the

maximum resource limits for containers is inherited from the operating system, and the operating

system inherits those limits from hardware. An example of this inherited limitation is that a single

Kubernetes pod cannot be larger than any of the worker nodes in the Kubernetes cluster. This

not only sets a limit on the maximum pod size that is likely well below the aggregate resources

of the cluster, but it can also lead to fragmentation problems as illustrated in Figure 3.1. This

can be considered a hard spatial limit of the system. There is a variety of work on extending
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this limitation through use of remote memory [44, 194, 66]; these solutions introduce a level of

NUMA characteristics to the system. NUMA characteristics are described further in Section 3.3.2.

Addressing scalability across components for both CPU and memory is an active area of research,

and is part of the motivation for DiNOS (Chapter 6).

Figure 3.1: This �gure illustrates a two node Kubernetes cluster that is unable to schedule the
requested pod even though the aggregate resources in the cluster are su�cient to do so. Pod
migration is insu�cient to address resource fragmentation across hosts in this case.

Complexity and Performance Similar to the application structure overheads incurred in

serverless, applications that use scale out often see increased complexity. This increased complexity

can make it di�cult to identify and �x performance problems, and also di�cult to manage the cost

of applications. For scale out in particular, separating components also involves data movement that

may not be present in systems that use scale up. This data movement incurs performance overhead

due to network latency and the cost of data serialization and deserialization. This was recently

documented when Amazon Prime Video moved from a microservice to a monolithic architecture,

citing cost, resilience, and the ability to scale as motivations for the change [123]. This type of

performance overhead can be thought of as spatial-temporal overheads, as the spatial placement

and timing of operations determines the extent of potential overheads.

3.3 Scalable Operating Systems and NUMA

Fundamentally, operating systems exist to ful�ll the needs of applications by e�ciently and

performantly managing access to hardware. As application requirements and hardware capabilities

have both grown in complexity | the layers on either side of operating systems in the computing

stack | operating systems must adapt. Research advancing operating system design is vast.
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However, within the context of spatial and temporal performance characteristics, there are two

particularly relevant subdomains: operating system scalability and NUMA systems. This section

presents background on the development of scalable operating systems (Section 3.3.1) and NUMA

architectures (Section 3.3.2). Section 3.3.3 provides an overview of several challenges with regard

to spatial and temporal performance characteristics.

3.3.1 Scalable Operating Systems

The creation of scalable operating systems have long been the focus of researchers. We divide

this work into two broad categories: multiprocessor operating systems and distributed operating

systems.

Multiprocessor Operating Systems A multiprocessor operating system is an operating

system that targets a single host with more than one core; as time has passed, the numbers of cores

a single host may contain has increased. The management of a many-core system requires that

the bookkeeping done by the operating system be thread safe, performant, and scalable in order

to provide these qualities to applications. As such, the arrangement of internal kernel state, and

the algorithms for accessing and maintaining this state, are key to multiprocessor operating system

design.

Di�erent works have explored running multiple library operating systems on di�erent cores of

the same host [71, 114], avoiding contention between cores through care with data structures [36],

and creating an object-oriented abstraction constructed to use the cache e�ciently [74]. Barrel�sh

[30] presented the multikernel (or replicated kernel, an idea also used in Popcorn Linux [29]).

Notably, this approach treats the multiprocessor as a distributed system. NrOS [33] balances

message passing (from Barrel�sh [30]) with replicated data structures [42] placed in shared memory.

Disco [38], Cellular Disco [85], and Cerberus [205] use a hypervisor to run commodity VMs, creating

a virtual cluster out of a single host. In Disco, Celluluar Disco, and Cerberus, VMs may run multiple

processes but are limited in scale to avoid connection within the guest operating system [38, 85, 205].

Distributed Operating Systems A distributed operating system is an operating sys-
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tem that manages the hardware of multiple components. Distributed operating system research

�rst gained popularity in the 80s and 90s [182, 28, 212, 146] but despite the multitude of designs,

widespread deployment of distributed operating systems did not occur. At the time, the perfor-

mance cost of transparent distribution over networks was prohibitively high, especially compared

to the growth of CPU speeds [199, 113].

Recently, advances in networking, distributed systems, resource disaggregation, and cloud

computing have revived interest in distributed operating systems. Helios targets heterogeneous

hardware using bespoke programs run on satellite-kernels [167]. LegoOS separates resources into

compute, memory, and storage components managed by splitkernels, with the speci�c goal of sup-

porting hardware resource disaggregation [203]. dReDBox focuses on racks with custom intercon-

nects and optimization-based scheduling [118]. MIND allows transparent scaling across compute

and memory blades [134]. A common trend among these systems is to provide a single system im-

age across components, so that the distributed system appears as a single system to applications.

Helios [167], LegoOS [203], fos [234], and MIND [134] all take this approach.

Another technique appropriated from distributed systems is to treat operating system func-

tionality as services [113]. For instance, fos (factored operating system) was inspired by internet

services and was designed for both multicore and cloud (distributed) deployment. With fos, op-

erating system services may be replicated and distributed [234, 235]. DOSC also reduces kernel

functionality using services but with the goal of enabling an object-oriented computing environment

[117].

3.3.2 NUMA and Extended NUMA Systems

A non-uniform memory access (NUMA) system is de�ned by the characteristic that some

memory regions are faster to access than other memory regions, depending on what component is

the accessor. Groups of memory regions and accessors that are near each other (wherenear implies

low latency accesses) are said to be in the same NUMA domain (or NUMA node). If the access

is a far access (wherefar implies high latency access), it is referred to as a cross domain access.
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In this way, NUMA systems are expressly spatial (through the arrangement of NUMA domains)

with temporal characteristics (access time). The manager of a NUMA system { often the operating

system { must juggle both these inherent characteristics and runtime considerations, such as thread

migration and paging, which add additional temporal characteristics to NUMA systems.

NUMA architectures are now standard. As such, NUMA support is provided in mainstream

operating systems (e.g., Linux, Windows, ESXi). There is a large body of research on both NUMA

architectures themselves and how to manage them. This section provides details on both extended

NUMA systems and techniques for managing NUMA systems.

Extended NUMA Systems The traditional view of a NUMA system is a single host

with multiple sockets, with the CPUs of the system divided symmetrically between the sockets.

However, other architectures exist which exhibit NUMA characteristics. We refer to these other

architectures as extended NUMA architectures. Extended NUMA architectures include distributed

shared memory systems (e.g., [134, 41, 32, 166, 17]), where memory from multiple regions may be

shared across hosts. Extended NUMA systems also include remote or far memory systems. These

systems have the goal of of either expanding the memory of a host or using the memory of other

hosts (e.g., [89, 12, 194, 245]), or sharing data between hosts (e.g., [66, 67, 41, 170]). Still other

extended NUMA systems are formed when hosts use memory pools such as those provided by

CXL [84, 141, 227], programmable switches [134], or other interconnects [118].

Key to using extended NUMA architectures is minimizing access latency. Works focused in

this area include remote access via cache coherence protocols implemented at the hypervisor level

[169], RDMA [66, 41], kernel bypass [244], and/or optimized messaging [169, 170]. Recent works

explore using Compute eXpress Link (CXL) [58] to provide a shared memory pool [84, 141, 227].

There also exist devices that provide shared memory across heterogeneous components [51].

Managing NUMA Systems At the operating system level, NUMA-aware allocation

and scheduling policies can be in
uenced through mechanisms such as pinning (i.e., developers or

admins choose the NUMA nodes to run the application), a�nity (i.e., threads try to �rst allocate

local NUMA memory), and NUMA migration (i.e., the operating moves pages to the NUMA node
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accessing them [53]). The cost (in latency) for a remote access can also be conveyed to operating

system algorithms through the assignment of weights. This is useful for tuning a system with a

deeper NUMA hierarchy or an asymmetric NUMA topology [54].

There are also tools that can be used by an application (including an operating system) to

aid in managing state e�ectively in NUMA systems. As an example, node replication (NR) [42] is

an algorithm providing replication of arbitrary sequential data structures using a shared-memory

log. By replicating the data structure in multiple NUMA domains, NR is able to reduce the number

of slower, cross-domain accesses required for operations on the data structure. A notable use-case

for NR is the node replicated operating system (NrOS) [33], which uses NR to replicate key data

structures (e.g., process page tables).

Systems using disaggregated memory can be considered a subset of extended NUMA ar-

chitectures. A multitude of approaches exist for managing and accessing disaggregated memory,

including: single address operating systems [98], distributed �le systems [140], application runtimes

[228, 43], specialized memory components often with a centralized manager [203, 245, 134], and

global object store abstractions [132, 161, 34, 35]. Some of these works focus on pools of non-volatile

memory (NVM) which are predicted to be both large and fast [34, 72].

3.3.3 Challenges

In this section, we outline three challenges at the intersection of operating systems and

extended NUMA systems.

Scheduling and Placement Operating systems often control the spatial and temporal

placement of tasks and data within a system. As such, scheduling and allocation is a crucial

challenge for operating systems controlling extended NUMA systems. There are several notable

works in this area regarding both operating systems and extended NUMA systems. Shinjuku

is a specialized operating system targeted towards fast preemption to support microsecond scale

applications [116]. RackSched presents a two-level scheduler that uses network co-design to extend

microsecond scale scheduling to rackscale systems [246].
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Schedulers are not only found in operating systems, but are also present in cluster manage-

ment systems. Cluster managers such as Borg [224], Kubernetes [126], Mesos [101], and Docker

Swarm [211] provide automatic placement, supervision, and restart of processes across the cluster

according to user requirements.

One approach to scheduling is to encode the constraints and state as an optimization problem,

through such technologies as declarative cluster management (DCM) [210]. This can be quite

e�ective in managing complex scheduling policies, such as for the Kubernetes scheduler [210]. While

cluster managers expose customizable and complex scheduling and allocation interfaces to the user,

general purpose operating systems typically do not. Allowing a 
exible interface for scheduling and

allocation policies in a rackscale operating system is an area of emerging interest. For instance,

dReDBox encoding constraints as an optimization problem; however, it does not discuss the policies

implemented [118].

Dynamism The traditional view of NUMA systems tends to be both static and symmetric.

While there are some exceptions to this (e.g., the enzian system targets a heterogeneous system [51],

as does helios [167]), current techniques accepted for optimizing NUMA may not transfer to systems

that are dynamic. Speci�cally, for extended NUMA systems, the spatial NUMA characteristics of

the underlying systems might change over time. This challenge is articulated in more detail in

Section 6.2, and is part of the motivation for LD-NR/DiNOS (Chapter 6).

Programming Interface and Abstractions General purpose operating systems typi-

cally o�er familiar abstractions such as processes and threads that map well to the common view

of host. However, extended NUMA systems with distributed components (rackscale, resource dis-

aggregation, etc.) do not map as cleanly to the traditional host model. For instance, the process,

thread, and memory allocation schemes in Linux were not constructed to allow a programmer to

give �ne-grained hints to the operating system about dependencies within a program that may

be sensitive to NUMA and even more sensitive to extended NUMA. It is possible that abstrac-

tions developed for distributed frameworks such as Hadoop [19], Dryad [110, 241], Spark [242], and

Ray [161] may be a better �t for operating systems targeting distributed extended NUMA systems.
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It is also possible that new abstractions may allow programmers to better optimize applications

running on extended NUMA architectures.

3.4 Neural Processing Units (NPUs)

Previous sections outline the current state and future of computation at large scales (e.g.,

cloud computing) and composite architectures (e.g., extended NUMA systems, especially rackscale).

In contrast, this section provides background on and outlines challenges associated with a speci�c

architectural component: the neural processing unit (NPU). Section 3.4.1 provides background on

accelerators generally and places NPUs in the accelerator landscape. Section 3.4.2 outlines several

challenges involved in programming NPUs.

3.4.1 Accelerators and NPUs

NPUs, sometimes also referred to as tensor processing units (TPUs) or data processing units

(DPUs), belong to a class of components referred to as accelerators. Accelerators such as graphics

processing units (GPUs), application-speci�c integrated circuits (ASICs), and NPUs are desirable

because they often o�er vast and/or specialized computational capabilities. For instance, the AMD

XDNA — 2 architecture provides up to 50 trillion operations per second (TOPS) [16]. Di�erent

accelerators o�er di�erent types and amounts of computational capabilities and power require-

ments. For example, on a series of machine learning benchmarks, AMD XDNA— NPUs exhibited

higher performance per watt compared to CPUs, with improvement ranging from 4.3-33� [192].

Accelerators are subsequently desirable when integrated into systems with constrained power or

cost margins and when used to accelerate algorithms requiring computationally dense tasks suited

to the architecture of the accelerator. For instance, AMD XDNA — NPUs are used to accelerate

Windows Copilot and also to accelerate image and video processing [192].

Within the wide category of accelerators, there is a subclass of accelerators referred to as

coarse-grained recon�gurable architectures (CGRAs). While the precise taxonomy of CGRAs is an

active area of research, CGRAs are more programmable than ASICs but less versatile than CPUs;
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CGRAs also typically o�er performance between an ASIC and a CPU [149]. NPUs are generally

thought to fall within the category of CGRAs [136, 149].

3.4.2 Challenges for NPU Programming

There are several challenges associated with NPUs. First, the hardware design of NPUs is

both opportunity and challenge. However, this section focuses on challenges revolving aroundusing

existing NPU hardware designs. While the goal of harnessing the capabilities of NPUs is easy to

articulate, it is not always easy to achieve in practice [190]. These challenges arise directly from

the the spatial and temporal characteristics of NPUs, found most directly in the micro-architecture

of the NPU itself [149].

Architectural Characteristics and Complexity NPUs have an explicitly spatial and

temporal architecture. Spatially, computing elements are arranged into a two-dimensional grid [192,

149]. Temporally, the memory hierarchy is based on scratchpad regions, without hardware-supported

coherence [192]. Together, these traits require that a design that is intended to run on an NPU

(sometimes referred to as akernel or operator) must include: 1) synchronization mechanisms to

coordinate components, 2), data
ow speci�cations to ensure data is where it needs to be when it

needs to be, and 3) runtime operations, to coordinate the programming of the device (e.g., the

loading of program data, programming of the network on chip, etc.). As noted elsewhere, from

both a hardware and software perspective, the characteristics of CGRAs and designs targeting

CGRAs are fundamentally di�erent than the sequential architectures of CPUs and sequential pro-

gramming infrastructure [149]. It remains an open area of research to determine how and when

these fundamental di�erences should a�ect how programmers view NPUs.

Programming Interfaces for NPUs One component of constructing a computing frame-

work targeting NPUs is the programming interface. Due to the architectural characteristics and

complexity of NPU architectures, the development of bespoke abstractions and programming con-

structs is a key part of this development. The previous challenge outlined the work it takes to

create an NPU design; this challenge asks who should do the work, the programmer or the pro-
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gramming framework. Generally, abstractions in programming interfaces can be high level (where

the framework is responsible for many details) or low level (where the programmer is responsible for

many details). The level of abstraction is a spectrum; it is an open research problem to determine

which points on this spectrum are most useful.

High level programming interfaces abstract key architectural characteristics, and compilers

supporting high level interfaces perform mapping and optimization tasks transparent to the pro-

grammer. This lowers complexity for programmers, but often requires the framework to do the

heavy lifting of optimization. These automatic optimizations then tend to be focused on speci�c do-

mains, such as machine learning. Examples of high level frameworks for machine learning pipelines

targeting NPUs include AMD Ryzen—AI Software [15], Intel® OpenVINO—[175], and Qualcomm®

Neural Processing SDK [187]. It is an open area of research to allow both �ne-tuning of programs

written using high level interfaces and generalize compiler optimizations across computing domains

and architectures.

Low level, or close-to-metal, programming interfaces provide clarity about the target archi-

tecture. As a consequence, they tend to require programmer expertise and encourage designs that

are specialized to an accelerator rather than portable across accelerators. IRON is an example

of a close-to-metal programming interface targeting NPUs [151, 155, 158]. Chapter 7 focuses on

improving e�ciency, expressivity, and extensibility within this framework through extensions to the

IRON programming interface. It is an open area of research to increase usability of close-to-metal

programmning interfaces without compromising the ability to �nely-tune kernels.



Chapter 4

freshen: Proactive Serverless Function Resource Management

This chapter is a reprint, with minor edits, of our published paper in the Workshop on Serverless Computing
2020 (WoSC6): Proactive Serverless Function Resource Management[104].

This works presents a change to the serverless function life cycle abstraction to mitigate

ine�ciencies that arise due to temporal non-uniformity. Speci�cally, application state maintained

by the execution environment of a serverless function may become stale over time; this work

proposes a mechanism to keep this data fresh.

4.1 Introduction

Serverless computing is an emerging paradigm in which cloud providers seamlessly scale

developer-provided functions as demands change. Although seemingly simple, serverless functions

have been shown to support a wide variety of workloads, from chat bots, video processing, ma-

chine learning, HCI, to even general compute. As serverless ecosystems mature, functions will be

integrated into a set of larger and larger microservices and will also be relied upon to directly

interface with users. As such, the execution latency of serverless functions becomes an important

consideration.

However, the simplicity of today's serverless deployments may increase execution times. Con-

sider a simple function, � 1, which downloads a machine learning model from a server, analyzes an

input image, and performs additional processing before writing a result to a datastore. Without

care, overheads exist. The function must �rst create a connection to the server hosting the model

and then download the model from the server. This behavior could happen anew for subsequent
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instantiations of � 1, even if running sequentially in the same warmed container. When writing the

result, another connection must be established before the data is sent. Again, this overhead could

reoccur for successive invocations of� 1. These per-invocation overheads (e.g., establishing connec-

tions, refetching the model, incurring TCP slow start, etc.) quickly add up, which is problematic

because many functions have short execution times.

To deal with such issues, developers can utilizeruntime reuse. In runtime reuse variables

can be runtime-scoped inside the language runtime executing within the container the serverless

function runs in. 1 Runtime-scoped variables can be accessed across subsequent serverless function

instantiations within a given runtime and container. Revisiting our example, network connections

can be reused within a runtime when de�ned as a runtime-scoped variable to avoid per-instantiation

connection overheads.

We argue runtime reuse is insu�cient to overcome many of the redundant overheads described

earlier. Even with runtime reuse, fetched data could be out-of-date, connections may revert their

congestion windows to small initial values or even time out, or application-level state could be stale

from the last invocation. To combat these issues, we propose a new primitive called freshen, which

can beproactively invoked by the serverless infrastructure. A freshen hook is implemented in the

runtime, allowing developers or providers to establish or warm connections, proactively fetch data,

or otherwise perform actions to reduce overheads when the serverless function runs. The freshen

hook is designed to be run before its corresponding function is instantiated, and we contend this

is possible because there are many opportunities to predict a function's instantiation before it is

invoked.

This paper provides motivation and background in Section 4.2, a preliminary design in Sec-

tion 4.3, and potential bene�ts of freshen in Section 4.4. Related work is detailed in Section 4.5.

Finally, Section 4.6 contains discussion and conclusion.

1 We use \container" to generally refer to VMs or containers
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4.2 Background and Motivation

This section provides background on runtime reuse and highlights scenarios where ine�cien-

cies may remain. Then, we motivate ways to predict function instantiations.

Serverless runtime reuse While all providers allow runtime reuse, here we explain how

an open-source platform, OpenWhisk, enables reuse. OpenWhisk runs functions within Docker

containers, listening as a daemon on port 8080. After the container is initialized, theinit hook

starts the language runtime within the container and also loads the actual function code. When

the run hook is invoked, the function is scheduled to run. Thus, the persistent runtime instantiated

during init can be thought of as a program that listens for therun hook, executes the function,

and returns the result.

Without runtime reuse, variables are scoped for use within a single invocation, termed

invocation-scoped. In contrast, runtime-scoped variables can be reused across function instanti-

ations in a given runtime. Common use cases for runtime-scoped variables are persisting network

connections (so connection quotas are not exhausted) and fetching frequently-accessed data during

the �rst function invocation and then storing in the runtime for the container's lifetime.

Figure 4.1: Opportunities for freshen within a
function chain

Figure 4.2: Orchestration apps have more func-
tions in chains

Runtime reuse ine�ciencies While runtime reuse can increase application e�ciency,

numerous issues may arise. First, the runtime may not be initialized, such as when a cold start

occurs. Studies have shown ine�cient container reuse across function invocations, which increases

cold start frequency [214]. Other works indicate some serverless infrastructures disallow container
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sharing between functions, which can increase cold starts when container resources are limited [229].

Second, there may be cases when the runtime is initialized, but data held within the runtime is

stale. For example, an object stored within the runtime may need to be re-retrieved because a

newer version is available. Network connections may have timed out or have reset their TCP state

(e.g., congestion window, round trip times, etc.). Linux congestion control reduces the congestion

window (CWND) on inactive connections. Last, approaches to reduce connection (re)establishment

overheads may not apply. Linux tcp no metrics save allows metrics like RTT and ssthresh to

be cached between TCP connections to the same destination, but does not apply to important

parameters such as CWND. TCP Fast Open requires sender/receiver support and limits data sent

in initial handshakes to small amounts. As a result, even with runtime reuse several ine�ciencies

remain that can be addressed with proactive calls to freshen.

Regaining e�ciency via prediction To alleviate the above concerns, we introduce a

freshen hook into the runtime, which can be called before a function is run. The freshen hook al-

lows arbitrary execution of code intended to speed up function execution times. freshen can warm

pre-existing network connections, ensure locally-cached items are up-to-date, or even proactively

retrieve an object. freshen is most e�ective when functions are predicted, and this is possible in

several cases. First, in function chains (as in Figure 4.1) explicit knowledge of the chain could be

used to predict impending function invocations. Function chains are often explicitly provided (as in

orchestration frameworks like AWS Step Functions) or can be derived via tracing or service mesh

techniques [153]. To better understand prediction opportunities, we brie
y study function chains

in orchestration frameworks. Figure 4.2 shows a CDF of the number of functions within a single

serverless application for orchestration applications on Azure (data from [201]), compared to the

number of functions within a single application over all applications. Orchestration frameworks

speci�cally support function chains, and hence applications utilizing orchestration frameworks typ-

ically consist of more functions: 8 functions in the median orchestration case versus 2 functions in

the median case of all. With a median function runtime of � 700ms [201], prediction opportunities

could be as high as� 5.6s in the case of a linear chain (e.g., Figure 4.1).
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Trigger Service Delay (s)
Step Functions 0.064
Direct (Boto3) 0.060
SNS Pub/Sub 0.253

S3 bucket 1.282

Table 4.1: Trigger overhead

Additionally, functions within chains may be triggered by other services, such as storage,

pub/sub, or direct invocations. Table 4.1 shows the median delay, over 20k runs, between invoking

a function via the listed service and the actual subsequent triggered function start time in AWS.

Cold starts are carefully avoided, and the methodology in [214] is used to obtain overheads by

measuring timestamps just before the function trigger and at the start of the triggered-function.

The table shows latencies range from 60ms to 1.28s, allowing time to call and execute freshen for

the next function within the chain.

4.3 Design and Implementation

This section addresses when freshen could run (Section 4.3.1), what freshen could do (Sec-

tion 4.3.2), and how freshen could be implemented (Section 4.3.3). Throughout, we refer to an

example serverless function� (Pseudocode 1) to illustrate how freshen could warm a connection

and prefetch data. � fetches data (DataGet) over a connection, performs some calculation on the

fetched data and � 's parameters, writes an output value to an external resource (DataPut), and

returns whether the write was successful.

Pseudocode 1 Sample Serverless Function�

1: Runtime Constants: CREDS; ID 1; ID 2

2: procedure � (args)
3: data := DataGet( CREDS; ID 1 )
4: :::
5: result := :::
6: :::
7: ret := DataPut( CREDS; ID 2; result )
8: return ret
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4.3.1 When to freshen

The serverless framework would attempt to run freshen before the serverless function (best

case) or simultaneously (worst case). freshen could cause function execution to block until it is

complete, or run synchronously with the function in a separate thread, as shown in Figure 4.3. Si-

multaneous execution could lead to race conditions and code complexity, but allows most aggressive

resource warming; the feasibility of this approach is a subject of future work.

Figure 4.3: Predicted and unanticipated timing of freshen

4.3.2 Opportunities to freshen

freshen could perform a variety of actions, including TCP connection establishment, TCP

connection warming, state maintenance of other connection-oriented protocols, and proactive data

fetching.

Connection establishment and checks If a serverless function uses a resource with an

underlying TCP connection, the function developer can either establish a runtime-scoped connec-

tion to take advantage of runtime reuse and create an ephemeral, invocation-scoped connection. In

both cases, freshen could help reduce function latency. If the connection is runtime-scoped, freshen

would send a TCP keepalive to ascertain connection liveness; if the connection is not alive, freshen

could reestablish the connection. If the connection is invocation-scoped, freshen could proactively

establish the connection before the function attempts to create it.

freshen could only perform connection establishment for connections with constant arguments

(e.g., constant IP and port). We posit this is often the case as serverless functions typically interact
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with known services such as storage.

Connection warming freshen could also take steps to warm TCP connections used by

the serverless function such as setting the CWND. This could be facilitated via a new system

call, warmcwnd, which would determine an appropriate value of CWND based on current network

conditions and anticipated workloads. The CWND can be estimated via techniques like packet pair

probing to determine the current bandwidth [119] or analyzing the CWND of recent similar TCP

connections to the same destination. Repetitive invocations can be used to anticipate workload

characteristics, which could guide the warming function on whether warming is appropriate. The

warmcwnd function can set initial congestion windows or alter congestion windows on longer-

running, inactive connections. Sincewarmcwndis implemented as a system call, �nal determination

of actual CWND values, as well as permissions on whether such values can be altered, resides within

the provider who is running the underlying host infrastructure.

Other connection-oriented protocols freshen can establish and warm other connection-

oriented protocols and protocols that run on top of TCP such as TLS as long as the credentials are

constant. However, for TLS establishment and other user-space protocols, the serverless provider

would require some knowledge of the libraries used in order to create provider-generated freshen

hooks for those resources. Developers who write their own freshen hooks, as detailed in Section 4.3.3,

would have access to such knowledge.

Proactive data fetching Consider the � in Pseudocode 1: if the data fetched with

DataGet is retrieved using constant credentials and resource identi�ers, it is possible to prefetch

the data before � is invoked.

Prefetching leads to the concept of a freshen-maintained cache of prefetched data. If the

function is invoked frequently within the same runtime and accesses a read-only data resource, it

may only be necessary to fetch the data once everyn seconds instead of every time the function

is run, reducing network tra�c. The time-to-live (TTL) of values within the freshen cache could

be set by a default value, by freshen con�guration values speci�ed by the function developer, or

by modifying the DataGet library to con�gure the TTL value on a per-resource level. In the more
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general case, associated timestamps or version numbers could be used to determine the freshness

of items in the runtime freshen cache, and data could be updated the next time freshen or the

serverless function is called.

4.3.3 Implementation

In the simplest implementation of freshen, the function developer would write freshen for

each serverless function that requires optimization. This would provide the most opportunity

for customized optimization. freshen may also improve code organization by encapsulating and

standardizing maintenance of dynamic resources. As an interesting alternative to developers writing

freshen, freshen code could be inferred by the serverless framework itself for common resources and

for popular serverless languages (e.g., JavaScript, Python).

Code generation would be complex but here we rely on several observations about serverless

functions and frameworks to reduce the scope of the problem:

ˆ If freshen were unable to be inferred, the serverless framework could continue unmodi�ed

with no major performance loss. Hence, failure to infer is not fatal.

ˆ Source code is available for static analysis for such tasks as identi�cation of read-only data

fetched using constant parameters.

ˆ Function code is run repeatedly, so dynamic tracing of functions to identify commonly

accessed resources is possible (similar to the tracing used in [100]).

ˆ The latency cost of the network operations freshen seeks to optimize are much slower than

CPU speeds so some overhead for freshen inference is permissible.

ˆ Implementing inference only for libraries used to access other cloud services o�ered by the

serverless provider has the potential to lower latency for a majority of functions without

having to infer freshen behavior for unknown resources.
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One option for implementing freshen for scripting languages is to use added runtime-scoped

state and dynamically-inserted wrapper functions. The purpose of the runtime-scoped state is to

track and coordinate freshen resources between the freshen call and the actual function invocation.

The purpose of the dynamically-inserted wrappers is to intercept access to freshened resources.

We will illustrate a simpli�ed example of what an inferred freshen could resemble for the � in

Pseudocode 1.

The runtime-scoped state would minimally be a collection of ordered freshen resources. A

freshen resourceis any object or resource that the freshen code may interact with, such as a socket

or a data object. In our example, the freshen resources are kept in an ordered runtime-scoped list

called f r state. In Pseudocode 1, theDataGet operation which freshen can fetch or prefetch, will

be assigned index 0 since it is the �rst resource accessed by� . DataPut, which freshen can warm,

is assigned index 1. Each entry infr state could contain a variety of metadata, such as astate

(e.g., running , finished , etc.), a result (e.g., the prefetched data), aTTL for the result, and a

timestamp recording the last time that entry was freshened. For simplicity, we only considerstate

and result in the following pseudocode.

Pseudocode 2 Freshen Function for �
1: Runtime State: f r state
2: procedure F reshen
3: f r state[0] := running
4: f r state[0]:result := DataGet( CREDS , ID 1 )
5: f r state[0] := f inished
6: f r state[1] := running
7: DataPut.warm( CREDS )
8: f r state[1] := f inished
9: return

Pseudocode 2 illustrates an example freshen function for� . As mentioned, DataGet is as-

signed to index 0 andDataPut is assigned to index 1. The statesrunning and �nished surround

the DataPut and DataGet calls of freshen, and are used to coordinate the execution of freshen with

the execution of � . Pseudocode 3 is the annotated version of Pseudocode 1. The function wrappers

appear at lines 3 and 7. The function wrappers used areFrFetch (for freshen fetch) and FrWarm



31

(for freshen warm).

Pseudocode 3 Annotated Sample Serverless Function

1: Runtime Constants: CREDS; ID 1; ID 2

2: procedure � (args)
3: data := FrFetch( 0; DataGet( CREDS , ID 1 ))
4: :::
5: result := :::
6: :::
7: ret := FrWarm( 1; DataPut( CREDS; ID 2; result ))
8: return ret

Psuedocode 4 and 5 are the implementations of those wrappers. The main function of each

wrapper is to synchronize freshen actions with� 's use of that resource. If the resource has already

been freshened, the wrapper returns either the prefetched data (line 4 in Pseudocode 4) or noth-

ing where freshen's only job is to warm the resource (line 4 in Pseudocode 5). In Pseudocode 5

it is assumed that there is already some knowledge of how to warmDataPut (e.g., the call to

DataPut.warm() in line 7 of Pseudocode 2). If freshen has started freshening the resource (indi-

cated by the state running ), both wrapper functions wait for the freshen thread to �nish before

returning (line 6 in Pseudocode 4 and line 6 in Pseudocode 5). Finally, if freshen either did not

run or is executing slower than � , the wrapper can perform the freshen action itself (line 10 in

Pseudocode 4 and line 10 in Pseudocode 5). Not included for brevity in Pseudocode 2 are the

checks to see if the resources have already been freshened by wrapper functions invoked by� .

Pseudocode 4 Freshen Fetch Function
1: Runtime List: f r state
2: procedure F rFetch (id; code)
3: if fr state[id] == f inished then
4: return f r state[id]:result
5: else if fr state[id] == running then
6: FrWait( id )
7: return f r state[id]:result
8: else
9: fr state[id] = running

10: fr state[id].result = Execute( code)
11: fr state[id] = f inished
12: return f r state[id]:result
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Pseudocode 5 Freshen Warm Function

1: Runtime List: f r state
2: procedure F rWarm (id; resource)
3: if fr state[id] == f inished then
4: return
5: else if fr state[id] == running then
6: FrWait( id )
7: return
8: else
9: fr state[id] = running

10: resource:warm()
11: fr state[id] = f inished
12: return

Billing and accounting Since freshen runs to bene�t the serverless application, the server-

less application owner should pay for it. However, as outlined above, freshen would ideally be trig-

gered based on predictions by the serverless framework. What happens if the platform mispredicts

a function call? Con�dence in prediction could be used to dictate if freshen is called or not. Metrics

kept inside a container, or communicated to the serverless global scheduling entity, could be used

to stop freshen from running if predictions have been too inaccurate. Service categories chosen by

the application developer could also control freshen behavior. Aggressive freshen invocation would

be appropriate for latency-sensitive applications; freshen could be disabled for latency-insensitive

functions. Last, we note providers may be incentivized to o�er freshen because it provides a method

to monetize warmed containers that are otherwise sitting idle.

Preventing abuse and miscon�guration A danger if the application developer were

allowed to implement their own freshen is that the application developer would try to implement

their entire function in freshen. This is undesirable and unpro�table for the developer for several

reasons: freshen has no access to function arguments, the application developer is paying for the

compute and network resources regardless, and the application would have to handle spurious

invocations (mispredictions) gracefully.
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Figure 4.4: File retrieval overheads to save with freshen

4.4 Evaluation

This section explores the advantages a freshen hook could provide. First, the bene�ts of �le

caching are evaluated. Then, improvements from connection warming are illustrated.

File caching evaluation Figure 4.4 demonstrates the potential bene�ts of proactive �le

retrieval (�le caching). In this benchmark, an OpenWhisk serverless function queries a server for

a �le of one of six di�erent sizes (x-axis) over a TCP connection. The time measured (y-axis, log

scale) is the duration from connection to when the �le has been completely received. The �le server

is located in one of three locations: local on-host (green), edge on-site (purple), and remote o�-site

(blue). On-site resides on the same 10 Gbps LAN and o�-site averages 50ms away. The experiment

was conducted using CloudLab [70] with 20 iterations. The results show how much execution time

freshen could save a serverless function if freshen is proactively run. Maximum bene�ts range from

11-622ms.

Figure 4.5: Warming to cloud Figure 4.6: Warming to edge
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Warmed connection comparison To demonstrate the bene�ts of freshen warming a

TCP connection, we run an OpenWhisk serverless function on CloudLab which sends di�erent �le

sizes to a server. We measure the time of a client initiating a �le transfer to the response from

the server indicating completion. To understand the potential bene�ts, we emulate a warmed TCP

connection by sending a large �le before sending our desired �le size. The server is located at two

locations: on the same cloud or at the edge (� 50ms away). The experiment was conducted over 20

iterations. The cloud case is presented in Figure 4.5 and the edge case is presented in Figure 4.6.

With smaller �le sizes, the performance of warmed and non-warmed is similar. As �le sizes grow,

the bene�t of warmed connection ranges from 51.22% to 71.94%. The edge performance is better

because network delay, and not system overheads, dominate totals.

4.5 Related Work

Much research reduces cold start costs. These works are partitioned into two categories: those

that are compatible with existing serverless architectures and those that propose signi�cant changes

to serverless architecture. Of those compatible with existing serverless architectures, techniques

include cold start avoidance (runtime reuse), light-weight isolation mechanisms [172], intelligent

host scheduling [209], and caching of resources ranging from libraries [172] to virtual Ethernet

infrastructure [160]. Our work has a di�erent focus, optimizing warm starts, but is compatible with

these techniques. Catalyzer [68] snapshots static application state; our work addresses dynamic

state and is complementary. AWS Lambda Extensions address static and dynamic resources, but

do not provide opportunities for prediction [236]. Works that focus on avoiding cold starts by

predicting function execution [201, 90, 209] motivate our design because freshen would be most

e�ective when function invocations are predicted. Of works that propose fundamental changes to

serverless architecture such as running more than one function within the same isolation context [7]

or adding distributed application state and/or message passing abilities between serverless functions

[7, 206], the motivation for freshen remains but implementation strategies would vary.

Last, Containerless [100] avoids the cost of strong isolation mechanisms by transforming
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JavaScript serverless functions into Rust via dynamic tracing. Their dynamic tracing design, as well

as analysis of the resulting traces, could help inform how freshen could be inferred by providers.

4.6 Discussion and Conclusion

Discussion There exists many opportunities for future work. First, the system should be

fully deployed and thoroughly evaluated. Quantifying how freshen a�ects variability in applica-

tion behavior would be an important component of this evaluation. Prediction success must be

additionally quanti�ed, especially in the case of non-deterministic function chains. In addition,

the framework must be analyzed for misuse and resource limiting [120] and hardened as necessary.

Impact on developer burden and the extent to which providers can automatically generate freshen

must also be further studied. Integration with microservices or other primitives [8] is interesting

future work. Finally, integrating freshen into serverless architectures that provide di�erent isolation

scopes is an additional area for future study (e.g., Azure o�ers chain-level isolation).

Conclusion This paper proposes a new primitive to serverless language runtimes called

freshen. With freshen, developers or service providers specify functionality to complete before a

given function executes. This proactive framework allows for overheads associated with serverless

functions to be mitigated at execution time, which improves function responsiveness. We argue

predictive opportunities exist to enable freshen to be run with ample time. A high-level design

and implementation are presented, along with preliminary results to show potential bene�ts of the

scheme.



Chapter 5

Escra: Event-driven, Sub-second Container Resource Allocation

This chapter is a reprint, with minor edits, of our published paper in 2022 IEEE 42nd International Con-
ference on Distributed Computing Systems (ICDCS):Escra: Event-driven, Sub-second Container Resource
Allocation [57]

This work enables dynamic, �ne-grained, sub-second adjustments to container resource limits.

Allowing the container to 
exibly adjust over time helps to mitigate temporal non-uniformity, for

instance, through eliminating unnecessary throttles that may occur when an application needs

resources above the current container limit.

5.1 Introduction

Containerized infrastructure is quickly becoming a preferred method of deploying applica-

tions. The light-weight nature of containers coupled with rich orchestration systems enable a new

way to design automated operations that are integrated with development work
ows. In these de-

ployments, per-container resources limits are used to prevent interference between containers and

unchecked resource usage.

Setting container resource limits is a trade-o� between application performance and e�cient

use of underlying system resources. When resource limits are set low to prioritize e�cient resource

use, applications will experience an increased number of CPU throttles and out-of-memory (OOM)

events. Throttles slow processing and OOMs kill containers; both result in degraded application

performance. When resource limits are set high to prioritize application performance, resources

are underutilized which increases deployment cost [56, 44]. Developers pay the cost when cloud
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providers charge tenants based on resources reserved [196, 13, 25]. Cloud providers pay the cost in

cases where developers are charged by usage, such as in serverless computing [20, 24, 49, 107].

Due to this trade-o�, setting accurate limits is important. In practice, it is also di�cult [11,

185, 196, 61, 173].1 Using pro�ling to characterize application resource requirements will only result

in accurate estimates if there is a representative workload. As workloads are often dynamic, the

resources needed will change over long timescales (diurnal patterns, gradual changes in application

popularity, etc.) and short timescales (bursts, failures of coupled systems, etc.). Since creating an

accurate estimate of resource requirements is so complex, developers and operators often resort to

over-provisioning resources. This results in underutilized deployments, a trend often observed by

datacenter operators [220, 152, 91, 61, 80].

Recent work has addressed some of these challenges by leveraging machine learning to pre-

dict future needs and then automatically scaling container resource limits based on those predic-

tions [196, 185]. These works eliminate the developer burden of setting resource limits but are

constrained to using coarse-grained intervals (e.g., several minutes) to set resource limits. Coarse-

grained intervals are required because the system has to learn enough information to be able to

predict resource use. This is a poor �t for some workloads with short-lived containers, such as in

serverless systems [201, 21, 103, 50]. Coarse-grained intervals also increase the odds of mispredic-

tion since the dynamics of applications can change throughout an interval. Thus, these works still

contend with the performance and e�ciency trade-o�.

In this paper, we argue the performance and e�ciency trade-o� can be avoided by using a�ne-

grained, event-based resource allocationscheme. To this end, we introduceEscra: a �ne-grained,

event-based resource allocation infrastructure for single containers and distributed resource alloca-

tion capable of managing resources of multiple containers across multiple nodes. We �nd resource

allocation can easily adapt to sub-second intervals within and across hosts, allowing datacenter

operators to cost-e�ectively scale and assign resources without performance penalty. This scheme

1 The aggregate CPU utilization at Twitter is < 20% but the reservations reach up to 80%. Memory utilization is
only slightly better at 40-50% but the reservations still greatly exceed the usage [61].
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has numerous bene�ts. Instead of a container being killed when it reaches an OOM event, an

event-basedsystem can catch the event and scale the container dynamically. Instead of making

conservative allocations in order to avoid performance degradation over coarse-grained time inter-

vals, a �ne-grained system can always aim to right-�t allocations to current resource demands and

can quickly react to instances of CPU throttling.

Escra consists of a logically centralized controller that administers resource allocations to

containers across servers. Each server is instrumented with kernel hooks and runs an agent process

that applies resource decisions and reports container usage to the controller. ADistributed Con-

tainer abstraction enforces resource isolation by enforcing per-application resource limits, similar

to resource quotas found in other container orchestration systems [127, 174, 126, 88]. In these

systems, resource quotas are enforced at the admission control stage. However, unlike resource

quotas, a Distributed Container enforces resource limits both at deployment and throughout the

lifetime of a container, allowing containers belonging to the same tenant to share compute resources

across hosts on the order of milliseconds. Runtime limit enforcement enables Escra to fully utilize

the per-application limit even when some containers are using less than their initial deployment

allocation. The contributions of our work are as follows:

ˆ We expose �ne-grained telemetry data from Linux's Completely Fair Scheduler (CFS) [223].

This allows Escra to quickly track and react to actual resource needs, resulting in both high

performance (low latency and high throughput) and low cost (minimal slack2 ).

ˆ We implement event-based memory scaling and periodic memory reclamation. Escra uses

memory scaling to increase container memory upon an OOM event, rather than allowing

the container to be killed. Periodic memory reclamation increases application memory

e�ciency.

ˆ We show Escra is e�ective by comparing slack, latency, and throughput performance to

recently proposed systems. We reduce application latency by up to 96% while increasing

2 Slack: a container's CPU or memory limit minus its CPU or memory usage
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throughput up to 3.2x over a state of the art container orchestrator. These low latency and

high throughput rates are achieved while simultaneously reducing the median CPU and

memory slack by over 10x and 2.5x, respectively. We show the overhead from the central

controller is minimal.

ˆ We show Escra reduces slack and both CPU and memory reservations in serverless applica-

tions without increasing application latency, potentially reducing cost to both the developer

and the infrastructure provider.

5.2 Related Work

Current container orchestration systems (Kubernetes [125], Borg [224], Mesos [101]) set static

container resource allocations. Here we present recent works that instead dynamically scale con-

tainers and discuss the limitations of these systems.

Vertical Pod Autoscaler (VPA) VPA is a Kubernetes project that implements au-

tomated container scaling through a threshold-based scaling mechanism [88]. VPA sets a target

resource utilization and an upper and lower bound on that utilization. When the container usage

hits the upper threshold, VPA scales the container up. When the lower bound is hit, VPA scales

the container down. VPA also has the capability to enforce per-application limits via resource

quotas [127]. A resource quota is a hard resource limit on the aggregate compute usage across all

or a subset of deployments or services in a Kubernetes namespace.

Limitations of VPA VPA sets the upper and lower limit scaling bounds far apart. Since

scaling a container requires a container restart, VPA only scales a container at most once per

minute. The loose scaling-bound limit and infrequent container scaling results in high slack which

translates to decreased cost-e�ciency.

Autopilot Autopilot is a proprietary Google project that addresses the low cost-e�ciency

of static container deployments [196]. Autopilot runs a control loop that collects both per-second

and �ve minute aggregated usage data from each container, analyzes it, and then makes a prediction
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on whether or not a container needs to be scaled. Autopilot uses machine learning predictions to

scale container limits as frequently as every �ve minutes.

Limitations of Autopilot While Autopilot provides an automated mechanism to set

limits, it does so at coarse-granularity which causes cost-e�ciency and performance issues for two

reasons. First, Autopilot's heavy-weight algorithm and periodic control loop prevent it from quickly

responding to changes in workloads. As a result, resource predictions are forced to at least match

the maximum predicted usage over the next allocation period (Autopilot uses a default 5-minute

period). This leads to unnecessary slack. Second, because Autopilot relies solely on prediction, it is

unable to correct inaccurate predictions even when resources are available. Inaccurate predictions

can cause unnecessary OOMs and CPU throttles.

Firm Firm also uses machine learning to improve containerized application performance

and cost-e�ciency [185]. While Firm does attempt to minimize CPU reservations, the primary ob-

jective of Firm is to reduce service-level objective (SLO) violations. Firm minimizes SLO violations

by intelligently multiplexing compute resources to optimize the critical path of an application. Firm

is similar to Autopilot because it does not require a pod restart to scale container CPU resources

and can update container limits automatically.

Limitations of Firm Firm does not implement seamless or automaticmemory scaling,

requiring users to set static limits. Firm shares the limitations of Autopilot regarding performance

and cost-e�ciency issues as both frameworks feature a coarse-grained, ML-based feedback loop.

5.3 Introducing Escra

Escra is a container resource allocation system that achieves high performance, cost-e�ciency,

and strong isolation. Escra automatically scales containers in a �ne-grained manner, while providing

strong isolation via a new abstraction called a Distributed Container. A Distributed Container

allows containers belonging to the same tenant to dynamically share resources across multiple

compute nodes while capping the overall aggregate resource usage for a given application or tenant

at runtime.
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Figure 5.1: Escra Architecture. A single control node manages and controls a set of containers
distributed across multiple worker nodes.

Figure 5.1 shows a high-level view of the four key components in the Escra architecture.

The Application Deployer and Container Watcher ( 1O ) take a set of YAML �les describing a set

of Kubernetes deployments, services, and containers. The Application Deployer interfaces with

the Kubernetes API to deploy containers. The Container Watcher monitors Escra containers and

enables newly deployed containers to start streaming �ne-grained telemetry to the Controller. The

logically centralized Controller ( 2O ) handles the unique, �ne-grained telemetry sent from the kernel

via kernel hooks on workers (3O ). These kernel hooks obtain �ne-grained scheduler data that is not

available in user-space. A centralized controller model can be capable of scaling, as evidenced by

production systems for datacenters [226] and geo-distributed network services [216]. The Resource

Allocator ( 4O ) ingests telemetry from the Controller and makes per-container resource allocation

decisions. Finally, similar to Kubernetes's per-node kubelet [125], an Agent is run on each host
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Figure 5.2: Escra's CPU tracking ability under a dynamic workload

( 5O ). The Agent handles resource updates sent from the Controller and can dynamically scale both

CPU and memory container limits without restart on the order of 100s of microseconds. In this

section, we describe Escra's unique ability to make scaling decisions on a �ne-grained timescale and

in an event driven manner. A complete description of Escra's architecture follows in Section 5.4.

To illustrate the bene�ts of �ne-grained container resource allocation, we deployed and loaded

a container with sysbench [124], saturating 1-4 CPUs at any one time. The trace of the application

execution with Escra is shown in Figure 5.2. Escra tracks the exact resource needs on a rapid

time-scale by reacting to container throttles and OOM events and adjusting resources based on

information collected during each CPU scheduling period and at OOM events. The implication

of this �ne-grained right-sizing is that Escra (1) signi�cantly reduces slack and (2) simultaneously

improves performance as applications are being allocated the resources they need rather than being

throttled or killed due to OOMs. The remainder of this section provides further insights into how

Escra achieves �ne-grained resource allocation.

Per-period CPU Telemetry and Dynamic Reallocation Fine-grained telemetry data

is required to minimize slack via �ne-grained resource allocation. Our initial analysis of systems that

aggregate CPU and memory data (cAdvisor [40], Prometheus [183], Kubectl [125], etc.) found they

su�er from ine�ciencies stemming from reliance on coarse-grained timescales. Allocating resources

quickly is not useful if allocations are based on usage data that is stale or aggregated at insu�cient

levels. Our goal is to obtain near-instant usage information so Escra never operates on stale data.
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In order to obtain �ne-grained CPU data, Escra uses kernel hooks into Linux's Completely Fair

Scheduler (CFS). Upon deployment of each container, the Agent process creates a kernel socket for

the container to use to report its metrics to the Controller. To implement �ne-grained telemetry,

containers report their per-period runtime statistics to the Controller at the end of each period.

The telemetry data consists of the cgroup ID of the container, whether the container was throttled

in the last period, and the amount of unused runtime in that period.

The Resource Allocator ingests raw container metrics from the Controller and uses two win-

dowed statistics to track unused runtime and the number of throttles. The Resource Allocator uses

these statistics to update per-container limits as often as every 100ms. The goal is to proactively

update limits in order to keep the container limits just above container usage at all times. We up-

date container CPU quotas using RPCs to the Agent process running on the host of the container,

similar to [185].

Reactive Memory Reclamation and Reallocation upon OOM Events Escra mon-

itors container memory usage and can seamlessly scale memory limits via two custom system calls

that hook into Linux's memory cgroup structure. 3 One unique opportunity of �ne-grained allo-

cation is the ability to react to OOM events. To achieve this, a kernel hook is added in Linux's

memory allocation function, try charge() , to catch a container after it exceeds its memory limit

and right before it gets OOMed. This hook combats inaccurate predictions within autoscalers. For

example, VPA [88] and Autopilot [196] scale containers at most once a minute and once every �ve

minutes, respectively. There is a chance a container could OOM between allocation decisions. Our

kernel hook allows a container to request more memory from the Controller before the container is

killed. While this is a reactive mechanism for memory scaling, the request lookup penalty is orders

of magnitude faster than a container crash and restart.

One bene�cial aspect of this OOM-preventing kernel event is that the Resource Allocator

can determine how to allocate additional memory resources depending on the state of the node

and the application. If there is available memory on the node, the Allocator can simply scale the

3 Docker supports seamless container scaling [65], but Kubernetes does not.
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needy container up. If the node is under memory pressure, the Controller can launch an aggressive

memory reclamation process that reclaims memory from other containers on the node with high

slack. Not only will this free up memory for the container in need, but it also increases node

utilization, reduces slack, and improves cost-e�ciency.

Proactive Periodic Memory Reclamation In order to reduce memory slack, the Escra

Controller periodically contacts the Escra Agent on each worker node, asking the Agent to reduce

the memory limits of each container on the same node as the Agent. The Agent checks the usage

and the limit of each container it manages. If the limit of a container exceeds the usage of the

container by more than � bytes, then the Agent shrinks the container memory limit such that the

memory limit minus the memory usage equals� bytes. Each Agent then reports back the total

reclaimed memory from its containers to the Escra Controller. The Resource Allocator can then

give the reclaimed memory to other containers experiencing memory pressure.

5.4 Escra Architecture

This section describes the architecture of Escra, our container orchestrator built with Ku-

bernetes, that implements (i) automated container limit settings, (ii) seamless container scaling,

(iii) �ne-grained resource allocation, and (iv) dynamic, per-tenant resource sharing and collective

resource limits enforced at runtime. Escra implements these features using �ne-grained teleme-

try, event-based memory scaling, aggregated application-wide resource limits, and a centralized

Controller and Resource Allocator.

5.4.1 Application Deployer & Container Watcher

The Application Deployer ingests a Distributed Container con�guration as a set of YAML

�les (Figure 5.1, 1O ) describing a set of containers, and maximum CPU and memory limits. The

maximum CPU and memory limits represent the limit on the aggregate usage of all containers in the

application (Figure 5.3, 2O ). Prior to deploying the containers via Kubernetes, the Deployer sends

the global application limits to the Controller. This informs the Resource Allocator (Figure 5.1,
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Figure 5.3: Escra Controller, Resource Allocator, and Distributed Container

4O ) of the total maximum usage of the containers in the deployment. Once the Deployer sends

the application limits to the Controller, the Controller is ready to accept network connections from

each container.

Initial limits are set to bootstrap containers when they �rst deploy but these limits will be

changed by the Controller at runtime. The Deployer initializes the CPU and memory limit of each

container to:

global cpu limit
# containers

(5.1)
global mem limit � �

# containers
(5.2)

where � is a con�gurable parameter representing the percentage of the global application

memory limit to be withheld for containers that experience OOM events.

The Container Watcher integrates with Kubernetes to detect container creation. Upon de-

tection, the Watcher noti�es the Agent (Figure 5.1, 5O ) located on the same host as the newly

created container.

5.4.2 Kernel Hooks

Escra uses kernel hooks to enable �ne-grained telemetry and trap OOMs. After an Agent

is noti�ed that a new container has deployed, the Agent invokes a custom syscall that carries out

three tasks, each implemented via kernel hooks (Figure 5.1,3O ). First, the syscall creates a TCP
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kernel socket to message the Controller (Figure 5.1,2O ) and informs the Controller of the existence

of the container. The per-container TCP kernel socket will persist for the life of the container.

Once the Controller registers the new container, it updates the container's CPU and memory limit

based on the global application limits and current application resource use.

Next, the syscall modi�es the container's underlying Linux CPU and memory cgroup struc-

tures to enable �ne-grained telemetry and event handling. For CPU, the syscall hooks into Linux's

Completely Fair Scheduler to extract runtime data to stream to the Controller. At the end of each

period, the hook writes the container's cgroup quota, unused runtime (theruntime variable in the

CFS Bandwidth kernel structure), and whether the container was throttled in the last period into

a shared FIFO bu�er in the kernel.4

After the hook �nishes writing data to the bu�er, the runtime of the cgroup is re�lled and

the next period begins. Per-container kernel threads consume statistics from the FIFO queue and

send the queued CPU statistics over UDP to the Controller. Along with the container quota and

remaining runtime, the CPU statistic message also includes a tag letting the Controller know what

container the incoming statistic refers to. The hook will report statistics once per-period for the

life of the container.

To handle OOM events, the syscall adds a kernel hook in the memory cgroup structure

(memcgroup) for the container. If a container exceeds its memory limit, before it is killed this

kernel hook forwards the OOM event to the Controller over the existing TCP kernel socket that

was previously used during container initialization. If memory is available in the global application

pool, the container can increase its memory limit and continue running.

5.4.3 Controller

The Controller brings all of the system components together and coordinates their inter-

actions. Figure 5.3 shows a more detailed view of the Controller, Resource Allocator, and the

4 Note that per-period unused runtime is not available in userspace and while one could interpret similar data
from the cpuacct cgroup subsystem,cpuacct was never designed for accuracy and was initially designed as a way to
showcase the capabilities of cgroups [37].
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Distributed Container abstraction.

When containers register themselves with the Controller upon deployment, the Controller

creates a logical container object and adds it to a pool of the other Escra containers within the

application (Figure 5.3, 2O ). The logical pool of Escra containers is used to maintain an updated

view and status (resource usage, limit, etc.) of the containers it is managing.

Once all containers are deployed and registered with the Controller, the Controller becomes

responsible for several additional tasks. The Controller is responsible for launching a periodic

memory reclamation process, handling �ne-grained telemetry data from all containers, and handling

memory requests from containers under memory pressure (Figure 5.3,1O ). The Controller is also

responsible for carrying out allocation decisions made by the Resource Allocator (Figure 5.3,4O ).

The Controller is not responsible for making those CPU and memory allocation decisions.

The Controller launches a periodic reclamation loop on behalf of the Resource Allocator that

triggers each Agent to reclaim excess reserved but unused memory from each container in the cluster.

The Resource Allocator determines to what extent each container's memory is resized. Every 5

seconds, the Controller sends a request to each Escra Agent, requesting the Agent to reduce the

memory limit of each Escra container,C(i ), and send back the amount the container was resized

by  . This resized value is the amount of memory reclaimed from that speci�c container. The

reclaim process is as follows. The Agent reduces the memory limit on a container if:

C(i ) l > C (i )u + �

where C(i ) l and C(i )u are the memory limit and usage of the container, respectively, and� is

a tunable parameter managed and set by the Resource Allocator that represents the memory

reclamation \safe margin." If the condition above is satis�ed, the container limit is updated via:

C(i )0
l  C(i )u + � ; otherwise, the container limit is left unchanged. We empirically set the safe

margin to 50 MiB. The amount of reclaimed memory is measured as:

  C(i ) l � C(i )0
l

where C(i )0
l is the resized container limit and  is the amount of reclaimed memory. Therefore,
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for each container that is resized, the Agent passes back to the Controller bytes of memory. The

Escra Controller forwards  bytes to the Resource Allocator which then adds bytes of memory

into the global memory pool via: global mem limit  global mem limit +  . Note that the

Controller passes all CPU telemetry data, memory requests, and reclaimed memory updates to the

Resource Allocator.

5.4.4 Resource Allocator

The Resource Allocator is the lightweight decision-making component that determines the

containers whose resources should be allocated to or reclaimed from. The Resource Allocator is

composed of three key components. First, it has a global resource pool for both CPU and memory.

For CPU and memory, it keeps track of the maximum application limit (Figure 5.3, 2O ), the total

allocated resources, and the total unallocated (or available) resources (Figure 5.3,6O ). Second,

the Resource Allocator collects �ne-grained CPU telemetry data from the Controller and uses a

lightweight algorithm to make decisions on whether or not to scale up or scale down individual

container CPU limits (Figure 5.3, 5O ). Third, the Resource Allocator consumesout-of-memory

events sent from the Controller and, based on the globally available memory, increases the memory

limit of memory-pressured containers.

If a container is not using up to its allocated resource limit, the Resource Allocator will

trigger the Controller to take away those excess resources. However, the Allocator is designed to

quickly identify when resources need to be given back to containers and will instruct the Controller

to update container limits as needed.

Dynamic CPU Allocation The CPU allocation algorithm consumes CPU telemetry data

sent from each container across all nodes in order to share CPU allocations across nodes and remain

under the maximum CPU limit (
 l ). At the end of the container running period t, the Resource

Allocator consumes a runtime statistic from the Controller. The runtime statistic for a container

i during period t (C(i )[t]) includes the container quota (C(i )q[t]) in ms, the amount of unused

runtime ( C(i )q[t] � C(i )u [t]) in ms, and whether the container was throttled (C(i )th [t]) in the last
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period t.

The Resource Allocator uses two sliding windowed statistics that track (i) the excess runtime

a container has at the end of each period and (ii) if a container was throttled during the last period.

Based on these windowed statistics, the Resource Allocator determines whether a container needs

or has excess CPU runtime and updates container quotas. A container quota (or limit) during

period t is increased ifC(i )th [t] = 1 and will be increased for the following period t + 1 via:

C(i )q[t + 1] = C(i )q[t] +

nP

t=0
C(i )th [t]

n
� �(
 l �

�X

i =0

C(i )q[t])

where

nP

t=0
C(i )th [t]

n
is the windowed statistic measuring the average number of throttles over the

last n container periods,
�P

i =0
C(i )q[t] is the unallocated CPU runtime for the entire application, �

is the number of containers in the application, and � is a tunable parameter that a�ects the rate

at which a container CPU quota is scaled.

A container quota during period t is decreased ifC(i )q[t] � C(i )u [t] > 
 , where 
 is a tunable

parameter that adjusts when container quotas should be scaled down. A container quota for period

t + 1 is scaled down via:

C(i )q[t + 1] = C(i )q[t] � �

nP

t=0
(C(i )q[t] � C(i )u [t])

n

where

nP

t=0
(C(i )q[t] � C(i )u [t])

n
is the windowed statistic measuring the average runtime remaining

during the last n container periods, and � is a tunable parameter that a�ects the rate at which

container quotas are scaled down. We empirically found that systems with high variance in CPU

usage between periods performed better with a larger � and a smaller
 and � .

Dynamic Memory Allocation This section details the Resource Allocator algorithm for

handling out-of-memory events received from containers and ensuring the proper sharing of memory

resources across an application. The Resource Allocator determines the amount of additional

memory to allocate to containers under memory pressure and the amount of memory to reclaim

from containers with unused memory.
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The Resource Allocator consumesout-of-memory events that are sent from a container just

before the container is killed for exceeding its memory limit. Upon receiving anout-of-memory

event from a containerC(i ), the Resource Allocator checks if there is unallocated memory available

in the global resource pool. If there is no available memory (all global memory has been allocated

to containers), the Allocator tells the Controller to reclaim unused memory from other containers

in the application (described in Section 5.4.3). We implementout-of-memory events in Escra this

way to avoid killing a container for exceeding its memory limit when available memory in the

application exists.

If the Controller is able to reclaim memory from other containers in the application, the

Resource Allocator will allocate a �xed number pages of memory toC(i ) by invoking the Agent

to update the memory limit of C(i ). If the Allocator is unable to reclaim any memory from other

containers, C(i ) is killed by the operating system (as is standard).

Integrating Escra With Serverless Frameworks The �ne-grained approach to re-

source allocation in Escra is well suited to serverless environments due to the high degree of multi-

tenancy in serverless systems as well as the short-lived nature of serverless functions. Since functions

have short execution times (90% execute in under 1 minute [201]), coarse-grained resource man-

agement solutions are insu�cient for serverless workloads. Since Escra is �ne-grained and designed

for use with containers, it is compatible with serverless frameworks that use containers to isolate

serverless functions.

We choose OpenWhisk [18], an open-source serverless platform, as an example to illustrate

how Escra may be integrated with serverless frameworks. In our con�guration, OpenWhisk is de-

ployed via Kubernetes and serverless functions (termeduser actions) are run in pods. Each pod

is deployed as part of the Kubernetesopenwhisk namespace. Treating OpenWhisk as a single

application, one can use theopenwhisk namespace and invokercontainerPool memory limit to

set global application memory in Escra. We modi�ed pod a�nity to ensure OpenWhisk infras-

tructure was deployed on dedicated infrastructure nodes so there would be no resource contention

between OpenWhisk components and user actions. While there is no global invoker CPU limit in
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OpenWhisk, one can set memory and CPU to scale linearly, which indirectly sets a global CPU

limit. Escra does not delay container creation in OpenWhisk because the connection between a

container and the Controller does not block the container from beginning to execute. Escra already

interfaces with Kubernetes so no further modi�cations are needed for a minimal integration that

allows all user action pods to bene�t from resource sharing and reclamation.

5.5 Implementation

Escra implementation consists of a total of 14.1k SLOC. The Controller and Resource Al-

locator are written in C++ and utilize gRPC to communicate with the Deployer, Watcher, and

Agents (all written in Go). The Deployer sits on top of Kubernetes and integrates with the Kuber-

netes deployer API via client-go [48] to deploy Escra containers. Docker is used as the underlying

container runtime. The Container Watcher integrates with the Kubernetes work-queue API and

communicates with the Agent via gRPC as well.

Escra worker nodes run a custom Linux kernel based on Linux kernel 4.20.16. The custom

kernel includes a hook in the CFS cgroup subsystem and in the memory management subsystem.

The kernel also includes a custom message structure used for CPU telemetry reporting and memory

requests to the Controller. The rest of the kernel modi�cations include approximately 1,500 SLOC

spread across six kernel modules that implement limit resizing and CPU telemetry.

5.6 Evaluation

The goal of Escra is to automatically and seamlessly achieve high performance, cost-e�ciency,

and isolation. As �ne-grained allocation is a key capability of Escra, the �rst goal of our evaluation

is to show how much Escra's highly reactive decision making process is able to improve both

performance and cost-e�ciency in comparison to common practice (static allocation) and a state-of-

the-art system (Autopilot). Our second goal is to show how Escra can reduce the overall reservation

requirements for serverless applications, while maintaining application performance; this has the

potential to reduce cost for both the application owner and the infrastructure provider.
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5.6.1 Experimental Setup

Experiment clusters are created using Cloudlab [70] resources consisting of a control node

and worker nodes. Along with the default Kubernetes components, the control node runs the Escra

Deployer, Watcher, Controller, and Resource Allocator. Each worker node runs an instance of the

Escra Agent.

Microservice Benchmark Applications We �rst evaluate Escra on a set of four mi-

croservice applications running across three worker nodes and one control node. Each node consists

of two Intel Xeon Silver 4114 10-core 2.20 GHz CPUs, 192GB of ECC DDR4-2666 memory, and

a dual-port Intel X520-DA2 10Gb NIC. We set � to 0.8, 
 to 0.2, and � to 20 in the Resource

Allocator for all experiments unless otherwise stated.

The microservice applications represent a set of four interactive, real-world benchmarks: (1)

MediaMicroservice [75] (32 containers): a microservice similar to IMDB [108] where users can

search, review, rate, and add �lms, (2) HipsterShop [102] (11 containers): an online shopping

microservice consisting of standard browsing and purchasing of various items, (3)TrainTicket [222]

(68 containers): a microservice that simulates a train ticket booking service consisting of searching,

booking, modifying tickets, and (4) Teastore [215] (7 containers): a simulated online tea store where

users can browse and purchase hundreds of various teas.

For each microservice experiment we load the microservice with one of four workload distri-

butions: a �xed request rate, an exponentially distributed request rate, a bursting request rate, and

an Alibaba datacenter trace [10]. The Fixed workload sends requests at a constant 400 requests

per second. The Exponential (Exp) workload sends requests in an exponential distribution with

� = 300. The Burst workload sends a �xed 50 req/sec. with an additional 10 second exponential

burst of requests where� = 600 every 20 seconds. Finally, the Alibaba workload is sped up by 10x

and sends requests at rates anywhere from 56-548 req/sec.

Evaluation Metrics Below is a list of metrics used in this section (derived from [196]):

ˆ Absolute Slack : The container CPU or memory limit minus the container CPU or mem-
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ory usage.

ˆ Application Throughput : Measured in successful requests per sec.

ˆ Application 99.9 th Percentile Latency : Measured as the 99.9th percentile end-to-end

latency.

Autopilot Implementation Autopilot [196] is not open-source so we implemented a

recreation of the Autopilot ML recommender to compare against Escra. The Autopilot ML rec-

ommender is inspired by a multi-armed bandit problem in which an agent tries to use the best

set of arms to maximize the total reward gain over time. Some parameters used in the Autopilot

algorithm are manually tuned by their engineers (wo, wu , etc.). As they did not specify what values

they used for these parameters, we tuned them to values that resulted in the best performance.

Note that Autopilot defaults to updating container limits every 5 minutes. We tested the

update period of Autopilot at 60, 30, 10, and 1 seconds and saw �ner-grained update periods

achieve better performance. The throughput of HipsterShop with Autopilot at 1, 10, 30, and 60

second update periods degrades from 422 req/sec. to 382 req/sec. to 279 req/sec. to 108 req/sec.,

respectively. While we do not know how practical it is to run Autopilot at that granularity at scale,

we show comparisons against 1 second intervals as a best case for Autopilot.

5.6.2 Performance - Cost-E�ciency Trade-o�

Intuitively, there exists a resource allocation trade-o� between performance and cost-e�ciency.

One can allocate a large amount of resources to eliminate any possible performance penalty (mea-

sured in throughput and latency), but this leads to poor cost-e�ciency (measured in terms of

slack). In contrast, one can signi�cantly under-allocate resources and improve the cost-e�ciency,

but this is at the price of reduced performance. We further examine this trade-o� in the context of

both common practice (static allocation) and state-of-the-art (Autopilot), and illustrate that Es-

cra achieves better performance and cost-e�ciency than each system, and that the other systems

compromised on one of the metrics.
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First, we estimated the resources needed for the MediaMicroservice from the Deathstar

Benchmark [75] by pro�ling each container and measuring maximum CPU and memory usage. We

then ran the application in underutilized (limits set at 0.75x the pro�led max), best-estimate (set

at 1.0x), and safe bu�er (set at 1.5x) cases. For each case, we measure the end-to-end performance

(latency and throughput) and slack (CPU cores allocated minus cores used, and MiBs allocated

minus MiBs used). As expected, performance increased (i.e., latency decreased and throughput

increased) with more resources allocated; however, slack (resource wastage) also increased. We

�nd the 1.5x allocation level illustrates a su�cient bu�er and use that setting for evaluating the

trade-o�s in comparison to Autopilot and Escra.

For this evaluation, we deployed each microservice and used the workload generation-based

benchmarking tool wrk2 [217] with the four di�erent workloads. Each application is evaluated

when managed by 1.5x static limits, Autopilot, and Escra. This setup allows us to measure both

latency and throughput, to quantify the performance in each approach, and slack, to quantify the

cost-e�ciency of each approach. Figure 5.4 shows the resultingchange in latency and change in

throughput between Autopilot and Escra and between static limits and Escra for all four appli-

cations and workload distributions. Table 5.1 summarizes our results and is broken down in the

subsequent sub-sections.

App Comp.
Avg.
� La-
tency

Avg.
�
Tput.

Avg.
� 50%
CPU
Slack

Avg.
� 99%
CPU
Slack

Avg.
� 50%
Mem.
Slack

Avg.
� 99%
Mem.
Slack

Static vs.
Escra

38.0% 25.4% 81.3% 74.2% 55.0% 95.9%

Autopilot
vs. Escra

36.1% 54.5% 78.3% 78.6% 26.7% 68.9%

Table 5.1: Average performance increase and average slack reduction for both CPU and memory
between static and Escra and between Autopilot and Escra. Escra improves performance, while
signi�cantly reducing slack
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Figure 5.4: Change in 99.9% latency and throughput between Autopilot, the 1.5x measured peak
static allocation and Escra. Note: TrainTicket with Burst and Exp workloads experienced a
throughput increase of 134% and 324% respectively but are cut o� at the top of the �gure

(a) TrainTicket - Fixed (b) Teastore - Alibaba (c) HipsterShop - Exp (d) MediaMicroservice -
Burst

Figure 5.5: CPU slack CDFs comparing Escra, Autopilot, and statically deployed resources across
the MediaMicroservice, HipsterShop, TrainTicket, and Teastore microservices with various work-
loads

(a) TrainTicket - Fixed (b) Teastore - Alibaba (c) HipsterShop - Exp (d) MediaMicroservice -
Burst

Figure 5.6: Memory slack CDFs comparing Escra, Autopilot, and statically deployed resources
across the MediaMicroservice, HipsterShop, TrainTicket, and Teastore microservices with various
workloads. The x-axis is log scale

5.6.3 Static Allocation vs. Escra

We �rst look at the change in both latency and throughput between a statically allocated ap-

plication and an application deployed with Escra. Table 5.1 show that on average, Escra decreases

latency by 38% and increases throughput by 25.4% compared to statically allocated applications.

Escra can achieve these performance numbers with an average 50th and 99th percentile CPU slack

improvement of 81.3% and 74.2%, respectively. Escra also decreases 50th and 99th percentile mem-

ory slack by 55% and 95.9%, respectively.

In an ideal world, we would not see a performance improvement from Escra over a statically

deployed application allocated 1.5 times the peak measured resource usage; the static deployment

would never experience any throttles or OOMs. However, this result is a testament to how di�cult



56

it is for developers to set resource limits on containers [11, 185, 196, 61, 173]. Not only is it hard to

pro�le containers, since you never know what the workload rate is truly going to be, but also the

tools to measure resource usages (especially for CPU) tend to aggregate over seconds to minutes,

smoothing out usage spikes [40, 183, 180].

The other reason for the performance di�erence between Static Allocation and Escra is from

the fact that Escra can dynamically share and shift resources between containers at runtime. For

example, in a static deployment, when a container is underutilized (Cu) and another container is

getting throttled ( Ct ), Ct cannot use any ofCu 's resources. However, in EscraCu is scaled down

while Ct is scaled up (without exceeding the per-application global limit). Escra's ability to shift

resources among containers and enforce a per-application limit at runtime enables an application

to fully utilize its allocated CPU and memory. This is a Distributed Container's main di�erence to

Resource Quotas [127, 174]. Resource Quotas are only enforced at container deploy time, so in the

case above,Ct cannot scale up becauseCu is already deployed and the global limits were enforced

on deployment. In the case of VPA [88] (discussed in Section 5.3), the autoscaler would have to

constantly kill and restart containers as CPU usages changed.

We break down TrainTicket with Fixed and Teastore with Alibaba experiments in the fol-

lowing paragraphs to help illustrate the ability of Escra to achieve both high performance and cost

e�ciency.

TrainTicket with Fixed Workload Figure 5.4 shows that TrainTicket with Fixed per-

forms slightly worse with Escra than with static allocation, seeing a 5.5% decrease in throughout.

Examining the slack in Figures 5.5a and 5.6a, 50% of the time, the static allocation has over 2.5

cores of CPU slack and 256MiB of memory slack. In contrast, Escra has a 50% CPU slack of 0.14

cores (a 17.9x improvement) and memory slack of 49MiB. This experiment shows the trade-o� the

static deployment makes, sacri�cing signi�cant cost-e�ciency for a slight performance increase.

Teastore with Alibaba Workload Escra improves latency and throughput of Teastore

by 25.7% and 51.6%, respectively. Figures 5.5b and 5.6b show while Escra is able to increase

performance, it can do so while reducing 50th and 99th percentile CPU slack by over 81% and 74%
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respectively, while also signi�cantly reducing memory slack.

5.6.3.1 Autopilot vs. Escra Autopilot aims to reduce slack without sacri�cing perfor-

mance using ML. However, Table 5.1 shows on average, Escra decreases latency by 36.1% and

increases throughput by 54.5% compared to Autopilot. Table 5.1 also shows Escra's average 50th

and 99th percentile CPU slack improvement over Autopilot is 78.3% and 78.6%, respectively. Escra

also decreases 50th and 99th percentile memory slack by 26.7% and 68.9%, respectively. We further

examine the results of two of these experiments below to determine how Escra can achieve both

high performance and high cost e�ciency.

HipsterShop with Exp Workload In a few cases, Autopilot gets some performance

improvements over Escra since it trades for performance gains at the cost of slack. Autopilot

increases the throughput of HipsterShop compared to Escra by 3.16%. However, Figures 5.5c

and 5.6c show Autopilot over allocates resources, with the median slack greater than 1.43 cores and

20% of allocations over 2.38 cores. For Escra, the median slack is 0.12 cores (an 11.6x decrease)

with an 80th percentile CPU slack of 0.35 cores.

MediaMicroservice with Burst Workload Figure 5.4 shows Autopilot degrades Medi-

aMicroservice with Burst throughput and increases its latency. This indicates that Autopilot fails

to quickly react to rapid and signi�cant changes in CPU workloads and memory usages, resulting

in low slack but higher latency and lower throughput. For the same application and workload,

Escra is able to not only increase latency and throughput performance by 16.6% and 84.3%, but

also able to reduce slack over Autopilot. Escra has a 99th percentile slack less than 66% of a core

and a 99th percentile memory slack of 46MiB.

5.6.4 Takeaways

Table 5.1, Figure 5.4, and the four cases above show Escra rarely performs worse than static

allocation and Autopilot, but when it does, the performance degradation is small and the slack

savings are signi�cant. When Escra outperforms the static allocation and Autopilot, Escra does so
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with signi�cantly reduced slack, proving that Escra is able to achieve both high performance and

high cost e�ciency. One of the key reasons for the high performance Escra is that Escra is able to

greatly reduce OOMs. In all 32 experiments, Escra experienced zero OOMs, while Autopilot had

up to 8 OOMs in a single experiment.

5.6.5 Serverless

This section shows how Escra integrates with OpenWhisk [18] by benchmarking two appli-

cations: ImageProcess and GridSearch. We run ImageProcess with one control node, three worker

nodes, and two nodes reserved for serverless infrastructure (i.e., OpenWhisk and a data store). The

GridSearch application runs with one additional worker node. Each node is composed of two Xeon

E5-2650v2 8-core 2.6 Ghz CPUs, 64GB of DDR-3 memory, and a dual-port Intel X520 10Gb NIC.

For both applications OpenWhisk is con�gured to create each user action pod with 1 vCPU for

CPU request and limit, and 256 MiB of memory. We set� to 0.8 and 
 to 0.2 for both applications

and � to 35 for ImageProcess and 20 for GridSearch in the Resource Allocator.

Serverless Benchmark Applications ImageProcess is a single-function application in-

spired by the image processing application in [240]. The function reads an image from a database,

processes image metadata, creates a thumbnail, and writes the thumbnail to the database. Our

workload is simple: an ImageProcess request is sent every 0.8 seconds over 10 minutes. We perform

four iterations of the experiment for a total of 3k invocations for each test case. At the beginning of

each experiment, we ensure there are no ImageProcess pods running (to ensure initial cold starts).

GridSearch is a traditional approach for tuning hyperparameters in classi�ers. This batch-like

application [106] uses� 115 serverless function pods to classify an Amazon product review dataset

using scikit-learn [200] and tunes the classi�er hyperparameters using the GridSearch algorithm.

Each function is charged with completing tasks until all 960 tasks are completed. GridSearch uses

the Lithops framework [145] for orchestration. We set the Lithops serverless backend to OpenWhisk

and the Lithop storage backed to Redis.

The reason � is set to di�erent values for GridSearch verses ImageProcess is due to the
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di�erences in workload characteristics. In GridSearch, each user action is relatively long-lived as

each action is a worker that will complete as many tasks as possible. Thus, it was performant to

give � for GridSearch the same value used for microservices. In ImageProcess, a user action is

a short-lived request. As such, container reuse is common and containers may experience periods

of idleness between user actions. Increasing � allows containers to more quickly be granted the

resources they need as they are created and as they transition from idle (unused) to used (running

a user action).

Evaluation Metrics Below are the metrics used in the evaluation of the serverless bench-

marks:

ˆ Aggregate Limits : Since it is common in serverless systems to bill based on total usage,

and serverless providers have a strong incentive to pack as many functions as possible per

server, instead of CPU/memory usage per pod we focus on the aggregate of container CPU

and memory limits.

ˆ Application Latency : Application is measured in end-to-end latency per request (Im-

ageProcess) or job (GridSearch).

5.6.6 OpenWhisk vs. Escra + OpenWhisk

Performance We �rst consider ImageProcess performance for OpenWhisk alone and

OpenWhisk + Escra. Figure 5.7a shows that, up to the 80th percentile, OpenWhisk + Escra

sees modest performance gains over OpenWhisk alone while the overall 99th percentile latency re-

mains similar for both. The average invocation latency with OpenWhisk + Escra is 1.99 seconds

as opposed to 2.12 seconds with OpenWhisk alone. Unlike other applications tested with Escra,

ImageProcess requires Escra to handle a variable number of pods as the number of application pods

at the start of each benchmark iteration is zero. The similarity in tail latency between OpenWhisk

alone and OpenWhisk + Escra indicates that Escra is capable of supporting the dynamic scale-up

of application pods needed in serverless environments.
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(a) ImageProcess request latency (b) GridSearch application latency

Figure 5.7: Serverless latency CDFs

To obtain a CDF of GridSearch application latency, we ran GridSearch on: (1) OpenWhisk

alone, (2) OpenWhisk + Escra with the same amount of resources allocated as in the OpenWhisk

alone experiment, and (3) OpenWhisk + Escra with 80% of the application resource limits al-

located compared to OpenWhisk alone. We ran the application 50 times for each con�guration.

Interestingly, we observe the same average latency (� 300 seconds) when we run GridSearch by

allocating equal resources to OpenWhisk and Escra + OpenWhisk (cases 1 and 2) and only 1%

higher average (303 seconds) for case 3, showing Escra can allocate fewer resources to an app and

maintain similar performance. As is indicated in Figure 5.7b, Escra + OpenWhisk outperforms

OpenWhisk alone at 99th percentile and has lower tail latency.

E�ciency Figure 5.8 shows aggregate CPU and memory limits for OpenWhisk and Open-

Whisk + Escra for ImageProcess. On average, OpenWhisk + Escra sets the limit at 7 vCPU

whereas OpenWhisk static allocation results in a limit of 12 vCPU, resulting in a savings of ap-

proximately 5 vCPU for identical workloads. For memory, the di�erence in the limit averages

around 1550 MiB.

According to Figure 5.9, OpenWhisk allocates 113 vCPUs for GridSearch on average. On

the other hand, Escra + OpenWhisk was able to reduce the vCPU allocation to 53 vCPUs. For

memory, on average, OpenWhisk sets the application aggregate limit to 29087 MiB while Escra +

OpenWhisk is able to run the same GridSearch application with an application limit of 22264 MiB.

On average, Escra + OpenWhisk saves 60 vCPUs and roughly 7 GiB of memory space.
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(a) Image Process CPU (b) Image Process CPU
Savings

(c) Image Process Mem (d) Image Process Mem
Savings

Figure 5.8: Aggregate memory and CPU limits averaged per second over four test iterations for
ImageProcess. We highlight the di�erence (savings) between OpenWhisk limits and OpenWhisk +
Escra limits with the savings graphs.

(a) GridSearch CPU (b) GridSearch CPU Sav-
ings

(c) GridSearch Mem (d) GridSearch Mem Sav-
ings

Figure 5.9: Aggregate memory and CPU limits over 5 minutes of running GridSearch. We highlight
the di�erence (savings) between OpenWhisk limits and OpenWhisk + Escra limits with the savings
graphs.

5.6.7 Takeaways

As shown in the ImageProcess and GridSearch benchmarks, Escra only minimally e�ects

function latency while providing signi�cant resource savings on static CPU/memory limits. In

sum, Escra increased e�ciency while maintaining performance. ImageProcess in particular shows

that Escra is able to handle a dynamic and rapid increase in number of application pods. The

GridSearch results showcases how Escra can help running batch-like, data intensive, long-running

applications with fewer resources but without increasing latency.

5.6.8 Escra MicroBenchmarks and Overheads

Why a 100ms Report Period? Escra uses a 100ms CPU telemetry report frequency for

two main reasons. First, 100ms complements the default Linux CFS period. Second, we measured

the 99% end-to-end latency performance across various report frequencies every 50ms from 50ms to

200ms. Collecting CPU statistics at the end of every period (100ms) and reporting them directly



62

to the controller resulted in the lowest application latency.

Escra Network Overhead Escra sends usage statistics over UDP to the Controller and

the Controller launches RPC calls to the Agent process to update container limits. The peak

network overhead measured for 32 containers is 12.06 Mbps. Since the majority of the bandwidth

usage comes from the per-container CPU telemetry, we expect the network overhead to scale linearly

with the number of containers managed. An investigation into how Escra scales as containers

are geographically farther away from the Controller and Resource Allocator (increasing network

latency) is left to future work.

Escra CPU Overhead The largest CPU consumers in Escra are the Controller, Resource

Allocator, and the kernel threads running on each worker node reporting telemetry data. The

Controller consumes the most CPU out of the three since the the memory reclamation process relies

on the cAdvisor API [40], consuming up to 85% of a core. Replacing the cAdvisor functionality with

memory limit/usage system calls would greatly reduce the memory reclamation overhead. Without

cAdvisor, the Controller and Resource Allocator together use 5.7% of a core with 68 containers. For

a cloud-scale analysis, we assume a separate Escra Controller and Resource Allocator that manage

each application. Escra Controllers and Allocators are able to manage 1,192 containers per core.

Assuming 20 cores per node, a collection of Escra Controllers and Allocators can manage up to

23,859 containers per node. Note, as more containers are registered with the Controller, the mean

time between subsequent container stats increases sublinearly.

5.7 Discussion and Future Work

This section discusses how Escra a�ects cloud ecosystems and describes some directions for

future work.

Multi-tenant Building a fully-
edged cluster management system that takes advantage

of Escra remains future work. The contribution of this paper is that �ne-grained, event-driven

resource allocation is possible and performs well. While Escra can e�ectively reduce slack and

increase performance, it remains an open question in how such bene�ts translate to a large-scale,
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complex, multi-tenant system.

Serverless Our initial implementation of OpenWhisk + Escra is naive in several ways:

(1) all containers are treated as the same application; the framework would need to modify this

to deploy pods in per-tenant namespaces, and (2) the OpenWhisk invoker remains unaware of the

actual CPU and Memory limits being used; it would need to be modi�ed to ingest current usage

and limits from Escra. We leave these to future work.

Beyond the e�ciency bene�ts of using Escra in serverless systems, the Distributed Container

abstraction may further be useful for billing and accounting in serverless systems [8, 165]. Many

commercial frameworks set global limits on serverless applications by setting an invocation limit

(i.e., the maximum number of concurrently running functions). With the Distributed Container

abstraction, it would be possible to instead limit based on maximum memory or CPU usage. The

study of limits and billing using Distributed Containers in serverless systems is a subject of future

work.

5.8 Conclusion

This work illustrates how current orchestration systems fail to achieve both high performance

and cost e�cient container deployments, typically trading performance (throughput, latency) for

cost-e�ciency (slack) or vice versa. We motivate the need for a �ne-grained and seamless container

scaling orchestrator and propose a solution: Escra. Escra uses kernel hooks to generate both �ne-

grained telemetry and OOM handling events that allow a logically-centralized Escra Controller to

allocate resources within 100s of milliseconds. As a result, Escra minimizes CPU slack by over 10x

compared to our implementation of Autopilot. Escra also reduces application limits in serverless

frameworks, saving more than 2x the CPU and memory resources over a standard serverless deploy-

ment. Escra's comparison to static approaches, Autopilot, and OpenWhisk indicates �ne-grained

container scaling �nds the balance between performance and e�ciency while maintaining isolation.

Escra is open-sourced athttps://github.com/gregcusack/Escra.git .



Chapter 6

LD-NR and DiNOS: NUMA-Aware Replication for Dynamic Systems and an

Operating System for a Shared Memory Rack

This work focuses on management of data structures in non-uniform memory access (NUMA)

systems, particularly emerging and extended NUMA architectures. LD-NR is a library for NUMA-

aware and temporally-dynamic replication of sequential data structures. By supporting changes to

the replica set over time, LD-NR is able to manage spatial NUMA characteristics even for workloads

with temporally dynamic characteristics. DiNOS is a distributed operating system targeting a

rackscale, extended NUMA architecture; DiNOS uses dynamic replication provided by LD-NR to

manage process page tables.

6.1 Introduction

Computing infrastructure is increasingly composed of non-uniform memory access (NUMA)

architectures, whereby a processor can access locally attached memory faster than memory attached

to other processors. Today, we �nd NUMA in the form of tiles [204] or chiplets [191, 14] within

processors, in the form of multi-socket servers, and even across servers in rackscale systems with

shared memory [52, 207, 59].

Despite the prevalence of NUMA, software designed for traditional uniform memory access

(UMA) architectures can perform poorly on NUMA architectures due to the extra latency incurred

on remote accesses: NUMA characteristics have been documented to impact the performance of

applications by up to 20% [213]. Many ideas have been proposed to address this issue, ranging from
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thread migration [148, 135, 181] to new NUMA-aware data structures [64, 230, 188, 111, 231] and

applications [193, 55]. A general and powerful technique for adapting data structures to NUMA

architectures is to replicate data across NUMA domains, so that a processor can access data locally

on reads, while using a NUMA-aware replication algorithm to update the replicas on writes [42].

Unfortunately, existing methods to replicate data across NUMA domains support only a

static set of replicas|typically one per NUMA domain|which must be decided at initialization

and subsequently cannot be changed. Static replication works well when the computational needs

of the system are also static, but modern systems are often dynamic and so several problems may

occur. First, applications and their workloads can vary over time, for instance, in idle periods

applications may use a few processors �tting on a single domain while in peak periods the same

application may need processors in multiple domains. In this case, replicating data across many

domains is sometimes wasteful but replicating data across few domains is not always su�cient

to attain the bene�ts of replication. Second, the scale of applications are increasing, meaning

applications may have large states and may require resources from a large number of NUMA

domains. Here, it may be too expensive to replicate data across all domains beyond a certain count.

Third, resource scheduling is a complex problem and scheduling decisions vary over time, requiring

an adaptation in the number of replicas. For example, if the system is running out of memory

due to other colocated applications, it may be necessary to reduce the number of replicas. Fourth,

the system infrastructure is also becoming dynamic through new disaggregation technologies [59],

whereby the number of domains provided by the hardware can vary over time. For example, an

operator may assign a new machine to a cluster on a rack to scale an application, where it is

desirable to expand the replica set to include the new machine.

We run several experiments to quantify the performance issues that arise when the system

has the wrong number of replicas due to dynamic changes (Section 6.2.3). Although the memory

overheads of replication are linear to the number of replicas, we �nd that the relative performance

bene�ts across static replication con�gurations are heavily in
uenced by dynamic factors. We

illustrate that it is not possible to optimize the memory-performance tradeo�s of replication in a
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dynamic system using a static policy. Furthermore, we identify cases where static replication can

be detrimental beyond suboptimal performance. For instance, replication with speci�c workload

characteristics can lead to stalls, where operations on the replicated data are unable to complete.

To address these issues, we introduce a new method to replicate data across NUMA domains

called Live-Dynamic Node Replication (LD-NR). LD-NR allows the number and location of replicas

to change dynamically. This enables a user of LD-NR to adjust the performance-memory tradeo�

of replication in response to changes in workload, the number of NUMA domains used by an

application, resource scheduling, or even to changes in system infrastructure.

LD-NR tackles three main challenges in dynamically modifying the replica set: (1) determin-

ing which replica to use for a given operation since there may not be a local replica, (2) ensuring

liveness when some of the replicas may be lagging behind because the replica has not been been

activated by application threads for a while, and (3) adapting the underlying replication algorithm

to provision or release replicas. LD-NR addresses these challenges as follows. First, it uses a new

NUMA-aware replica cloning technique to adapt the replication algorithm to add or release replicas

(Section 6.3.2). Second, it introduces a NUMA-aware dispatcher that matches threads to replicas

while prioritizing locality (Section 6.3.3). Third, it provides a new mechanism for liveness whereby

threads from other NUMA domains detect and update lagging replicas (Section 6.3.4).

We evaluate LD-NR by comparing LD-NR to concurrent data structure implementations

and to a state-of-the-art NUMA-aware replication library, NR, whose static policies are not able to

adapt to system and application state [42]. We �nd that LD-NR can maintain optimal replication

con�guration even in systems with dynamicity, and that LD-NR incurs no memory overhead and

nominal performance overhead when con�gured identically to NR. For instance, for a hashmap being

accessed by 96 cores, LD-NR achieves 2.6� the throughput over the best performing concurrent

hashmap implementation, and provides 97% of the throughput provided by NR with an ideal, static

con�guration.

To demonstrate the power of LD-NR in a more complex setting, we use it to implement

DiNOS, a new operating system for systems with rackscale shared memory. The design of DiNOS
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is motivated by the current resource disaggregation trend (e.g., [52, 207, 59]), whereby a rack may

have a variable number of compute domains sharing memory with each other. DiNOS uses LD-NR

to replicate per-process operating system state such as page tables across the domains where each

process is currently running. By doing so, DiNOS reduces the memory overhead of replication (by

not avoiding useless replicas) while replicating when it is useful (the process is active in that NUMA

domain) and feasible (the system has enough memory). The dynamic replication scheme in DiNOS

enabled by LD-NR provides a �ner granularity than state-of-the-art page table replication schemes

support [186, 178, 1]. This demonstrates the utility of LD-NR for optimizing complex systems in

emerging architectures. In conclusion, the contribution of this paper are as follows:

ˆ We identify and quantify issues stemming from the static nature of the existing NUMA-

aware replication technique node replication (NR) [42], which supports only a �xed number

of replicas (Section 6.2).

ˆ We introduce a new NUMA-aware replication scheme called LD-NR that supports dynamic

replication (Section 6.3).

ˆ We illustrate the power of LD-NR to build a new operating system called DiNOS for

rackscale environments (Section 6.4).

ˆ We implement and evaluate LD-NR and DiNOS (Section 6.7).

6.2 Background and Motivation

NUMA patterns are an ubiquitous trend of modern computation. The primary method of

optimizing NUMA systems is to maximize locality, with the accessor of memory ideally sharing the

same NUMA domain as the memory being accessed. Intuitively, replication can increase NUMA

locality, since all domains containing a replica of data can be considered NUMA-local to the data.

Given this, Node Replication (NR), a novel algorithm and associated general purpose library, was

designed to provide strongly consistent NUMA-aware replication for sequential data structures [42].



68

The dynamic behavior of workloads along with the increasing scale of systems provide a

great opportunity for system optimization, and NUMA-aware replication is positioned to be an

important component of this optimization. However, when properties of the system do not match

the conditions assumed by NR, the bene�ts of NR dwindle and degrade while overheads remain.

This is especially problematic since some properties are shaped by dynamic behavior. To optimize

dynamic systems using NUMA-aware replication for data structures,dynamic replication is needed.

This section begins by providing the details on NR necessary to understand the underlying

assumptions and resulting performance characteristics (Section 6.2.1). We motivate the need for

dynamic replication by highlighting four system trends which illustrate the importance of dynamic

replication as a tool for system optimization (Section 6.2.2). We then show, with measurements,

that the core approach of NR leads to statically decided tradeo�s between throughput and memory

utilization as well as susceptibility to stalls (Section 6.2.3).

6.2.1 Background on Node Replication

Illustrated in Figure 6.1, NR is a general-purpose library implementing an algorithm that

provides NUMA-aware replication for arbitrary sequential data structures [42]. Central to NR is

a shared log (Figure 6.1SharedLog). The shared log allows operations to be appended to and

consumed from the log operation bu�er (Figure 6.1 OpBuffer ). Each operation is an encoding

of an action that accesses or modi�es the replicated data structure (Figure 6.1get and put ).

For simplicity, NR assumes application thread assignment is static (e.g., a thread is pinned to

a core)|an assumption shared in this work. Each thread must register with a replica, and NR

assumes threads register with a NUMA-local replica. Application threads submit operations using

the execute function provided by NR replicas. Each NR replica contains a copy of the replicated

data structure (Figure 6.1 hashmap) and NR-speci�c metadata (e.g., Figure 6.1 LocalTailPtr s,

which record the next operation in the shared log that the replica should consume).

The NR shared log is inspired by shared logs in distributed systems (e.g., CORFU [27]) and

is used to provide strong consistency through linearizability of operations across replicas. When a
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Figure 6.1: A hashmap replicated by NR [42] across NUMA domainsA and B. NR components are
orange striped.

thread submits an operation, it attempts to become the per-replicacombiner. Only one combiner

per replica at a time is required, so not all threads need to become the combiner. A thread will

fail to become the combiner if another thread is already that replica's combiner. Note that the

combiner for a replica only exists in response to an application invokingexecute . If a replica is not

being utilized by any application threads, and thus there has been no combiner activity for some

time, we consider that replica inactive.

The combiner for a replica handles operations submitted by multiple threads registered to the

replica in batches. The combiner for a replicaappendsoperations that mutate the data structure

to the log, which ensures that the operations will be applied to every copy of the data structure.

The combiner of a replicaconsumesoperations from the shared log by applying those operations

to the replica's copy of the data structure. The result of an operationo can be computed once all

operations submitted to the shared log before the submission ofo have been consumed from the

shared log by the combiner; at this point, o can be applied safely and consistently to the local replica

to obtain the result. As the shared log is stored in an unspeci�ed NUMA domain (in Figure 6.1

denoted asAnyMem), actions on the shared log may require cross NUMA domain memory accesses;

however, operations on the local copy of the data structure do not. The NR shared log is optimized

through techniques such as 
at-combining [99]. Complete descriptions of optimization techniques

and garbage collection of the shared log can be found elsewhere [42].
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In addition to the bene�ts of NUMA-aware replication, NR also reduces contention since only

the combiners (and only one combiner at a time per replica) perform mutating operations on copies

of the data structure and the shared log. NR increases the throughput and scalability of accesses

compared to lock-free and lock-based data structures [42].

6.2.2 Motivating Dynamic Replication

NR is designed around a core assumption that there will statically be one replica per NUMA

domain. We argue that the use of NR for system optimization requires dynamic con�guration of

the placement and number of replicas, breaking this core assumption. This section outlines four

characteristics of modern systems that motivate the need for dynamic replication towards the goal

of system optimization. This provides context for Section 6.2.3, which quanti�es how NR can be

used for optimization through measurements of NR under dynamic conditions.

Applications are dynamic: Workloads are inherently variable [196, 201, 57]. Demands

on applications can change, leading the application to allocate or deallocate memory and spawn

or release threads. Likewise, usage behavior changes between applications, deployment scenarios,

and over time. This leads to variance in the data strucutre access patterns, such as the read/write

ratio and timing. The set of replicas should be con�gured to meet application needs.

System scales are increasing: While hosts with one to four NUMA domains are common

today, the scale and complexity of NUMA systems continues to rise. This trend is driven by de-

mands from cloud and machine learning workloads and is supported by architectural advances such

as sub-NUMA domains [191, 14]. Closely related is the more general trend towards disaggrega-

tion, which can also result in more complex NUMA topologies through dynamic cross-component

scaling supported by advances in high-performance interconnects [109, 59]. With the increasing

scale of systems, replication of every data structure on every NUMA domain becomes a signi�cant

overhead; dynamic replication is needed to dynamically control that overhead.

System resource scheduling is complex: Increases in complexity and scale for NUMA

topologies result in a greater number of permutations of NUMA domains across which compute
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and memory may be distributed. A set of resources is assigned to a set of NUMA domains based

on physical resource constraints, current utilization, the allocation and scheduling policies of the

operating system, and any techniques employed by the application to in
uence the operating sys-

tem. An application may not receive its ideal NUMA placement, particularly in a shared system.

Application performance and the bene�ts of disaggregation are diminished when applications are

unable to e�ectively use the NUMA topology re
ected in the resources assigned to the application.

For instance, if one NUMA domain is short on memory, it may not be feasible to maintain a replica

there. If the NUMA topology contains many domains and the data structure is large, a reduced

replication factor may be necessary to avoid exceeding the available memory. Dynamic replication

is a key optimization tool for applications deployed in large-scale, shared systems.

Systems are becoming dynamic: With disaggregation comes the ability for a system

to be pieced together dynamically at runtime. This is a higher-level form of system optimization

than we are referring to, as it is optimizing the formation of a logical computer from a pool of

disaggregated resources. Nevertheless, there is still a need for system optimization within each

logical computer. Dynamic replication is needed to enable an adaptable logical computer to utilize

replication e�ectively.

6.2.3 Impact of NR's Static Replica Con�guration

NR was designed around the assumption that an application will statically allocate a replica

on each NUMA domain application threads run on. This is essential to achieve NUMA awareness

and enables the NR algorithm and library to perform e�ectively. To fully understand NR's de-

sign characteristics and sensitivity to changes in the underlying assumptions, this section presents

experiments measuring the memory utilization and throughput of NR under various conditions.

6.2.3.1 Experimental Setup

We evaluate the e�ectiveness of NR with several replication con�gurations and introduce

dynamic workload characteristics. To do this, we write a benchmark application modeled from



72

(a) Replication strategy nr4 , one replica per NUMA
domain.

(b) Replication strategy nr2 , two replicas in two
NUMA domains.

Figure 6.2: Replication strategies for NRHashMap with 96 threads and a workload of allget
operations. NR components are orange striped.

experiments presented in related work but modify the structure to generate workloads of data

structure operations with dynamically varying characteristics [42, 33, 99]. Our benchmark appli-

cation uses the Rust implementation of NR to replicate a hashmap, NRHashMap; a code snippet

for this hashmap is included in the publicly available artifact [33, 225].

The test machine is a 96-core Intel Xeon Platinum 8260 host that has four equidistant NUMA

domains of 24 cores each and runs Ubuntu 22.04.5 LTS with NUMA balancing and hyperthreading

disabled. Since the test machine has four NUMA domains, we test NR instantiated with one, two

(Figure 6.2b), and four replicas (Figure 6.2a), respectively denotednr1 , nr2 , and nr4 . Application

threads are balanced across replicas and pinned to ensure locality between a thread and it's assigned

replica. If locality is not possible, application threads are pinned to cores to minimize the number

of NUMA domains that access a replica, shown fornr2 in Figure 6.2b.

Unless otherwise stated, each application thread continuously appliesget or put operations

to the NRHashMap in a closed loop, with the choice ofget or put chosen statistically according

to a write ratio. The hashmap keys for each operation are generated randomly from a uniform

distribution. During initialization, the hashmap is pre-allocated with 67 million key-value pairs

with 64-bit keys and 64-bit values. Throughput is aggregated over all threads each measurement

second, and the total memory utilization of NRHashMap is measured at the end of each second

using Rust allocator statistics [87].
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6.2.3.2 Replica Count and Scale

We measured the e�ects of replication count and number of application threads on throughput

(Figure 6.3a) and memory utilization (Figure 6.3d). At each stage in the experiment (delineated

by gray blocks and labeled below the x-axis) the number of threads increases.nr2 and nr4 start

at four threads to ensure at least one thread per replica.

The best replication policy for throughput depends on the number of application threads with

respect to the NUMA topology of the hardware. One replica (nr1 ) performs best when all threads

t �t on one NUMA domain ( t � 24). Once threads spill over to a second domain (24< t � 48),

nr2 becomes the best policy. Whilenr4 consistently uses the most memory,nr4 only provides

the best throughput for 48 < t � 96. nr1 and nr2 show performance degradation once threads

in di�erent NUMA domains begin sharing a replica ( > 24 and > 48, respectively). NR does not

support changing the number of replicas outside of instantiation so it is not possible to pick a

replication factor that provides the best throughput across all stages in this experiment.

6.2.3.3 Diminishing Returns on Memory Utilization for Given Workloads

There are factors beyond scale that in
uence the success of an NR con�guration. Here, we

consider three of them: write ratio (Figure 6.3b), contention (Figure 6.3e), and operation latency

(Figure 6.3c). All three experiments are con�gured with 96 threads. For write ratio in Figure 6.3b,

we increase the percentage ofput to get operations in each stage in the experiment. On average,

nr4 provides the best throughput; however, as write ratio increases the gap between di�erent

replication strategies narrows. Figures 6.3e and 6.3c show a similar pattern. Each experiment is

con�gured with 10% write ratio. For contention (Figure 6.3e), each thread executesn operations on

a thread local hashmap (independent of the NRHashMap) between each NRHashMap operation.

In Figure 6.3c, operation latency is arti�cially increased by modifying the hashmap wrapped by NR

to perform n extra get s or put s each timeget or put is called. The modi�cation of the wrapped

data structure is transparent to NR. It is natural for throughput to decrease both as we reduce

contention and increase operation latency, as the highest theoretical throughput is also decreased
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(a) Throughput of NRHashMap with increasing
threads.

(b) Throughput of NRHashMap as write ratio in-
creases.

(c) Throughput of NRHashMap as operation la-
tency increases.

(d) Memory utilization of NRHashMap with in-
creasing threads.

(e) Throughput of NRHashMap as contention de-
creases.

(f) Throughput of NRHashMap with periods of
replica inactivity.

Figure 6.3: Performance in throughput (6.3a-6.3c,6.3e-6.3f) and memory (6.3d) of NRHashMap,
across varied con�gurations. Each experiment phase (denoted by a grey or white background) runs
for six seconds.
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in these scenarios.

All three experiments show reduced bene�t of replication while the memory overhead remain

constant, illustrating that in dynamic systems static replication can show diminishing returns with

equal cost. While the cost in memory is marginal for small data structures replicated across few

NUMA domains, memory overhead scales with data structure size and the number of replicas.

6.2.3.4 Replica Inactivity and Stalling

Static registration of threads to replicas at initialization makes applications susceptible to NR

stalls. NR can cause blocking if one or more replicas become inactive while other replicas remain

active. Recall that a replica is active if threads that are registered to that replica are performing

operations, since in the course of processing an operation the replica is updated. While increasing

the number of replicas potentially increases peak throughput, it also increases the susceptibility

that a replica in that system will become inactive. If a replica is inactive, space exhaustion on the

shared log can cause aggregate throughput to drop to zero.

We can illustrate a stall using NRHashMap with a 10% write ratio. In Figure 6.3f, during

each six-second interval, all threads assigned to replica0 are made idle for the middle two seconds,

rendering replica0 inactive during that interval. Threads assigned to other replicas continue to

attempt to perform get and put operations, gradually �lling up the shared log with pending

operations. Eventually, this triggers the stall and throughput falls to zero. This is true regardless

of the replication factor (nr2 , nr4 in Figure 6.3f) and the total number of threads (48, 72, and 96

in Figure 6.3f).

Existing techniques to mitigate stalls including a dedicated worker per replica [42] or a peri-

odic timer per replica [33]. However, there are downsides to both options. Dedicating resources can

be wasteful when there is low utilization. Periodic timers still result in stalls, just stalls bounded

by the timer interval; furthermore, threads interrupted by the timer are distracted from the work

they would otherwise be doing. Additionally, both of these solutions rely on information about

the number of replicas and which threads are assigned to each replica. This information is easy
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Figure 6.4: Illustration of LD-NR design highlighting new components (dotted blue). Additional
details on components similar to NR (striped orange) is shown in Figure 6.1.

to track within the static assumptions of NR, but would be hard to track if those values became

dynamic, as in dynamic replication.

6.2.3.5 Summary Our evaluation of NR shows that dynamic factors in
uence the best

replication policy for performance (Figure 6.3a) as well the performance-memory tradeo� of repli-

cation con�gurations (Figure 6.3b|Figure 6.3f). We also note that limitations of available memory

can make certain replication con�guration infeasible. Furthermore, we show that poor �ts between

workload characteristics and replication con�gurations are not only suboptimal, but can cause

degradation (Figure 6.3a) and stalls (Figure 6.3f). Hence, we need a mechanism to adapt the

replication algorithm to workload and system state.

6.3 Live-Dynamic Node Replication (LD-NR)

We introduce Live-Dynamic Node Replication (LD-NR), an algorithm that provides NUMA-

aware replication with dynamic recon�guration to adapt to changes in system and workloads. We

give an overview of LD-NR (Section 6.3.1), and then introduce three new techniques used by LD-NR

to support dynamic replication (Section 6.3.2{Section 6.3.4).
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6.3.1 Design Overview

LD-NR is designed around two new components: a replica dispatcher and an a�nity manager.

Figure 6.4 illustrates the components of LD-NR.

Dispatcher The replica dispatcher serves two purposes: it is a container for metadata and

a gateway through which application threads submit operations to a replica. LD-NR requires a

container because metadata must be preserved independent of the existence of any replica. LD-

NR requires a gateway because threads cannot assume the existence of any particular replica and

thus need a static construct to mediate their access to replicas. The dispatcher provides the basis

for liveness, meaning threads can always access and perform operations on the replicated data

structure.

When an application calls the dispatcherexecute function, the dispatcher selects a replica

to handle the operation. The thread-to-replica matching process is transparent to the thread. The

dispatcher also provides methods for adding and removing replicas. LD-NR does not change the

replication factor unless the application directs it to do so. Exposing the mechanism enabling

dynamic replication to the application rather than implementing speci�c dynamic replication poli-

cies internal to LD-NR allows LD-NR to be adapted to various data structures, workloads, and

architectures.

A�nity manager LD-NR uses an a�nity manager to modify and restore the memory

allocation policy before and after actions that could allocate memory on behalf of a replica. A

core concept of NUMA-aware replication is that each replica is constrained to a particular NUMA

domain. In dynamic systems and where the dispatcher performs thread-to-replica matching, the

a�nity manager is invoked to set an a�nity before an operation that might allocate memory (e.g.,

before a combiner for a replica applies operations to that replica) and then restore it afterwards.

Previous replication techniques such as NR did not integrate a similar mechanism because in static

systems this is often realized for free, e.g., if a thread only acts on a NUMA-local replica, default

memory allocation policies such as �rst-touch make it very likely that the memory allocated for
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a replica will be from the local NUMA domain. The additional capabilities of LD-NR, however,

require an a�nity manager to retain the property of NUMA-bounded replicas.

Because LD-NR is a general-purpose library not tied to a particular operating system, LD-NR

requires the user to provide an implementation of an a�nity manager. For instance, in Linux, we

can use numactl [171]. A�nity managers are reusable, as they tend to use operating system speci�c

and not application speci�c memory allocation controls. While the user provides an implementation

of the mechanism, LD-NR internally uses the manager as necessary, transparent to the user.

Shared log and replicas LD-NR uses the shared log of NR, allowing LD-NR to replicate

arbitrary sequential data structures, linearize operations, and use NR's optimization techniques.

Although the components of the shared log and replicas are similar to those in NR, they required

modi�cations for LD-NR. First, we extend the shared log to keep track of the dynamic replica

set which is necessary for garbage collection of operations on the log. Second, we moved replica-

private metadata, such as thread registration identi�ers and thread contexts, from each replica to

the dispatcher to ensure they are available and unique across replicas.

6.3.2 NUMA- and Log-Aware Replica Cloning

When adding a new replica, LD-NR creates a copy of the replicated data structure. However,

it is not su�cient to simply clone an existing replica as this cloning must be done in cooperation

with the shared log for consistency, and memory must be allocated with the NUMA a�nity of

the new replica. We develop a NUMA- and log-aware replica cloning technique consisting of the

following steps:

1. Select Model Replica: When an application initiates the addition of a replica, the

dispatcher selects the replica that has made the most progress (i.e., consumed the most operations

from the shared log) as a model for the new replica. This ensures that the new replica is not a

straggler.

2. Freeze Replica Model: The dispatcher then stops the model replica from performing

any log operations (consume or append) while cloning is in progress. This freezing is necessary
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to ensure the consistency of the data structure and its metadata, as replica cloning is not atomic.

Freezing the model replica also stops operations from being garbage collected from the log, which

ensures that they will not be missed by the new replica. In the initial implementation of LD-NR,

replica freezes are done with coarse granularity { the dispatcher freezes thread matching entirely

for all replicas. However, future work could allow una�ected replicas to continue to make progress

and even allow a partial freeze where the model replica is still able to append to the log.

3. Clone Model Replica: The dispatcher uses the a�nity manager to change the memory

allocation a�nity of the application thread performing the dispatcher's add replica operation to

match the desired NUMA domain of the new replica. The dispatcher then copies the model replica,

including both metadata and the data structure.

4. Update Metadata: The dispatcher adds the new replica to the replica set of the shared

log (which will allow the new replica to start processing operations) and also adds the new replica

to the replica set maintained by the dispatcher (which will allow the dispatcher to match threads

to the new replica).

5. Restore State: Finally, the dispatcher restores the memory allocation a�nity of the

thread performing the add replica operation and unfreezes the model replica. Both the new replica

and the model replica are now available for use.

The procedure for removing a replica follows a similar logic but loosely in reverse, starting

with removal of the replica from replica sets (to keep threads from acting on the replica) and then

freezing the replica, and so on.

6.3.3 Dynamic matching of threads to replicas

Dynamic replication requires dynamic matching of threads to replicas. There are two im-

portant considerations in the matching process: 1) ensuring threads can access replicas under all

conditions, and 2) ensuring threads access a local replica if one exists. This is critical to achieving

the bene�ts of NUMA-aware replication.

Threads must submit operations to a replica for execution on the replicated data structure.
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The dispatcher manages the set of available replicas and chooses a replica to handle the operation.

The dispatcher selects the replica with the same NUMA a�nity as the thread (which is recorded

during registration), if one is available. Otherwise, the dispatcher selects the replica by load-

balancing threads without local replicas across available replicas.

Replicas must also keep track of the threads they are responsible for. The replica's combiner

uses this information to gather in-
ight operations from those threads for batching. In-
ight op-

erations from threads not acting as combiners must be handled by exactly one combiner, so it is

essential that this bookkeeping be accurate. The dispatcher uses the thread matching algorithm

to update the set of contexts each replica must manage; this update occurs whenever a replica is

added or removed.

6.3.4 Avoiding Stalls with A�nity Management

In NR, a replica may become inactive if its threads do not execute operations, causing the

pending operations in the shared log to build up until there is no free space. At that point, new

operations cannot be added to the shared log, which causes active replicas to block. We show

how LD-NR uses the a�nity manager, the metadata reorganization, and dynamic thread-to-replica

matching to solve this problem.

Recall that in both NR and LD-NR, a thread becomes the per-replica combiner to process

operations on the replica. The combiner for a replica detects a stall when it is unable to append

its operations to the shared log. In LD-NR, we overcome a stall by allowing the combiner that

detected the blocking condition to attempt to also become the combiner of the replica that is

farthest behind, thus becoming the combiner for two replicas. The attempt to become a second

combiner may fail if another combiner is trying to do the same, but regardless, once there is a

combiner working on the replica, that replica is no longer inactive. Whichever thread succeeds

in becoming the combiner uses the a�nity manager to match memory allocation a�nity with the

inactive replica, and then starts consuming operations from the shared log. This advances the state

of the previously inactive replica, ensuring progress. The combiner repeats the process until all
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inactive replicas have advanced enough to allow garbage collection to free space in the operation

log. This clears active replicas for progress.

6.4 A Rackscale Operating System using LD-NR

We demonstrate the utility of LD-NR by using it to build an operating system for a rack

with shared memory. An operating system is a good target for LD-NR because of its synergies

with NUMA-aware replication. operating systems are positioned to control the scheduling a�nities

of threads accessing a replicated structure, enabling an operating system to act as the ideal user

of NUMA-aware replication. Reciprocally, since operating system data structures can become

bottlenecks to process performance, an operating system can bene�t from scalable, NUMA-aware

data structures.

operating systems are typically responsible for singular hosts, which may be large, but

rackscale operating systems using emerging disaggregation technologies may be responsible for

extended NUMA topologies composed of the resources of multiple hosts. As noted in Section 6.2.2,

dynamic replication is especially important in the context of large or extended NUMA architec-

tures. General-purpose operating systems also experience a great deal of dynamism, as they are

expected to gracefully support processes with any workload and any scale up to hardware limits.

Section 6.4.1 elaborates on the context of a rackscale operating systems and Section 6.4.2 presents

the operating system design.

6.4.1 Context

Recent advances in optimized interconnects such as Compute eXpress Link (CXL) [59] can

provide cache-coherent shared memory between interconnected hosts within a rack (� 2{16 hosts).

Given the utility of such interconnects for disaggregated memory [141] and the trend towards scaling

processes and VMs across hosts [47, 44], we posit these interconnects may enable new distributed

operating systems [199, 3].

We assume a rackscale operating system is deployed over such a rack. Each host has a local
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Figure 6.5: Example of LDNR-vMem replication for two processes run by DiNOS.

shared memory region and can access the shared memory regions of other hosts, but at higher

latency. In addition to shared memory, hosts also contribute compute (their local cores) to the

aggregate computational capability of the rack. Rather than specialize the design of a rackscale

operating system to a particular interconnect|a potential avenue for future work|we assume the

interconnect provides several features. First, we assume cache coherence across hosts for shared

memory regions. Second, we assume each host in the rack can access coherent shared memory

via load and store operations. Third, we assume interrupts can be sent between hosts using the

interconnect.

6.4.2 Design

This section describes the design of our rackscale operating system, called (Di)stributed

(N)ode replicated (O)perating (S)ystem (DiNOS). While DiNOS is primarily designed to exercise

LD-NR, key to using a rack e�ectively is resource management within the rack so this is also a

focus of DiNOS' design. While operating systems for NUMA [33, 38] and operating systems for

disaggregation [203] have been considered before, we believe our speci�c setting (
exible pooling of

both memory and compute at rackscale supported by recent advances in interconnects) and focus

(NUMA-aware replication) is a unique combination.

The design starting point for DiNOS is NrOS, a multikernel operating system integrating
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NR [33]. In a DiNOS deployment, a NrOS-derived DiNOS component is deployed on each host in

the rack. There are two primary components to DiNOS.

Ckernel: One host is selected to run a controller instance (a Ckernel) which provides coarse-

grained, global resource management. The Ckernel schedules compute by the core and allocates

memory by �xed-size, 2 GB contiguous slices. We choose to centralize resource management to

ensure the Ckernel can use the holistic rack state for allocation and scheduling decisions [148].

Accordingly, the Ckernel allocator and scheduler are designed in two levels to re
ect a rackscale

extended NUMA topology. The �rst level chooses the host within the rack; the second level

chooses the particular resource within the host and is aware of per-host NUMA topologies. The

global allocator and scheduler in the Ckernel attempts to 1) limit processes to the smallest amount of

hosts, and 2) balance resources across the required amount of hosts. The Ckernel is also responsible

for other control operations including assignment of process identi�ers and management of the in-

memory �le system.

Dkernels: All other hosts run data instances (Dkernels), which contain minimal operating

system state and forward resource requests and control operations to the Ckernel via RPCs im-

plemented over shared memory queues. The purpose of a Dkernel is to support processes using

that Dkernel's physical resources. Each Dkernel contains LD-NR-replicated, per-process operating

system state for all processes scheduled to use the Dkernel's cores. Other Dkernel tasks include

mapping shared memory regions, registering with the Ckernel upon boot, and providing interrupt

handlers. Section 6.4.2.1 provides more detail on LD-NR in DiNOS and Section 6.4.2.2 discusses

support for rackscale processes in DiNOS.

6.4.2.1 LD-NR in DiNOS DiNOS addresses the challenge of managing per-process op-

erating system state across an extended NUMA topology using dynamic replication. By per-process

operating system state, we speci�cally refer to the hardware page tables and the page mappings

comprising the virtual address space of the process. This is analogous to NR-vMEM in NrOS [33],

but when replicated with LD-NR, we refer to this state as LDNR-vMem. LDNR-vMem supports
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operations on a process' virtual address space such asmapand unmap. Sometimes these operations

are called explicitly by the process, such as when mapping a physical memory allocation, but often

they are called by userspace libraries for tasks such as resizing a process' virtual address space.

In NrOS, NR-vMEM is statically replicated by NR across all NUMA domains for all processes.

In contrast, DiNOS uses LD-NR to control where and when LDNR-vMem structures are replicated.

DiNOS enacts a �ne-grained, per-process, on-demand replication strategy. The LDNR-vMem for

each process is only replicated on NUMA domains where it will provide increased locality for the

process. Since LDNR-vMem replicas are only accessed in response to actions triggered by process

threads of execution, the replicas must be placed only where the process is scheduled. An example

of DiNOS LDNR-vMem replication is illustrated in Figure 6.5. The striped, light orange striped

process has one LDNR-vMem replica because it has been scheduled on the cores of one Dkernel.

Although this process has been allocated slices of memory on a second Dkernel, this does not result

in a second replica. The solid dark purple process has two LDNR-vMem replicas because it is

scheduled on the cores of two Dkernels.

6.4.2.2 Cross-host Scaling in DiNOS

DiNOS allows a process to dynamically and transparently scale using any CPUs and any

memory available in the rack irrespective of host boundaries with a uni�ed process address space

across hosts. This provides the bene�ts of disaggregation (e.g., reduced resource stranding [141],

relaxation of bin packing [47]) but requires careful management of resources and per-process oper-

ating system state|the foci of DiNOS design.

Speci�cally, DiNOS manages per-process operating system state using LD-NR and centralizes

resource management in the Ckernel. In addition, DiNOS has an extended translation lookaside

bu�er (TLB) shootdown protocol that uses interrupts across hosts running a process. The Ckernel

uses a global resource accounting scheme that provides rack-unique core identi�ers and rack-unique

shared memory region a�nity identi�ers. While these considerations were required to make DiNOS

function, these techniques are not new to DiNOS so we do not describe them here. Similarly, we
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employ known techniques to reduce the incidence of the Ckernel being a performance bottleneck,

including coarse-grained resource allocations, multi-level allocation logic, allocation-free shared

memory RPC library, page caches on Dkernels, and more.

6.5 Scheduling and Allocation at Rackscale

While the primary purpose of DiNOS is to exercise LD-NR, scheduling and allocation become

more crucial at rackscale on an extended NUMA architecture. Thus, we design an alternative form

of DiNOS, DiNOS*, that allows the top-level scheduler (hereby referred to as the macro scheduler)

to be replaced with more sophisticated mechanisms. Speci�cally, in DiNOS*, we use declarative

cluster management (DCM) [210] to encode allocation problems into a decisions that may be solved

using of-the-shelf SAT solvers.

In DiNOS*, the scheduler assigns requests for CPU and memory to actual resources available

in the rack. DiNOS* uses a centralized scheduler across the rack to make globally optimal decisions.

Like DiNOS, the DiNOS* scheduler has two levels: a macro scheduler which uses a constraint

solver to make decisions at the host granularity (e.g., which host runs a given thread), and a micro

scheduler which uses a simple algorithm to make decisions within a host (e.g., which CPU core

within the host runs a given thread). Also like DiNOS, the two-level scheduler of DiNOS* assigns

compute at the unit of cores (hardware threads) and memory at the unit of 2 MiB chunks called

memslices. DiNOS* uses a two-level scheduler to reduce the problem size for the constraint solver:

a rack may have 100{10K processes, 100{1K cores, and 100{100K GB of memory, and, at that scale,

existing solvers may run for minutes, but DiNOS* need scheduling decisions in milliseconds. Thus,

rather than asking the solver to produce a detailed assignment to every core and every memory

page in the rack, DiNOS* only uses it to provide assignments to hosts. This approach reduces

the solution space for allocation decisions by orders of magnitude. Within a host, resources are

interchangeable, and so the second-level micro scheduler simply assigns the �rst available resource

within the host.

Figure 6.6 illustrates the steps for allocating memory. A request for memory 1O starts with
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Figure 6.6: The process for allocating memory in DiNOS*.

the allocate physical() syscall or when the Dkernel wants to expand the address space of the

process. The per-process cache tries to ful�ll the request from its available pages (fast path from

2O to 12O ). If it fails, the Dkernel sends an RPC to the Ckernel 3O to request several memslices.

The Ckernel forwards the request 4O to the macro scheduler, which adds the request to apending

table 5O , periodically runs the solver 6O to assign a host for any outstanding requests, updates

the pending and placed tables 7O , and returns the assignment(s) to the Ckernel 8O . The Ckernel

invokes the micro scheduler 9O , which picks available memslices within the target host. The Ckernel

returns the memslices to the Dkernel as an RPC response10O . If the request was for less than a

memslice multiple, the extra memory is added to the per-process cache11O . The requested memory

is now available to the process12O . Allocating cores is an analogous process. As an aside, the

process for allocating memory for the Dkernel (e.g., for the LD-NR-vMEM) bypasses the solver:

the macro scheduler simply picks memory local to the log to ensure the log allocations remain

consistent. If no such memory is available, the request fails with an out-of-memory error.

Internally, the macro scheduler maintains a model of the rack state in tables and views

(Figure 6.7), which keep track of the hosts in the rack, their total and available resources, running

processes, pending requests for the next run of the solver, and placed requests. The macro scheduler

runs the solver everyn milliseconds or mrequests (defaults: n=3, m=1) . The solver also takes as

input a set of constraints. The scheduler has some built-in constraints (only assign requests that

have not been placed yet, do not assign more resources than available, and balance the load across

Dkernels). In addition, it can take process-speci�c constraints, such as minimizing the number of

hosts on which resources are allocated. Some of the constraints are hard (they must always be
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Table/View Description
Hosts Hosts, total resources
Unallocated Free resources
Processes Running processes
Pending Requests Requests for new resources
Placed Requests Used resources

Hosts Table
Field Description
Host id Identi�er for host
Total cores # of cores in host
Total memslices # of memslices in host

Pending Requests Table
Field Description
request id Identi�er of request
process Process making request
cores # cores requested
memslices # Memslices requested
status Status of request
controllable dkernel Used by solver to make assignment

Figure 6.7: DiNOS*'s macro scheduler keeps a model of the rack in tables and views. The �gure
shows two such tables.

satis�ed), while others are soft (they have a weight to indicate their importance).

Listing 6.1: The placed constraint ensures DCM only tries to assign Dkernels for requests that

are not already placed.

create constraint p l a c e d c o n s t r a i n t as

se lec t * from pending

where s ta t us = 'PLACED '

check c u r r e n t d k e r n e l = c o n t r o l l a b l e d k e r n e l

Listing 6.2: The memcap constraint ensures that memory is not overprovisioned and adds load-

balancing using a pre-de�ned DCM capacity constraint function. DCMSched also uses a corre-

sponding core cap constraint (not shown).

create constraint mem cap as

se lec t * from pending

jo in una l l oca ted
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on una l l oca ted . dkerne l = pending . c o n t r o l l a b l e d k e r n e l

check c a p a c i t y c o n s t r a i n t ( pending . c o n t r o l l a b l e d k e r n e l ,

una l l oca ted . dkerne l , pending . memsl ices ,

una l l oca ted . memsl ices ) = true

Listing 6.3: The app locality pending constraint (shown) and

app locality placed constraint (not shown) prioritize locality by attempting to maxi-

mize the number of resources (pending and placed, respectively) belonging to a process which are

placed on a single Dkernel.

create constraint a p p l o c a l i t y p e n d i n g c o n s t r a i n t as

se lec t * from pending

maximize

( pending . c o n t r o l l a b l e d k e r n e l in

( se lec t b . c o n t r o l l a b l e d k e r n e l

from pending as b

where b . p rocess = pending . p rocess

and not b . id = pending . id

) )

To de�ne the optimization problem, DCM accepts a number of constraints written as ex-

tended SQL. A sample of the constraints used by the macro scheduler are shown in Listings 6.1-6.3.

Note that some constraints may be in con
ict (e.g., the load balancing aspect ofcapacity constraint

in Listing 6.2 and the locality aspect of app locality pending constraint in Listing 6.3). Con-


icting priorities may be weighted by applying a multiplier to the property the constraint is seeking

to optimize. As DiNOS* is an initial prototype, more complex constraints (such as replication for

fault tolerance, partitioning of the rack, and process groups) and �ne-tuning (such as policy weight-

ing) are left for future work. Section 6.7.2.3 provides an initial evaluation of the macro scheduler

in DiNOS*.
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6.6 Implementation

LD-NR is implemented in Rust in approximately 1800 lines of code (LoC) with an additional

1200 LoC of unit tests. While the algorithm behind the shared log is largely unmodi�ed from NR,

most LoC are modi�ed compared to the Rust implementation of NR [33] due to changes in types

(global instead of replica-local thread identi�ers, etc.) and changes to external and internal APIs.

DiNOS is implemented in Rust using NrOS [33] as a base. As the focus on this paper is

LD-NR, and DiNOS is presented to illustrate the utility of LD-NR, we omit the discussion of

several features of DiNOS in this paper. As such, it is di�cult to get an accurate LoC count for

the presented version of DiNOS but it easily exceeds 5k LoC. DiNOS is theoretically capable of

running unmodi�ed POSIX binaries but the implementation of DiNOS only provides a limited,

hypervisor-like API that supports native DiNOS processes and a limited set of POSIX processes

packaged within a library operating system (the NetBSD rumprun unikernel [195, 168]). This is

an approach inherited from NrOS [33].

The macro scheduler used by DiNOS* is written in Java (� 4k LoC, including unit tests and

three additional solver implementations used in evaluation). The framework to specify and solve

constraints is DCM [210] and the solver is Google OR-tools CP-SAT (version 9.1.9490) [82]. To

specify the DCM system state and constraints for DiNOS*, we wrote� 75 LoC of SQL.

DiNOS, including DiNOS*, is deployable via emulation using KVM [92] and QEMU [31],

with QEMU inter-VM shared memory (ivshmem) [63] regions simulating cache coherent shared

memory regions. Minor modi�cation to the QEMU ivshmem server were required for experiments

con�gured with very large shared memory regions. Because the test machine has limited support

for sub-NUMA domains, in the prototype of DiNOS, the second-level memory allocator in the

Ckernel does not consider host-level NUMA domains.



90

6.7 Evaluation

We evaluate LD-NR in dynamic situations in two di�erent use cases: a hashmap (Sec-

tion 6.7.1), and per-process operating system state in a prototype rackscale operating system

(Section 6.7.2). We conduct all experiments on the test machine described in Section 6.2.3.1.

We answer the following questions:

ˆ Can LD-NR provide the bene�ts of NUMA-aware replication under dynamic conditions?

ˆ Does LD-NR incur minimal overheads compared to an optimally con�gured static replica-

tion scheme?

ˆ Does NUMA-aware dynamic replication bene�t data structures and the applications that

use them?

Additionally, we brie
y evaluate the e�ectiveness of the macro scheduler in DiNOS* compared

to other scheduling heuristics Section 6.7.2.3.

6.7.1 LD-NR Hashmap

We use LD-NR to replicate a hashmap. To answer the �rst evaluation question, we test

the performance of the replicated hashmap under three varying factors: replication count (Sec-

tion 6.7.1.1), both scale and replication count (Section 6.7.1.2), and replica inactivity (Section 6.7.1.3).

To address the second question, we compare the LD-NR-replicated hashmap to an NR-replicated

hashmap with static con�gurations of 1, 2, or 4 replicas (nr1 , nr2 , and nr4 from Section 6.2.3.1). To

answer the third question, we compare the LD-NR-replicated hashmap against additional hashmaps

(Section 6.7.1.2).

The code to wrap the hashmap for replication and de�ne the encodings ofget and put opera-

tions is nearly identical between LD-NR and NR (code snippet for NR included in [33]). Due to the

identical hashmap implementations and because the replication libraries use similar optimization

techniques (e.g., the NR shared log), this comparison allows us to measure any overheads incurred
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(a) Changing replica count to
navigate the performance-memory
tradeo� of replication.

(b) Scaling up threads for LD-NR
compared to NR with static repli-
cas.

(c) Scaling up threads for LD-NR
compared to other Rust hashmap
implementations.

Figure 6.8: A suite of benchmarks showing the performance of LD-NRhm when the replication
policy changes over time (6.8a) and when both scale and replication policy change over time (6.8b,
6.8c).
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by LD-NR. If NR is optimally con�gured, the best performance possible from LD-NR should be

close to that of NR; if NR is not optimally con�gured, LD-NR should provide better performance.

LD-NR requires an a�nity manager, which we implement in � 30 LoC. This a�nity manager

is not speci�c to the hashmap, but is operating system speci�c as it uses a system call tombind to

set and restore the NUMA memory allocation policy for a thread.

6.7.1.1 Performance-Memory Tradeo� We �rst demonstrate whether LD-NR can ex-

plore the performance-memory tradeo� of replication by varying the replication count.

Methodology. We keep other factors steady (96 cores, 10% write ratio) and modify the replication

factor over time for LD-NR by removing replicas (at 5.5, 11.5, and 17.5 seconds) and adding replicas

(at 23.5, 29.5, and 35.5 seconds).

Analysis. The staggered pattern in Figure 6.8a shows that throughput and memory use change

corresponding to the replication factor. LD-NR allows a user to navigate the trade-o� of using

more memory to achieve better throughput.

6.7.1.2 Scaling with Dynamic Replication We now evaluate whether LD-NR can be

used to enact a dynamic replication policy. As noted in Section 6.2.3.2, no single static NR policy

provided the best throughput for NRHashMap across application thread counts. We construct a

dynamic policy for LD-NR that adopts the best NR con�guration at each phase.

Methodology. We measure the throughput and memory usage while scaling up the number of

threads. We compare LD-NR with static NR con�gurations and other concurrent hashmaps imple-

mented in Rust, including: the standard collection HashMap in Rust (std)[218], an implementation

that uses multiple locks over buckets to avoid global contention (CHashMap) [46], a port of Java's

concurrent HashMap to Rust (
urry) [78], the User-space Read-Copy-Update (urcu) library's hash

table, which is lock-free [154, 202, 157], and DashMap [233].

Analysis. Shown in Figure 6.8b, LD-NR is competitive with the best static policy enacted with

NR at each experiment phase. Using the middle two seconds of each phase, LD-NR throughput
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is between 74.7% (phase 0, 1 thread) and> 100% (phase 3, 48 threads) of the best NR through-

put measured for that phase. LD-NR also uses memory conservatively in the early phases of

the experiment, especially compared tonr4 . LD-NR incurs a small overhead compared to NR

when con�gured identically due to the additional checks and logic to handle dynamic con�guration

changes (e.g., at 96 threads with four replicas each, LD-NR sees 97.6% of the throughput of NR).

Compared to other hashmaps in Figure 6.8c, LD-NRhm does not show the best performance with

small thread counts (< 24), but scales with signi�cantly higher throughput than other concurrent

hashmaps (2.6� better than urcu, the hashmap with the second best performance in Figure 6.8c).

This underscores the importance of NUMA-aware replication as an optimization technique.

6.7.1.3 Tolerance for Inactive Replicas LD-NR improves liveness by overcoming stalls

when some replicas are inactive (e.g., when their threads do not execute data structure operations).

We gauge the e�ectiveness of this technique by measuring throughput during intentionally triggered

stalls.

Figure 6.9: When NR encounters stalls, LD-NR continues to provide throughput without applica-
tion intervention.

Methodology. We use the experimental setup from§ 6.2.3.4 to test LD-NR. Recall that the

number of threads changes in each six-second phase and during the middle two seconds of each
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phase, the threads assigned to replica0 do nothing, rendering replica0 inactive and triggering a stall.

LD-NR is con�gured to adapt the number of replicas to the number of active threads in each phase:

two replicas for 48 threads, three replicas for 72 threads, and four replicas for 96 threads.

Analysis. Shown in Figure 6.9, LD-NR is able to provide liveness with an inactive replica trans-

parent to the application. At higher scale (96 threads) there is a performance drop, which is natural

given that one of the combiners must perform twice the work during the period of inactivity and

because fewer application threads are attempting to execute hashmap operations.

6.7.2 DiNOS and LD-NR

We evaluate LD-NR in a more complex setting, DiNOS. We �rst demonstrate that DiNOS

is capable of supporting dynamic cross-host scaling of processes (§6.7.2.1). We then use LD-NR

to navigate the performance-memory tradeo� of replication by changing the number of per-process

operating system state replicas for a process (§6.7.2.2). In both cases, we select memcached, a

common in-memory key-value store, as the process. We measure the throughput of memcached

for random get requests on a dataset of 64 GiB using 8-byte keys and 64-byte values. Note that

memcachedget operations are not operations submitted to LD-NR, but are operations speci�c to

memcached.

Setup. To run DiNOS, we emulate a rack with shared memory. Each Dkernel and the Ckernel run

as a QEMU guest on a single Linux host. We assign resources from a single host NUMA domain

(memory, shared memory, and cores) to DiNOS instances. By running guests on di�erent NUMA

nodes, we create a performance di�erence between local and remote shared regions of each guest.

The test machine has four NUMA domains so we con�gure experiments with 1{3 Dkernels so that

each Dkernel and the Ckernel are on their own NUMA domain.

6.7.2.1 Cross-Host Scaling in DiNOS When a process needs to scale, it has two pri-

mary options: to scale upby using more resources on a single host, or toscale out as a distributed

process across hosts. One motivation for designing a rackscale operating system is to support
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processes larger than a single host through cross-host scaling. This experiment evaluates whether

DiNOS achieves e�cient scale up performance while transparently using resources across hosts.

Figure 6.10: Throughput of memcachedget operations for scale up (DiNOS, Linux-Proc, NrOS)
and scale out (Linux-UDS, Linux-TCP) con�gurations.

Methodology. We con�gure memcached both as a single process (scale up), and as 1{3 statically

sharded processes (scale out). The three scale up memcached deployments are on Linux (Linux-

Proc), NrOS, and DiNOS. We consider DiNOS a special case of scaling up since cross-host scaling

is transparent to memcached. The two deployments for scale out are Linux-TCP and Linux-UDS,

which are deployed with a gateway process that distributes the workload across the memcached

shard processes. TCP and Unix domain socket (UDS) specify how the gateway process communi-

cates with the memcached shards. Figure 6.10 shows the throughput (y-axis, millions of operations

per second) for di�erent memcached con�gurations (x-axis, total application cores used by mem-

cached). Dotted lines indicate when an additional Dkernel (or memcached shard) is added, e.g.,

one shard/Dkernel for 1 � t < 24, two for 24 � t < 48 threads, etc.

Analysis. The single process and single host cases (Linux-Proc, NrOS) illustrate the upper-bound

of performance. DiNOS shows comparable performance with these con�gurations, indicating that

DiNOS successfully hides the characteristics of the emulated rack. In contrast, the scale out con-

�gurations exhibit performance an order of magnitude lower due to the additional communication

required between the gateway process and the memcached shard processes. These results emphasize
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the design goals of DiNOS.

6.7.2.2 Replicating DiNOS state with LD-NR DiNOS uses LD-NR to replicate per-

process operating system state, i.e., process virtual address space management (vMEM) including

the page tables and metadata. We show that LD-NR enables the operating system to navigate the

performance-memory tradeo�.

Figure 6.11: Throughput of memcachedget operations (top) and memory utilization of the repli-
cated page table (bottom) as DiNOS changes DiNOS-vMEM replication factor.

Methodology. We use a static con�guration of DiNOS (3 Dkernels with 24 cores each) and static

con�guration of memcached (72 application threads, a dataset size of 64 GiB). While memcached

is running, at speci�c intervals we manually drop and re-add DiNOS-vMEM replicas, dynamically

adjusting the replication factor of memcached's DiNOS-vMEM. Figure 6.11 (bottom) shows the

memory requirements of the per-process vMEM supporting the virtual address space of memcached,

while Figure 6.11 (top) shows memcached throughput. We show results starting at 45 seconds, to

allow memcached throughput to reach a stable state before modifying the replication factor.
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Analysis Memcached's throughput is largely stable, with temporary drops when we adjust the

number of replicas due to replica freezes (recall that threads may temporarily have to wait to

perform an operation while the dispatcher has frozen thread-to-replica matching, as described in

Section 6.3.2). Once the replica has been added or removed, throughput returns to the stable state

even when the replica set is reduced because memcached's vMEM structure is not under enough

load to bene�t from having three replicas. However, dropping replicas greatly decreases the amount

of memory required as memcached's DiNOS-vMEM structure is large due to memcached's large

virtual address space size. This shows that LD-NR can be used by an operating system to con�gure

a process' vMEM using the granular controls exposed by both LD-NR and DiNOS.

6.7.2.3 Scheduler Policies with Memcached in DiNOS* This section presents an

experiment comparing the performance of a process run by DiNOS* when DiNOS* is con�gured

with di�erent macro scheduler policies. Memcached is once again selected as the process, con�gured

as in previous evaluations with a uniformly distributed workload of get operations. A description

of the �ve di�erent macro scheduler policies follows.

ˆ DCMcap uses the default macro scheduler policies (no over-provisioning, with load bal-

ancing between nodes). Performance of DCMcap tends to see high variance since the solver

does not consider factors important for performance, such as locality.

ˆ DCMloc is DCMcap plus a locality bias that rewards placements that reduce the number

of hosts a process is assigned to.

ˆ FillCurrent chooses a Dkernel for a process randomly and then assigns all requests from

that process to that Dkernel until the Dkernel runs out of resources. Then, it chooses

another Dkernel randomly.

ˆ Random chooses a Dkernel at random to ful�ll each resource request.

ˆ RoundRobin chooses a Dkernel to ful�ll each request in a round-robin fashion.
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Only the �rst two schedulers use the constraint solver, but all schedulers use the same in-memory

database to view and update the cluster state.

Methodology. DiNOS* is con�gured with the largest con�guration possible in the test

environment (3 Dkernels with 24 cores each). Memcached is con�gured to use 24 cores and 16 MB

of memory populated with 8-byte keys and 64-byte values; this makes it possible for memcached to

�t within the resources a single Dkernel, allowing for maximum NUMA locality. Each experiment

is repeasted 10 times per policy and the average throughput and standard deviation is recorded in

Figure 6.12.

Figure 6.12: Throughput for each DiNOS* macro scheduler policy averaged across 10 iterations of
memcached.

Analysis. Scheduling policies that prioritize locality (DCMloc and FillCurrent) achieve the

highest average throughput as they reduce the number of remote memory accesses. Policies that do

not prioritize locality (DCMcap, Random, and RoundRobin) show degraded average throughput

due to more frequent remote memory accesses and distributed core placements among Dkernels.

In terms of average throughput, policies with locality show a throughput increase of 38%-53%.

This experiment highlights the advantage of prioritizing resource locality when allocating system

resources for memory-intensive and latency-sensitive programs such as memcached. As detailed

in Section 6.5, it is worth noting that for other processes, policies other than locality may be

more e�ective. These results highlight the bene�t of being able to tailor the scheduling policy per

application and the importance of customizable scheduling interfaces for rackscale processes.
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6.8 Related Work

Optimizing Data Structures for NUMA Many works adapt speci�c data structures to

NUMA architectures, e.g., [188, 111, 231]. Other works build entire NUMA-optimized applications

designed for tasks such as graph analytics and queries [243, 177]. In contrast, LD-NR provides

one piece of the optimization equation for an application: the method of NUMA-aware replication

for data structures. Other works similarly target data structures. Shaol [115] replicates read-

only data in array-based structures according to static data access patterns extracted at compile

time. LD-NR supports replication based on dynamic factors and is more generic since it supports

sequential data structures, modifying operations, and allows a user to enact bespoke replication

policies. LD-NR inherited the structure of a general purpose library from NR [42] but NR only

supports static replication policy. While NR has previously been extended (e.g., CNR in [33],

veri�cation in IronSync [94]), LD-NR is the �rst to provide dynamic replication.

Optimizations for NUMA Architectures Initial works focusing on NUMA often tar-

geted servers with multiple sockets, but recent works target additional architectures, such as CXL-

based architectures [208, 141] and processors with sub-NUMA (tiled) characteristics [150, 204, 191].

SWARM [164] explores replication protocols specialized for disaggregated memory accessed with-

out cache coherence; LD-NR and DiNOS assume cache coherence. However, future research could

include redesigning the shared log in LD-NR to function without cache coherence.

Optimizing Operating Systems for NUMA with Replication The synergy between

operating system design, NUMA-awareness, and replication is clear. In Linux, AutoNUMA and

extensions automatically optimize the NUMA-locality of processes based on dynamic factors [53,

83, 148]. Locus [182] and Harp [144] replicate �les for availability and performance. Tornado [74]

has a notion of clustered objects supporting partitioning and replication, with local representations

created upon �rst access.

There has been speci�c focus on page table replication due to its importance for process

performance. Carrefour [60] automatically replicates user pages in the kernel. Mitosis [1] and
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vMitosis [178] replicate page tables on NUMA systems, with a focus on factors impacting the per-

process decision to replicate or not, and provides a mechanism to replicate that tailored for page

tables. Similarly, Wasp [186] provides automated policies for enabling or disabling replication of

page tables. NrOS [33] uses replication on all NUMA nodes for page tables and other kernel data

structures. In contrast to LD-NR, none of the systems allow for dynamically changing the number

of replicas beyond full replication on all NUMA nodes or even processors, and no replication at all.

Although we use DiNOS with page table replication as a use case, LD-NR is not operating system

or page table speci�c.

6.9 Conclusion

We introduce a new method of replicating data structures across NUMA domains called

Live-Dynamic Node Replication (LD-NR). LD-NR addresses a key limitation of prior work|a

static in
exible set of replicas|to address the dynamic needs of modern systems (Section 6.2).

LD-NR allows a user to adjust the number and location of replicas dynamically in response to

changes in workload and system characteristics. We show that LD-NR improves performance of

general data structures, and we use LD-NR to build a rackscale operating system called DiNOS

that replicates internal data structures.

In future work, LD-NR could be used as a basis to develop new policies for replication in

other contexts; LD-NR could also be further extended to disaggregated settings to provide fault

tolerance for replicas and the shared log.

LD-NR Discussion LD-NR provides key mechanisms enabling dynamic replication, but

some aspects regarding how best to con�gure dynamic replication remain unexplored. LD-NR

provides a thread-to-replica matching scheme that prioritizes balancing threads that do not have

local replicas across existing replicas. As NUMA balancing is not always optimal, thread balancing

may not always be optimal. Development and analysis of thread matching policies are a potential

direction for future work. Generally, optimization of LD-NR to particular NUMA topologies (cache

line granularity, integration of bandwidth considerations, etc.) is an area of interest for future work.
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DiNOS Discussion Particular to replication in a rackscale operating system, failure is

another dimension to the memory performance tradeo� of replicated data structures. One avenue

for future work is exploring that tradeo� through operating system replication policy that bal-

ances minimization of failure domains with maximizing performance. Another avenue is to change

the tradeo� with respect to failure, by enabling LD-NR to recover from shared log or replica fail-

ure. Generally, the relationship between allocation, scheduling, migration, and defragmentation in

relation to replication policy are an interesting direction for future work.



Chapter 7

Extensions to IRON: E�ciency, Expressivity, and Extensibility in a

Close-to-Metal NPU Programming Interface

This chapter is a reprint, with minor edits, of our published paper in the 33rd IEEE International Sym-
posium on Field-Programmable Custom Computing Machines (FCCM'25): E�ciency, Expressivity, and
Extensibility in a Close-to-Metal NPU Programming Interface [105].

This work presents and evaluates extensions to IRON [158], a close-to-metal programming

toolkit for neural processing units (NPUs). Unlike the works presented in previous chapters, the

goals of this work are not to explicitly manage the spatial and temporal characteristics of the

system. Instead, the extensions to IRON presented in this work allow expert programmers to more

simply express �nely optimized kernels targeting a class of NPUs.

7.1 Introduction

Accelerators such as neural processing units (NPUs) can provide increased performance and

higher e�ciency compared to general purpose processors; however, utilizing accelerator capabil-

ities e�ectively is not always simple [190]. One approach is to construct high-level frameworks

comprised of operations and compilers that abstract details of the accelerator architecture. Ex-

amples of this approach for NPUs are AMD Ryzen— AI Software [15], Intel® OpenVINO— [175],

and Qualcomm® Neural Processing SDK [187]. These platforms enable developers to build and

deploy machine learning models trained in common frameworks such as PyTorch and TensorFlow.

A second approach is to construct low-level toolkits and libraries that support creation of bespoke,

optimized designs using accelerator-speci�c characteristics. An example of this approach is IRON,
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a close-to-metal, general purpose, open-source toolkit for performance engineers targeting AMD

XDNA — NPUs [151, 155, 158]. Each approach serves a di�erent, but important, purpose.

In low-level toolkits, the programming interface contends with tension between providing tools

for programmers to easily express their intent (designer e�ciency) and exposing nuanced hardware

capabilities required for clarity and precision (complexity). Although some tension is fundamental,

speci�c trade-o�s can be navigated through intentional interface design. This work details contri-

butions to IRON that allow designers to represent designs plainly (principle 1: e�ciency ) without

compromising designer ability to in
uence low-level decisions (principle 2: expressivity). These

contributions also enable designers to create new tools to generate portions of designs (principle 3:

extensibility). Central to our contributions is a new API implemented above the existing IRON pro-

gramming interface. This API re�nes IRON programming constructs, provides a new interface sup-

porting extensible tooling for placement (the matching of design constructs to physical resources),

and includes a new supplemental data transformation library, also designed to support custom

extensions. The new API coexists with existing IRON APIs, and is integrated into IRON as a core

programming interface in the open source repository,https://github.com/Xilinx/mlir-aie .

Contributions to IRON are evaluated on the three principles of e�ciency, expressivity, and

extensibility using a set of 27 IRON designs, ranging from minimal (a data passthrough) to com-

plex (streaming vision pipeline for edge detection). Demonstrating expressivity, it was possible to

express all evaluated designs using the new API, with consistent performance between new and pre-

vious design implementations. Indicating increased e�ciency for designers, we �nd a� 26% average

reduction of single lines of code (SLOC) and average reduction across Halstead metrics [95] across

designs. Illustrating extensibility, we craft a custom placement generator and a custom data trans-

formation generator using the new API, and examine the utility of custom extensions. Twenty-four

example IRON designs utilize the placement tool. Five of the designs, including aGEMMdesign with

complex runtime data movement tiling patterns, use the data transformation generator.

The remainder of the paper is structured as follows. Section 7.2 provides an overview of

NPUs. Section 7.3 summarizes IRON. Sections 7.4-7.7 present the design, implementation, and
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evaluation of our contributions. Section 7.8 discusses related work and Section 7.9 contains con-

cluding thoughts.

7.2 Architectural Overview of AMD XDNA — NPUs

This section provides an overview of AMD XDNA— NPU architecture (Section 7.2.1) and

implications of the architecture for programming and optimization (Section 7.2.2).

7.2.1 AMD XDNA — NPU Architecture

Figure 7.1: Simpli�ed diagram of an AMD XDNA — NPU such as found in Ryzen— 7040 proces-
sors [192].

An AMD XDNA — neural processing unit (NPU) consists of several types of tiles arranged
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spatially in a two-dimensional grid connected by a streaming interconnect. NPUs are designed

for power- and area-e�cient inference: the AMD XDNA — NPU found in Ryzen— 7040 and 8040

SoCs provides> 10 trillion operations per second (TOPS); using the XDNA—programming stack for

DNNs, models run with 4.3-33� performance per watt compared to the on-chip x86 processor [192].

The XDNA — 2 architecture provides up to 50 TOPS [16].

Figure 7.1 is a simpli�ed architectural diagram; comprehensive descriptions are available

elsewhere [192]. AI Engine (AIE) tiles (also found in Versal—architectures [4, 5]) contain a very long

instruction word vector processor core with associated data memory, program memory, program

counter, register �le, and functional units [192]. Memory tiles provide additional on-chip SRAM

scratchpad storage, while shim (or interface) tiles help manage external interfaces [192]. A streaming

network-on-chip (NoC) supports point-to-point data transfers between tiles and can be con�gured

for broadcast or selective multicast. Unlike architectures with hardware-managed caches, on NPUs

on-chip data is bu�ered in scratchpads with software-managed data movement that is both explicit

and deterministic [192]. Data movement accelerators (DMAs1 ) orchestrate asynchronous data

movement, and using bu�er descriptors (BDs), support reorder, reshape, and repeat patterns.

7.2.2 Implications for Programming and Optimization

While explicitly controlling data movement is an optional optimization possible in most

cache-based architectures, the architecture of the NPUnecessitates explicit data movement for

all NPU designs. Explicit data movement can increase the determinism of application latency and

throughput and can reduce power consumption [192].

The NPU architecture provides rich features to optimize data movement. Utilizing L2 bu�ers

in memory tiles can reduce the o�-chip bandwidth required for some applications. Duplicating data

using broadcast supported by the NoC can further reduce o�-chip memory bandwidth requirements.

On-the-
y data transformations supported by DMAs can reduce the number of DMA operations

needed to represent a data movement pattern. This is useful for partitioning data according to

1 DMA in this context refers to a physical component rather than the act of direct memory access.
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an algorithm and for structuring data appropriately for vectorized instructions. These attributes

enable a performance engineer or compiler to �ne-tune data movement.

The memory hierarchy and arrangement of AIEs in an NPU is spatial. In an NPU design,

compute and data must be placed at explicit locations on the device. NPU designs are also temporal.

Synchronization is supported in hardware by locks, and the integration of those locks with DMAs

operations [192]. To allow a programmer to �ne-tune how and when actions occur on the device,

the programmer must be able to express both spatial and temporal relationships [149].

7.3 IRON: A Performance Toolkit for NPUs

This section summarizes IRON, an open-source programming toolkit for AMD XDNA—

NPUs [158]. IRON provides �ne-grained control over spatial and temporal aspects of NPU de-

signs, with an emphasis on data movement.

7.3.1 IRON Overview

The heart of IRON is a multi-level intermediate representation (MLIR) dialect, mlir-aie [158].

MLIR is a technology that supports reusable, modular, and domain-speci�c compiler infrastruc-

ture [131], and is a popular choice for targeting diverse architectures, such as accelerators ([79],

[219], [221], etc.).mlir-aie de�nes primitives and abstractions for NPUs with a focus on 1) clear

and complete representation of hardware capabilities, and 2) simpli�ed representation of critical

design components such as data movement, synchronization, and design structure.mlir-aie is the

core of the IRON low-level programming interface for NPUs and de�nes an IR that compilers for

higher-level dialects may utilize to target NPUs.

Abstractions in IRON provide programming convenience by capturing common patterns but

do not hide fundamental characteristics of NPU designs including placement, explicit data move-

ment, resource limitations, and complex access patterns supported by DMAs. The abstractions

in IRON are not targeted at a speci�c application domain, although some patterns supported by

IRON are useful for digital signal processing and machine learning.
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The core of the IRON Python API is auto-generated from mlir-aie via MLIR Python bind-

ings [159]. Bespoke extensions to the bindings hide MLIR implementation details such as conversion

between common Python types and MLIR types. IRON-speci�c extensions are supplemented by

mlir-python-extras , an open source library providing helpers broadly useful for cleanly and suc-

cinctly representing MLIR in Python [139]. The IRON Python API supports metaprogramming by

allowing a programmer to mix traditional Python with Python-driven MLIR operation generation.

7.3.2 Lifecycle of an IRON Design

An IRON design can be written in Python using the IRON Python API or in MLIR using

mlir-aie . If written in Python, the script will emit MLIR assembly. IRON designs use core blocks

to specify the code to be executed on each processor core used by a design. Code in acore block

may perform computations, call externally de�ned kernels, or both. External kernels are separately

compiled using tools such as Peano [179].aiecc is the primary compiler driver for IRON and takes

as input MLIR assembly, along with any kernel object �les, and produces two artifacts: a binary,

which includes the programs to run as part of the design, and a sequence of instructions representing

(re)con�gurations of the NPU to be loaded from a host processor during runtime. IRON interfaces

with Xilinx ® Runtime (XRT) to execute designs [238]. IRON designs are debugged using static

analysis of generated MLIR and dynamic analysis through runtime tracing. IRON provides tools

to con�gure tracing mechanisms supported by the hardware [6].

7.3.3 Outline of an IRON Design

Shown in the example IRON design in Figure 7.2a, all constructs that generate MLIR in an

IRON design must be created within an MLIR context (line 1). At the end of a design, MLIR

is emitted using the module constructed by the context (line 29). The �rst logical subsection of

a design is a declaration of resources required (lines 4-9), including physical components (such as

tile s) and IRON abstractions that are lowered to physical resources (such asObjectFifo s, which

are described in Section 7.3.4). Types are expressed using NumPy [96] types (lines 4-5).
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1 with mlir_mod_ctx() as ctx:
2 @device(AIEDevice.npu1_1col)
3 def device_body():
4 mty = np.ndarray[(MH, MW),

np.dtype[np.int32]],!

5 tty = np.ndarray[(TH, TW),
np.dtype[np.int32]],!

6 shm0 = tile(0, 0)
7 aie2 = tile(0, 2)
8 fi = object_fifo( "in", shm0, aie2, 2, tty)
9 fo = object_fifo( "out", aie2, shm0, 2,

tty),!

10

11 @core(aie2)
12 def core_body():
13 for _ in range_(sys.maxsize):
14 a = fi.acquire(ObjectFifoPort.Consume,

1),!

15 b = fo.acquire(ObjectFifoPort.Produce,
1),!

16 for i in range_(TH):
17 for j in range_(TW):
18 b[i, j] = a[i, j] + 1
19 fi.release(ObjectFifoPort.Consume, 1)
20 fo.release(ObjectFifoPort.Produce, 1)
21

22 @runtime_sequence(mty, mty)
23 def sequence(dati, dato):
24 in_task = shim_dma_single_bd_task(fi,

dati, sizes=[1, 1, TH, TW],
strides=[0, 0, MW, 1])

,!

,!

25 out_task = shim_dma_single_bd_task(fo,
dato, issue_token=True, sizes=[1, 1,
TH, TW], strides=[0, 0, MW, 1])

,!

,!

26 dma_start_task(in_task, out_task)
27 dma_await_task(out_task)
28 dma_free_task(in_task)
29 print(ctx.module)

(a)

1 mty = np.ndarray[(MH, MW), np.dtype[np.int32]]
2 tty = np.ndarray[(TH, TW), np.dtype[np.int32]]
3 fi = ObjectFifo(tty)
4 fo = ObjectFifo(tty)
5

6 def core_fn(of_in, of_out):
7 a = of_in.acquire(1)
8 b = of_out.acquire(1)
9 for i in range_(TH):

10 for j in range_(TW):
11 b[i, j] = a[i, j] + 1
12 of_in.release(1)
13 of_out.release(1)
14 my_worker = Worker(core_fn,

fn_args=[fi.cons(), fo.prod()]),!

15

16 rt = Runtime()
17 with rt.sequence(mty, mty) as (dati, dato):
18 rt.start(my_worker)
19 rt.fill(fi.prod(), dati, sizes=[1, 1, TH,

TW], strides=[0, 0, MW, 1]),!

20 rt.drain(fo.cons(), dato, sizes=[1, 1, TH,
TW], strides=[0, 0, MW, 1], wait=True),!

21 print(Program(NPU1Col1(),
rt).resolve_program(SequentialPlacer())),!

(b)

Figure 7.2: A matrix-scalar addition IRON design written without (7.2a) and with (7.2b) contri-
butions.

core blocks are declared as decorated functions (line 11). The AIE acquires access to input

and output bu�ers (lines 14-15) of tile dimension (TH, TW). Synchronization is controlled by the

ObjectFifo s with ownership of those bu�ers. The AIE performs element-wise scalar addition (lines

16-18) before releasing each bu�er (lines 19-20). Loops are denoted withrange , a Python wrapper

for a looping construct provided by the MLIR scf dialect [197].

The runtime sequence (lines 22-28) is used to send a sub-matrix (tile) of data, speci�ed using
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sizes and strides calculated from the matrix and tile dimensions, to anObjectFifo with a shim

tile endpoint. The output tile is similarly received. The runtime sequence is a mix of declara-

tions (shim dmasingle bd task ), asynchronous operations (dmastart task ), and synchronous

operations (dmaawait task ).

7.3.4 Data Movement in IRON

As outlined in Section 7.2, a key architectural component of NPUs is explicit data movement.

IRON supports data movement at varying levels of abstraction, but the primary abstraction is the

ObjectFifo . An ObjectFifo is a circular bu�er with a con�gurable amount (depth) of objects and

has theoretical roots in data
ow theory [62]. Objects belonging to anObjectFifo share shape and

data type and are allocated at the discretion of the compiler. Accesses toObjectFifo objects are

mediated with locks managed by theObjectFifo , and access is granted and revoked withacquire

and release operations.

The ObjectFifo is designed to support common patterns such as broadcast, sliding windows

(if n bu�ers are acquired, a call to acquire(n + 1) will acquire just one more; similarly, if m

bu�ers are acquired, a call to release(1) will release just the �rst bu�er, leaving the last m - 1

bu�ers acquired), pipeline balancing (the depth of ObjectFifo s in a critical path can be increased

or decreased), splitting and joining data in L2 (using a link operation to join two ObjectFifo s

over a shared memory tile endpoint), and L2 bu�ering (also using alink ).

7.4 E�ciency, Expressivity, and Extensibility

Extensions to IRON were crafted in order to increase designer e�ciency while maintaining

designer expressivity and enabling extensibility.

E�ciency We seek to enable e�cient expression of designs by allowing features of a design

to be minimally expressed when that feature has not been selected for tuning by the designer.

Designs are multifaceted, with many interesting aspects a performance engineer can choose to focus

on (placement, data
ow, runtime operations, data tiling, kernels, etc.). Not all designs require a
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high level of detail in all aspects. Our contributions aim to allow a designer to e�ciently express

aspects of a design that are not the designers focus.

Expressivity We seek to gain e�ciency { but not at the cost of expressivity. Our contri-

butions to IRON should allow a programmer to express the same constructs as IRON, and designs

written using new contributions to IRON should exhibit the same characteristics (including per-

formance) as IRON designs expressed using existing IRON APIs.

Extensibility We seek to integrate pathways into IRON allowing performance engineers,

who are not necessarily also compiler engineers, to generate portions of IRON designs using custom

algorithms and tools. IRON provides full control over many aspects of a design, which makes

it especially suited for use as an experimental sandbox for automation tools being developed for

higher-level compiler work
ows. Our contributions aim to enable integration of custom extensions

for speci�c aspects of interest such as design space exploration, placement, tiling, and structuring

of runtime operations.

7.5 Contributions to IRON

Contributions to IRON are organized around a new API (Section 7.5.0.1) which includes a

re�ned ObjectFifo API (Section 7.5.0.2) and new constructs for existing IRON design components

(Section 7.5.0.3). The new API supports an extensible placement interface (Section 7.5.0.4) and

includes a library for generating on-the-
y data transformations (Section 7.5.0.5).

7.5.0.1 Creating Distance from MLIR The structure of an IRON design is inherited

from the structure required by MLIR. There are techniques to control and hide the context block

(such as those provided bymlir-python-extras [139]), but if an MLIR operation is created when

the corresponding Python object is created, then the Python objects are subject to the same

rules as the corresponding MLIR operations. MLIR requires an operation be complete (i.e., all

important information known at construction), and be instantiated according to proper placement

in the MLIR context . It is possible to insert and reorder MLIR operations in Python. However, we
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believe it would add complexity and make human comprehension of the IRON programming stack

di�cult if these techniques were used in both the compiler driver and the Python programming

front-end, so we leave these techniques toaiecc .

The constraints of MLIR can be at odds with the goal of increasing the usability of IRON. For

instance, one desirable improvement to IRON is reduction of duplicated information. An example

of duplicated information in IRON designs are the placements of anObjectFifo endpoint and

the core block that uses the endpoint (Figure 7.2a lines 8-9, 11); the placement location could

be provided once instead of twice. However, to construct thecore block and ObjectFifo , both

Python constructors must provide a placement at the time of instantiation { requiring information

duplication.

To relax the requirements of position and information completeness, we create a new top-level

IRON Python API. Python classes in the new API are inheritors of a resolvable interface and

defer creation of MLIR operations until their resolve function is called. If the Python class does

not contain enough information to resolve to an MLIR operation, resolve fails. Figure 7.2b shows

the design in Figure 7.2a rewritten using the new API and associated contributions.

7.5.0.2 ObjectFifo API Deferred resolution is used to re�ne theObjectFifo API. ObjectFifo

declarations (Figure 7.2a lines 8-9) can be succinctly rewritten (Figure 7.2b lines 3-4). The default

depth of ObjectFifo s is set to 2 (due to the prevalence of ping-pong bu�ers); theObjectFifo

name (which becomes the MLIR identi�er) is auto-generated; and theObjectFifo endpoints are

inferred.

When an ObjectFifo is given to an operation or construct for use, anObjectFifoHandle is

generated by callingprod for a producer handle orcons for a consumer handle (Figure 7.2b line

14). prod always return the same object, as anObjectFifo can only have one producer. Multiple

calls to cons generate multiple consumer handles, expressing a broadcast. Since a handle knows

if it is a producer or consumer, there is no need to specify theObjectFifoPort in acquire and

release , further reducing redundancy (Figure 7.2a lines 14-15, 19-20 versus Figure 7.2b lines 7-8,
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12-13).

Instead of porting link to the new API, the ObjectFifoHandle class providesforward ,

split , and join methods which allow data to be forwarded over a tile (useful for L2 bu�ering),

split across a tile (useful for splitting data staged in L2 in one L2-L3 
ow to conserve channels), or

joined across a tile (same use, but in reverse). At resolution, these methods ensure the generation

of necessaryObjectFifo s and link s.

7.5.0.3 Worker, Runtime, and Program Constructs We introduce a new construct, the

Worker (Figure 7.2b line 14). Construction of a Worker mirrors that of a thread in many multi-

threading libraries. A Worker takes a routine to run (core fn ) and the context (fn args ) needed

to run it. Familiarity is one motivation for Workers; a second motivation is the explicit separation

of task de�nition (i.e., the core fn , Figure 7.2b line 6) from the con�guration for running the task

(i.e., arguments to a Worker, Figure 7.2b line 14). This pattern provides a clear path for metapro-

gramming as fn args can contain arbitrary Python values to customize the MLIR generated by

a core fn . This type of metaprogramming is often used to adapt computing tasks to variable

datatypes, dimensions, or distributions of data.

A new Runtime construct represents the runtime sequence (Figure 7.2b lines 16-20). A

runtime sequence does not have the freedom to represent arbitrary computations, which can be an

unclear distinction to IRON programmers as it is visually similar to the imperative block executed

by AIEs in IRON designs. Operations supported by aRuntime include start to indicate a worker

should be con�gured for execution (Figure 7.2b line 18),fill to use a DMA operation to populate

an ObjectFifo with data from a L3 bu�er (Figure 7.2b line 19), and drain to collect data from

an ObjectFifo for a L3 bu�er (Figure 7.2b line 20). A last method, inline ops, allows expert

designers to insert a Python function generating arbitrary MLIR ops into the runtime sequence;

this is roughly analogous to inline assembly in a C program. This technique supports bespoke

con�guration, and will be used in future work to fully support tracing con�gurations in the new

API.
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To compose these components into a design, the newProgramconstruct creates a design from

a Runtime applied to a Device. MLIR for the design is produced by resolve program (Figure 7.2b

line 21).

7.5.0.4 Interface for Placement The new API supports manually placed programs,

meeting the goal of expressivity. However, if a programmer does not provide enough placement in-

formation, resolve program will fail. Without additional extension, this requires all IRON designs

be fully placed. To meet the goals of both e�ciency and extensibility, we construct an interface

supporting placement generation.

Objects in the new IRON API that are Placeable provide a place method that takes a

placement tile as an argument.resolve program optionally takes a Placer argument (Figure 7.2b

line 21). A Placer must implement makeplacement . During the execution of resolve program,

makeplacement is called, allowing thePlacer to invoke place on all Placeable design components

before MLIR is generated. The placement interface supports partially placed designs as well as

placement hints AnyShim, AnyMemTile, and AnyComputeTile. Future work includes support for

tagging Placeable components with programmer-de�ned attributes as a method of supporting

arbitrary placement hints.

The interface for placement ful�lls the goals of e�ciency (designers uninterested in manual

placement may use and reuse placement generators), expressivity (changingPlacers or specifying

partial placement for a given design is straightforward), and extensibility (a user has a well-de�ned

mechanism to construct newPlacer s). The SequentialPlacer in Figure 7.2b line 21 is an example

Placer and is discussed further in Section 7.7.3.1. ThePlacer API is written in Python but com-

mon language-binding tools can be used to wrap existing placement and design space exploration

tools written in other languages into Placer s.

7.5.0.5 Primitives for on-the-
y Data Transformations

One point of complexity stands out in Figure 7.2b: the sizes and strides (lines 19-20). Reason-
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(a) Visualizations for tap00. (b) Visualizations for taps0 .

Figure 7.3: Heat maps generated bytaplib representing access order (top) and access count
(bottom).

ing about transformations from just looking at sizes and strides can be di�cult. To address this, we

create taplib , a library containing two primitive abstractions for expressing and reasoning about

transformations. A TensorAccessPattern (tap ) is constructed from a set of tensor dimensions,

sizes, strides, and an o�set into the tensor. ATensorAccessSequence(tas ) is a collection of tap s

whose tensor dimensions match. Consider an example where a programmer desires to tile a 6� 4

tensor into four 3 � 2 non-overlapping row-major tiles and select the upper-left and lower-right.

Using taplib , this can be expressed as:

tap00 = TensorAccessPattern((6, 4), offset=0, sizes=[1, 1, 3, 2], strides=[0, 0, 4, 1])
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tap11 = TensorAccessPattern((6, 4), offset=14, sizes=[1, 1, 3, 2], strides=[0, 0, 4, 1])
taps0 = TensorAccessSequence.from_taps([tap00, tap11])

taplib provides mechanisms to reason about ttap s and tas es, including visualizations and

animations for 1- and 2-dimensional tensors (Figure 7.3).taplib also supports tools for program-

matic analysis. The graphics shown in Figure 7.3 were produced usingtaplib access maps. An

access count map is a tensor that contains, in each element, the number of times that atap or tas

accesses the corresponding element in the original tensor. An access order map is a tensor that con-

tains, in each element, the element-wise enumeration of the order of accesses de�ned by thetap or

tas . Access maps are useful for catching bugs, as a logical error intap de�nition can be formalized

as atap whose access pattern, in count or order, does not match the intention of the programmer.

The following code snippets demonstrates veri�cation of tap00 and taps0 characteristics using

access maps:

# Num accessed: Count starts at 0, so highest is 5
assert tap00.access_order().max() == 3*2 - 1
# Count of elements accessed by tap00
assert tap00.access_count().sum() == 3*2
# Num accessed: Highest count for two tiles is 11
assert taps0.access_order().max() == 2*(3*2) - 1
# The tas does not access any element more than once
assert taps0.access_count().max() == 1

We de�ne a new concept of equivalence for access patterns using access maps. The strict

de�nition of equivalence requires the tensor dimensions, sizes, strides, and o�set be equivalent

between two tap s. We use the termaccess equivalentto describe tap s which generate identical

access order and count maps. Access equivalence is useful in the context of IRON because DMA

units within an NPU have di�ering constraints on the maximum dimension of sizes and strides

supported, as well as the maximum size (in bits) supported in each dimension. Thus, two access

patterns may be strictly unequal, but be access equivalent, where one yields a valid IRON design

and the other does not. taplib allows a programmer to express these intricacies precisely. The

new IRON API integrates taplib (as an example, theRuntime fill and drain methods take a

tap in lieu of sizes and strides).
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7.6 Implementation

Our contributions are implemented in Python, with the new top-level API implemented in

� 1,400 lines of code (LOC), andtaplib implemented in an additional � 560 LOC. The e�ectiveness

of the contributions are largely agnostic to the implementation mechanism; some contributions are

suitable for integration into mlir-aie as a matter of future work.

7.7 Evaluation

Our contributions aim to increase designer e�ciency (evaluated in Section 7.7.1) while main-

taining the same level of expressivity (evaluated in Section 7.7.2), and to provide clearly de�ned

mechanisms for further extension (illustrated in Section 7.7.3). Sections 7.7.2 and 7.7.3 compare

27 designs (outlined in Table 7.1) before and after contributions to IRON.

7.7.1 E�ciency

In this section, we decompose the concept of e�ciency into two measurements: single lines

of code (SLOC) representing brevity and Halstead metrics representing e�ort. These metrics are

imperfect, but we posit the number and variety of evaluated designs imply these results capture

representative trends.

7.7.1.1 Brevity SLOC is measured usingpygount [184] andradon [189]. All designs were

formatted programmatically using black [130]. Figure 7.4 shows percent decrease between design

versions while Table 7.1 records the SLOC for each design.2 Many designs include some level of

argument parsing and veri�cation (identical between both versions), and this code slightly dilutes

the percentages. Even so, designs written using our contributions to IRON require 25.53% fewer

SLOC on average, with an average decrease of 31 SLOC per design.

7.7.1.2 E�ort We use Halstead metrics, a common suite of metrics for evaluating soft-
2 MSAddSLOC is higher in Table 7.1 than in Figure 7.2 because the full design includes additional metaprogramming

and con�guration.



117
Name Description SLOC Be-

fore/After
Block Designs
Copy� 3 Pass data unchanged through the NPU using 1) DMAs only,

2) DMAs + kernel, or 3) DMAs + external kernel.
42/29 48/39
52/42

MTran-
spose

Transpose a matrix using DMAs. 36/28

VRe-
duce � 3

Element-wise vector reduction (add, max, or min). 50/26 50/26
50/26

VSOp� 2 Element-wise vector-scalar operation (add or mul). 49/36 64/55
VVOp� 5 Vector-vector operations (element-wiseadd, mul, and mod;

vectorized addKern and mulKern).
56/43 56/43
56/43 94/75
94/76

MSAdd Scalar addition to sub-matrix in matrix 62/43
MVAdd Tiled, row-wise, matrix-vector addition. 55/44
MVMul Matrix-vector multiplication. 105/69
VSoft-
Max

Softmax implemented using a lookup table approximation,
applied to all vector elements.

79/58

VReLU Recti�ed Linear Unit, ReLU (x) = max (0; x), a common DNN
activation function.

76/60

Conv2d
� 2

A 2-dimensional convolution operation; second design fuses
kernel with ReLU.

89/77 86/73

Advanced Designs
GEMM Matrix-matrix mult. Each matrix is multiplied in blocks

with dimensions matching NPU intrinsics, and subtiles dis-
tributed to AIEs.

308/279

BBlock Bottleneck block used in DNNs such as ResNet [97]. Imple-
mented as a 3 stage pipeline.

332/245

ResNet-
Conv2x

Conv2D X layers of the BBlocks used in ResNet [97] com-
posed of three BBlocks.

623/414

Color-
Detect

Detect two colors in an image, structured as a 3 stage
pipeline.

163/146

Edge-
Detect

Detect edges in an image using a 4 stage pipeline. 198/177

Color-
Thresh.

Tiled data-parallel color threshold detection. 169/81

Table 7.1: Twenty-seven designs (21 straight-forward block, 6 optimized advanced) used to evaluate
contributions to IRON.

ware [9, 26, 86, 95], to analyze the example designs. Halstead metrics use attributes extracted from

source code (number of operators, number of operands, and counts of both) to de�ne concepts

such as vocabulary and e�ort [93]. Across all designs for all negative Halstead metrics (calculated

using radon [189]), the average of the metric is lower for designs written post-contribution to IRON
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Figure 7.4: Average percent decrease of SLOC per design.

than pre-contribution to IRON. Figure 7.5 shows the calculations for vocabulary (a measure based

on unique operators and operands counted in the source code) and e�ort (a metric designed to

re
ect the e�ort it takes to interact with the program as a writer, maintainer, or reader) [95]. The

average reduction for vocabulary is 4.59 (an average percent decrease of 23.32%) while the average

reduction in e�ort is 179.97 (an average percent decrease of 24.82%).

7.7.2 Expressivity

This section evaluates whether IRON with contributions is as expressive as IRON before

contributions. The example designs, particularly the advanced designs, cover key features and pat-

terns supported by IRON. In Table 7.2, L2Mem refers to the use of memory tiles whileSharedMem

refers to the ability of AIEs to access the L1 memory of another AIE (conserving DMA channels).

Tiling refers to on-the-
y data transformations. Broadcast, Split/Join , sliding Window, and Skip
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Figure 7.5: The di�erence between Halstead vocabulary (top) and e�ort (bottom) per design.

connections are features of data movement.Pipeline refers to a design which is task-parallel; other

designs are data-parallel. Metaprog refers to metaprogramming in the design. NPUCols reports

the number of NPU columns required by the design. All example designs written in IRON post-

contribution produce the same (correct) output as the corresponding original designs; this is the

�rst test of correctness. For further analysis, we employ static analysis of MLIR and measure

performance data.

To verify both versions of the same design utilize the features of the NPU identically, the
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GEMM X X X X X 1-4
BBlock X X X X X X X 1
ResNet-
Conv2x

X X X X X X X X 3

Color-
Detect

X X X X 1

Edge-
Detect

X X X X X 1

Color-
Thresh.

X X X X 1

Table 7.2: Features of advanced designs.

generated MLIR from each version is compared. A naive comparison shows generated MLIR is

di�erent for all designs. However, most of these di�erences are in the ordering of declarations (e.g.,

tiles declared in di�erent order) and so should not a�ect the functionality of the design. Controlling

for the order of declarations, 20 of 27 designs generate identical MLIR. Three designs (GEMM, MVAdd,

MTranspose) use di�erent runtime DMA transfer sizes and strides, but the corresponding access

patterns expressed are access equivalent and so are representative of functional equivalency. Four

designs (ColorDetect , ResNetConv2x, BBlock, EdgeDetect) use one or moreObjectFifo s with

broadcast, and the list of recipients is reordered; reordering does not lead to any di�erences in

functionality.

To corroborate the static analysis, the average latency (100 warm up iterations followed by

1000 iterations) of each design is recorded. The average percentage di�erence between the versions

of each design is approximately 3.36%. 11 of 27 designs using IRON with contributions show

(slightly) higher latency than designs using IRON without contributions. The percent di�erence

between the sum of average latencies across designs for each version is less than 0.09%, which is

attributed to system noise.
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7.7.3 Extensibility

Contributions to IRON include two interfaces designed for extension: the placement inter-

face andtaplib . We target manual placement and data transformation speci�cation for extension

because they can be tedious and error prone tasks, so designers can bene�t both from programma-

bility (to algorithmically generate solutions) and the ability to ignore these aspects of a design

when desired. In this section, we validate that it is possible to construct extensions using these

interfaces.

7.7.3.1 De�ning a Placer The purpose of this exercise is to show thePlacer interface a)

can be used to generate functional designs, and b) successfully allows a user to create aPlacer using

only knowledge of IRON and NPU architecture. To this end, we create aSequentialPlacer , imple-

mented in just 64 SLOC, that uses only constructs from the new IRON API. TheSequentialPlacer

assigns AIEs in a grid-like pattern, and then assigns memory then shim tiles such as to keep

ObjectFifo endpoints in the same column. ThisPlacer is rudimentary; it respects dimensional

constraints of the AIE-array but may yield invalid placements due to other resource constraints. Of

the 27 example designs,SequentialPlacer is used by 24 for full placement; one for partial place-

ment (BBlock); and two are fully hand-placed (ResNetConv2x, GEMM) as the SequentialPlacer

yielded invalid designs due to over-allocation of resources. This illustrates that thePlacer API

successfully allows new placers to be constructed and applied to IRON designs.

7.7.3.2 TensorAccessPattern Generators The true utility of taplib primitives is that

they may be generated to replace hand-crafted sizes and strides. The intent of a programmer can

be di�cult to ascertain by viewing the arithmetic used to compute series of sizes and strides. This

is problematic for readability and maintainability, and puts the burden for creating such arithmetic

on the programmer for every new design. To illustrate howtap s and tas es may by generated for

a class of transformations, we implement an example generator,TensorTiler2D . TensorTiler2D

generatestas es based on tile size, column- or row-wise element access within a tile, groupings of
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tiles (e.g., access more than one tile in a singletap ), column- or row-wise access of tiles within the

group, group repeats (e.g., access the same pattern more than once within the sametap ), and group

steps (e.g., non-contiguous tile groups of speci�c step sizes in vertical and horizontal directions).

TensorTiler2D is implemented in only 277 SLOC and is utilized by �ve designs (MSAdd, MVAdd,

MVMul, GEMM, MTranspose). We largely attribute the di�erences in vocabulary and e�ort in the

GEMMdesign (Figure 7.5) to theTensorTiler2D , which greatly reduces the amount of arithmetic in

the Runtime of this design.

7.8 Related Work

A class of frameworks targeting NPUs { including AMD Ryzen— AI Software [15], Intel®

OpenVINO— [175], and Qualcomm® Neural Processing SDK [187] { provide a higher level of ab-

straction than IRON and focus speci�cally on machine learning. CUDA [77], OpenCL [163], and

HLS [176] are closer to the abstraction level of IRON, but IRON speci�cally targets accelerators

with AIEs. Many works with Python front-ends [45] feature runtime code generation (RCG), of-

ten through just-in-time compilation [122, 129, 219]. Others provide domain-speci�c languages

(DSLs) [128] or embedded DSLs (eDSLs) [133, 137, 156]. This work focuses on e�cient represen-

tation of optimized designs rather than RCG. Worker core functions can be considered as written

in an eDSL provided by mlir-python-extras [139]. Our contributions to IRON instead focus on

other aspects of designs, such as data transformations and re�nement of constructs representing

design structure. [136, 138] proposes a programming model for end-to-end management of AIE

architectures, sharing some of our goals (support for performance tuning and metaprogramming)

but priorities di�er. Our work does not tackle RCG while [136, 138] does not focus on extensible

interfaces or measures of designer e�ciency. [237] illustrates the complexity of DMA transforma-

tions in a scratchpad-based architecture; the tools for expressing DMA transformations provided by

taplib may be useful for further studies in this area. The use of heat maps and visualization tools

for performance engineers is described in [198] and uses similar terminology (access patterns) and

techniques (tensor-based heat maps) [198]. However, that work focuses on analyzing the relation-
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ship between accesses and movement in cache-based architectures, while access patterns supported

by taplib in the context of IRON are con�gurations for data movement. Simulation and modeling

described by [198] could be implemented for IRON designs as a future extension.

7.9 Conclusion

This work describes, implements, and analyzes contributions to IRON that increase designer

e�ciency without compromising expressivity, and provide mechanisms for additional extension.

The contributions successfully change source code characteristics of 27 example IRON designs,

while preserving functionality, through use of a new API with re�ned programming constructs and

extensible interfaces. We observe an average reduction of� 26% SLOC across example designs due

to these changes. While the majority of contributions are speci�c to IRON, this work provides a

data point indicating that �ne-tuning the design of programming interfaces for accelerators can

have a large e�ect on characteristics of designs even without changing the abstraction level of the

interface.
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