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Network service providers (NSPs) offer a wide array of network services to their customers at a global
scale. In recent years, NSPs have been migrating their infrastructures to a virtualized software-based one [8]]
enabled by the network functions virtualization (NFV) paradigm. One critical aspect in operating NFV-
based network services is homing. Homing (or placement) of virtual network functions (VNFs) on cloud
and network service provider (NSP) infrastructures is a crucial step in the orchestration of network services,
involving complex interactions with the cloud, SDN and service controllers. Large NSPs process thousands
of homing requests submitted by their customers on a daily basis. At such large scale, it is imperative that
homing of network services is performed efficiently.

In this dissertation, and guided by our extensive discussions and collaboration with a Tier-1 NSP, we
identify limitations and challenges across multiple layers of the homing stack. Starting at the bottom of the
stack, we look at how it is extremely challenging to provision VNFs in a truly elastic manner — hindering the
ability to efficiently manage them. At upper layers, we identify limitations with current approaches that are
used for service and cloud controllers to aggregate data from end nodes. We analyze why such approaches
are not efficient when deployed at large scale. Finally, we identify several dependency problems that result
from deploying distributed instances of the homing service.

Accordingly, we design systems that efficiently address such challenges across the homing stack.
Specifically, we design a novel stateless architecture for VNFs to provide true elasticity when deployed at
NSP cloud sites — allowing VNFs to seamlessly scale and failover. In addition, we propose and design a
peer-to-peer search service that offers real-time data retrieval at global scale in an efficient manner. We
also design and evaluate a novel homing service that provides quality homing solutions while significantly
reducing load on the service and cloud controllers. We extensively evaluate each of these solutions and

demonstrate their efficiency in addressing the different challenges across the homing stack.
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Chapter 1

Introduction

Network service providers (NSPs) offer a wide range of services to their customers, including:
software-defined WAN (SD-WAN), 5G network slicing, virtual private networks (VPN), and virtual cus-
tomer premises equipment (VCPE). Typically, this is on a global scale — for example, a Tier-1 provider like
AT&T and Verizon service over hundreds of thousands of corporate customers (and tens of millions of in-
dividual customers) across thousands of edge data centers and points of presences (PoPs) [9/140]. In order
to greatly reduce the time to provision and manage network services for customers, as well as decrease the
overall operational expenditure (OpEx), these NSPs are moving to virtualized software-based appliances
(known as network functions virtualization, or NFV, in industry) [41]]. One of the critical steps in operating
NFV-based network services is homing, which effectively determines where to place a collection of virtual
network functions (VNFs) that make up a given customer’s homing (service) request.

Homing, however, is a challenge to realize in practice in an efficient manner. Shown in Figure|l.1|is
a high level illustration of the homing infrastructure. Homing requests come in to a homing service (step
@). which then formulates a set of possible ways to home the request and uses the northbound API of
a collection of cloud and service controllers (step @) to determine what practical options there are and
how efficient they are. To fulfill those requests, those controllers use a southbound API (step @) to get
information from micro-data centers, on the current state of the system. Then, after evaluating the collected
information, the homing service compiles a solution for each submitted request, which is then, passed down
to the NFV framework (step @) for provisioning. Four fundamental problems emerge from this architecture,

which this dissertation seeks to address in a bottom-up manner.
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Figure 1.1: High-level view of the homing infrastructure showing numbered steps of the flow of processing a homing
request at each layer of the stack: (1) homing requests get submitted by NSP customers, (2) the homing service will
query the NSP controllers to fetch feasible resource candidates, and subsequently (3) the controllers will issue numer-
ous queries to the end nodes to collect run-time information. (4) the homing service provides its recommendations
(solution) for each homing request, which then are passed down to the NFV framework for provisioning.

(1) How can the NFV framework provision network services in an elastic and agile manner that utilizes

resources and allows flexible management without interrupting service?

(2) How can controllers collect resource information in real-time given the geo-distributed nature of

the NSP homing infrastructure?

(3) How can we gain information to make informed homing decisions without placing significant

(querying) load on the controllers?

(4) How can we account for dependencies and handle resource contention and optimize resource shar-

ing while we process simultaneous homing requests?

Each of these questions raises issues with each of the steps in Figure [I.T]in a bottom-up manner. In

the remainder of this chapter, we provide a brief overview of the homing service (§I.1), and describe the



challenges and proposed solutions for each of the questions that this dissertation seeks to address (§1.2H1.5)).

1.1 Overview of VNF Homing

In this section, we provide a brief overview of the homing service and describe how it works. We also

describe the underlying infrastructure on top of which the homing service operates.

1.1.1 What is Homing?

Homing (or placement) of virtual network functions (VNFs) on cloud/network service provider in-
frastructures is an essential part of the orchestration of network services. NSPs offer homing as part of a
suite of networking solutions to their customers, and a number of network automation and management
frameworks [[103}107]] provide the homing service in one shape or another — with many global NSPs driving
the effort to develop and deploy such frameworks [104]. Due to the large geo-distributed scale of NSP in-
frastructures, this process consumes both time and resources by having to query numerous service and cloud
controllers to find the best candidates to home VNFs while optimizing for the service request’s objective(s).

The homing service, in a nutshell, provides recommendations for where to place VNFs, also known
as network demands (firewall, gateway, loadbalancer, etc), submitted in the form of homing service requests
by NSP customers — typically enterprises wishing to offload their networking functionality to the NSP. Each

homing request consists of three main blocks.

e Demands (VNFs): a block that specifies the VNFs and the types of resources that are suitable to
home those demands, such as: cloud resource (instantiate new instance of the VNF), or service

resource (use slices of existing shared instances).

» Constraints: ablock that specifies how to evaluate resource candidates to determine their feasibility
to home a given demand(s) — e.g., a firewall should be within close proximity to the customer’s
location. A service can have any number of constraints, and there can be some services that do not

have any constraints.



* Objective functions: a block that specifies the objectives for which the homing service should

optimize (distance to customer, latency, resource utilization, provisioning cost, etc).

To summarize, the high level flow of a homing request is illustrated in Figure [I.T} and can be de-
scribed as follows. Upon receiving a homing request (step @), the homing service will parse the request,
which entails fetching a set of initial candidates for each of the demands in the request from the NSP in-
ventory — mainly including high-level and static information about those candidates. The homing service,
then, starts to evaluate the constraints for each of the demands. Constraint evaluation may require run-time
information to be available, which in turn, triggers queries (step @) to be sent to the corresponding con-
trollers — causing the controllers to fetch (step @) such run-time information directly from the end nodes
(candidates). After evaluating the constraints, the homing service determines what candidate should home
which demand guided by the objective function(s) of the request. Finally, the homing service provides its
recommendations (solution) for each submitted homing request. Those recommendations are, then, passed

down (step @) to the NFV framework for allocation and provisioning.

1.1.2 The Homing Infrastructure

NSP infrastructures typically consist of thousands of globally distributed edge micro datacenters and
points of presence (PoPs) [[79,98]], which can be operated by either the NSP or other third-party providers
(e.g., Amazon EC2 [5]], Microsoft Azure [64]) to expand the NSP footprint to reach more customers. Each
of those edge datacenters consists of tens or hundreds of compute and service resources — which are treated
as candidates to home network demands of a given customer’s service request. Those resources are the
ultimate source of information that the homing service needs to have in order to make informed decisions
as to where to place VNF{I.

Cloud (compute) resources can be used to instantiate new VNF instances while service resources
are managed and configured by the NSP to provide common functionality (e.g., cloud gateways) and can be

shared and reused across multiple homing requests. In other words, a cloud resource can be selected to home

! Henceforth, we use the terms demand and VNF interchangeably.



a network demand (VNF) if that cloud resource has enough capacity (and meets all service constraints) to
instantiate a new VNF instance. Likewise, a service resource can be selected to home a network demand if
that service resource has enough capacity and is feasible to provide a slice to home the demand at hand.

The NSP deploys multiple controllers to use and manage those resources. Cloud controllers (C) are
responsible for managing compute resources, including cloud and host level resources, covering NSP and
third-party operated clouds. On the other hand, service controllers (S) manage existing network service
instances, some of which can be shared across customers (e.g., cloud-level gateway). These controllers offer
application programming interfaces (APIs) to various network applications (including the homing service).
The APIs can be consumed to configure or query the underlying resources managed by such controllers.
The homing service consumes those northbound APIs to query controllers for the underlying resources to
decide where to place each of the demands at hand.

When the demands of a given homing request are homed, the NFV framework (as well as the corre-
sponding controllers) will monitor the status of live VNFs. Depending on the status of the VNF (as well as

the host on which they run), some actions can be performed, including: scale in/out, failover, migrate, etc.

1.2 Provisioning Elastic Network Services

As we noted before, we follow a bottom-up approach to address and solve problems with each of
the steps in Figure [I.I] In this section, we describe (§I.2.1) how network services are provisioned (step
@). show why it is a challenge (§1.2.2) to provision truly elastic VNFs that can be easily managed (scal-

ing, failover, etc), and describe our solution to address the challenges of efficiently implementing this step

(§L.2.3).

1.2.1 Overview

Traditionally, network functions (firewall, router, loadbalancer, etc) had been deployed using hardware-
based appliances that are highly optimized for each specific NF. This meant that when network operators
wanted to roll out a new service, they had to manually plug in a hardware equipment and configure it in a

way that satisfies service requirements. Nowadays, however, network service providers (NSPs) have moved



to software-based network services — driven by the NFV paradigm. That is, network functions are now
virtualized (hence referred to as VNFs), and can run on commodity servers. This means that cloud-like
technologies can be applied in such context to manage VNFs in a way that is more agile than before —
bringing down the time to provision a new service from months to probably days or even hours. As such,
NSPs have been leveraging NFV technologies to deploy large-scale and complex network services, and of-
fer such services to customers who wish to offload their network processing from local offices to the NSP’s
large-scale network.

When the homing service provides its solution to a given homing request, the solution is then passed
down to the NFV framework. This framework contains images of the VNFs that are available to provision
network services. When the NFV framework receives a solution to a homing request, it will: (1) pull
up the corresponding VNF images that make up the service, (2) deploy those VNFs (typically packaged
in containers or VMs), and (3) configure the network such that designated traffic traverses the VNFs in an
order that satisfies the service model. When the VNFs are deployed, the NFV framework enters a monitoring

cycle where it monitors, detects, and reacts to any alarms (e.g., scale out VNFs under high traffic load).

1.2.2 Challenge: seamless management of VNF's

After deploying VNFs, and when the NFV framework detects that a certain VNF needs to be scaled
out, it instantiates a new instances of the VNF and redistributes traffic across the two instances. Doing so
without incurring significant service disruption is extremely challenging. That is, due to the internal state
that those VNFs keep track of (e.g., connection setups, per-flow counts, etc), a newly instantiated instance
of the VNF will not have access to such internal information, and thus could drop packets belonging to
legitimate traffic. The same challenge also persists for other management primitives (failover, migrate, etc).

Unsurprisingly, this problem has gained much research interest in recent years. Recent works [/124}
133]] have proposed state checkpointing and input logging and replaying to statefully scale and failover.
However, both approaches suffer from either high latency [124]] or long recovery times [133]. We have
concluded that a clean-slate solution is needed to deal with the problems at its root: the tight coupling of

state and processing.



1.2.3 Stateless Network Functions: breaking the tight coupling of state and processing

To efficiently address the challenge of stateful and seamless management of VNFs, we take a clean
slate approach in which we redesign network functions such that internal state is decoupled from the pro-
cessing logic. To do this, we store the state on a remote replicated datastore that any VNF processing
instance can access. We achieve high performance through optimized processing pipelines coupled with
accelerated data-plane technology [67]]. Our solution is capable of providing seamless failover and scaling
for VNFs while minimizing overhead when compared to other solutions. Therefore, NSPs can leverage our

design to provide such critical capabilities to uphold better service-level agreement (SLA) guarantees.

1.3 Collecting Real-time and Dynamic Resource Information at Large Scale

As we noted before, we follow a bottom-up approach in which we address and solve problems with
each of the steps in Figure [I.1] In this section, we describe (§I.3.T) how controllers collect dynamic and
run-time resource information (step ©) - such information is needed to make informed homing decisions,
and show why it is a challenge to implement this step in an efficient and scalable manner (§1.3.2). We, then,

describe our proposed solution to address the challenges in implementing this step (§1.3.3).

1.3.1 Overview

Service and cloud controllers, as stated before, need to collect various resource (run-time) information
to answer homing queries. Even a simple homing query (e.g., “can a shared firewall instance X home the
current demand?”) will trigger numerous interactions with multiple controllers. For instance, when a
service controller receives such query, it needs to: (1) query the firewall VNF manager (VNF-M) to check
its capacity, (2) check with the cloud site hosting that firewall instance to determine whether there is enough
bandwidth (at the site level) to serve the new demand, and (3) check with the NSP inventory to determine
whether the customer requesting the demand is eligible to use it and whether the requested slice is within
the customer’s quota.

Mainly, there are two ways in which controllers can obtain and collect that information. First, re-



sources (or the end nodes) can frequently push their status updates to their corresponding controllers. Those
controllers, then, keep the latest copy of that information in a local data store. Upon receiving homing
queries, the controllers simply query their local data store to get the latest resource information. On the

other hand, controllers can pull the information directly from the end nodes.

1.3.2 Challenge: scalability vs. data freshness

A push-based approach helps provide instantaneous responses to homing queries since responses are
fetched from a local data store. However, this information can be stale and out-of-date — leading to incorrect
behavior and resulting in errors in the homing process. One way to improve data freshness is to configure
the update frequency at which the end nodes push their updates. However, this increases the workload
the controllers need to handle, which as we show in Chapter [3| limits controller’s scalability. Our own
measurements of OpenStack (a widely used cloud management platform [[111]]) show that its scalability is
limited due to the fact that nodes frequently communicate with the controllers (through a message queue
like RabbitMQ [123]]) to synchronize their state. Our observation is supported by findings performed by the
OpenStack community [[113]]. Likewise, pull-based approaches are generally not considered scalable, as the
controller needs to query many nodes simultaneously, and the synchronized responses coming back from

the end nodes can result in server overload, or problems such as TCP incast [24].

1.3.3 Focus: scalable and efficient search service to process homing queries

The main challenge in implementing the data collection step in real time arises from substantial load
being placed on controllers to process homing queries. To this end, we design FOCUS: a scalable search
service that can be leveraged by NSPs to improve the step of processing queries between controllers and the
end nodes and make it more efficient.

The main design intuition behind FOCUS is to offload the task of query processing to the end nodes.
We achieve this by leveraging peer-to-peer (p2p) techniques to form the end nodes (resources) into groups
based on their attribute values. Each group represents a range of attribute-value pair (e.g., nodes with

available virtual CPUs between 10 and 20). This is coupled with having a group representative push meta-



data about group memberships to the corresponding controller, which then uses this group-level information
to decide where to route homing queries. We show that FOCUS can significantly lower the load on the
controllers by up to 90%, allowing them to use the freed-up resources to do more critical tasks — doing so

while answering geo-distributed queries in a timely manner (within 1 second) .

14 Reducing Homing Query-load on Controllers

We now describe an overview of step @ of the homing process in Figure where the homing ser-
vice communicates with the controllers through their northbound API to query the underlying infrastructure
(§1.4.1). We show why this step is challenging, given the large number of homing queries sent for each
request and the global scale of an NSP infrastructure (§1.4.2), and propose a novel incremental approach to

make the problem more tractable (§1.4.3)).

14.1 Overview

The main job of the homing service is to provide recommendations for what resources to use for
which requested demand (VNF) for each of the homing requests submitted to it by the NSP customers. To
provide optimized homing recommendations, the homing service needs to have visibility over the underlying
infrastructure to help make informed homing decisions by selecting the “best” possible resource candidates.
This means that the homing service needs to query hundreds (if not thousands) of globally-distributed con-
troller instances to get the most up-to-date information cloud and service resources. As mentioned before,
for each of the demands of a homing request, there can be mainly two types of resource candidates: cloud
(to instantiate a new instance of a VNF) and shared service (to reuse an existing instance of a VNF by re-
questing a “slice” of it). For a demand that requires cloud candidates, the homing service will need to query
cloud controllers. However, for a demand that needs service candidates (e.g., a slice of shared firewall), the
homing service will query both service and cloud controllers. The reason that cloud controllers are queried
in this case is that the homing service considers them as potential candidates (to create a new instance of the
requested shared VNF) in case it cannot find feasible service candidates.

After querying the corresponding controllers to get the information it needs, the homing service
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evaluates the constraints of the homing request at hand. Those constraints tell the homing service what
a feasible candidate is for each of the requested demands. After evaluating those constraints, the homing
service will determine what resource candidate to select as the “best” candidate for each of the demands

according to the logic of its optimization algorithm (greedy, random, exhaustive, etc).

14.2 Challenge: gaining visibility of the infrastructure requires intensive querying

The main challenge in providing enough visibility to the homing service (so that it can make informed
decisions) is that we need to extensively query the underlying infrastructure to obtain up-to-date information.
After analyzing logs of a homing service running in production of a large NSP, we observed that the homing
process is query-intensive. Specifically, for a given homing request, querying the required data sources
(cloud and service controllers) can take more than 800 seconds. When looking at the latency of individual
queries by their data source type, we observed that a single query to either service or cloud controllers can
take more than 1000 and 120 milliseconds, respectively. Viewed differently, this means that a single homing
request can consume 800 seconds of controller-time. In such physically-constrained and limited-resource
infrastructures [[14},21]], one needs to carefully optimize the use of controller time and resources. As such,
network and cloud operators often place a limit on the number of queries the homing service can make.
Even though FoCUS reduces the southbound load on controllers, it would still be burdensome overhead, in

the first place, to receive all those queries for each individual homing request at the northbound API.

143 StepNet: incremental approach to homing

Motivated by our observations, we seek to address this question: can we provide optimized hom-
ing recommendations without having to issue that many queries, and consequently, reduce the amount of
controller resources the homing service needs to consume?

To this end, we design StepNet, a homing service that is built on top of the Homing and Allocation
Service of the Open Network Automation Platform (ONAP) [103]]. StepNet (described in detail in Chapter[d)
adopts an incremental approach to homing where we incrementally explore the search space to evaluate

potential candidates — the part that triggers queries to be sent to collect information needed to evaluate
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constraints against a set of candidates to determine their feasibility.

The main intuition behind designing StepNet is that we limit the number of resource candidates that
the homing service needs to evaluate, and correspondingly, limit the number of queries to be issued to the
controllers — saving their time and processing power to perform more critical tasks (provision, configure,
monitor, etc). The main challenge that arises from such design decision is how can we reduce the number of
queries (i.e., visibility of the underlying infrastructure) without sacrificing quality of the homing recommen-
dations. To achieve this, we leverage the objective function(s) of each homing request to help rank resource
candidates. We, then, use those ranks to let the homing service evaluate only the top candidates. Recall
that evaluating the feasibility of a candidates oftentimes requires issuing many queries to various controller
instances. We show that StepNet can significantly reduce query cost by up to 92% for more than half of the

1200 requests we have evaluated while providing higher quality homing recommendations.

1.5 Accounting for Dependencies across Homing Requests

Now, we describe how dependencies between homing requests occur, and what problems and ineffi-
ciencies they present. We describe an overview of the problem (§1.5.1)), show why it is a challenge to come

up with a solution (§1.5.2), and then describe our solution that we designed to solve this problem (§I.5.3))

1.5.1 Overview

As stated before, homing is a lengthy process that is mainly dominated by query time. Given that
NSPs serve a large number of customers and the time it takes to serve a single homing request is on the
order several minutes, it becomes apparent that processing homing requests in a sequential manner means
the homing service can quickly be overwhelmed with too many homing requests that are waiting to be
served. To solve this, NSPs deploy multiple distributed instances of the homing service [[101]], each of
which processes a subset of homing requests — a configuration that helps increase the overall throughput of

the homing service.
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1.5.2 Challenge: dependencies across homing requests cause problems

In our design of StepNet, we were solving for the base problem of reducing query-load on service and
cloud controllers for each homing request, while assuming that homing requests are processed sequentially.
Now, we relax that assumption and address the challenges introduced when we have distributed homing
instances processing homing requests in parallel.

Specifically, there are three challenges that arise from having distributed instances of the homing
service, all of which stem from dependencies and overlaps between multiple homing requests. First, multiple
homing requests could issue redundant queries — placing unnecessary load on the controllers. Second,
parallel homing instances could compete for the same underlying resources. This may lead to resource
contention, and causes some homing requests to be re-solved — resulting in wasted resources and delayed
service. Third, homing requests can ask for provisioning shared resources (e.g., shared gateway, firewall,
etc). Doing so in parallel leads to creating many unneeded shared resources as multiple homing instances
may recommend creating multiple instances of shared resources at different locations — incurring extra

provisioning cost.

153 StepNet+: accounting for dependencies between homing requests

To address dependencies between homing requests, we extend our original design of StepNet, with
novel mechanisms that efficiently handle such dependencies. Specifically, StepNet+ adopts two main design
decisions that allows it to account for dependencies: (1) centralized query caching — which helps reduce
query redundancy through a centralized cache that is shared between distributed instances of the homing
service, and (2) coordinated homing decisions — which decouples the decision making functionality from
local homing instances, and instead coordinate such decisions through a centralized controller.

With these design decisions in place, we propose two novel techniques that help reduce resource
contention and consolidate shared resources. First, we propose trace-driven mechanism that predicts whether
a given resource (candidate) is likely able to accommodate more than one homing request. Second, we

perform online consolidation of shared resources, where the controller consolidates shared resources at
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solving time across multiple instances of the homing service. Further, we optimize our design with a novel

multi-criteria batching that maximizes cache locality and minimizes the number of shared resources.

1.6 Outline and Contributions

In summary, we make the following contributions, which also show the outline for the rest of this

dissertation.

* In chapter 2] we design and evaluate a novel architecture (StatelessNF) for virtual network func-
tions (VNFs) in which they can be seamlessly managed (scaling, failover, migration, etc). We
achieve this through decoupling the internal state of VNFs from the processing logic — making the
VNF processing instances stateless. StatelessNF can seamlessly scale, failover, and migrate VNFs
without incurring high performance overhead. By leveraging the StatelessNF architecture, NSPs
can efficiently manage and better utilize their infrastructures by seamlessly instantiating and take

down VNF instances without interrupting service.

* In chapter |3} we design a novel search service (FOCUS) for service and cloud controllers to find
and aggregate data in real time. FOCUS leverages peer-to-peer techniques to manage resources
and end nodes in an efficient manner that alleviate load on controllers managing those resources.
Focus while aggregating data in a timely manner. FOCUS can easily integrate into existing systems

through a well-defined API, and operates efficiently at large scale.

* In chapter 4] we propose a new homing service (StepNet) that adopts an incremental approach,
which reduces query-load on the service and cloud controllers while providing high-quality homing
solutions. We built an extensive trace-driven emulation framework that can emulate the behavior
of controllers running in production networks of NSPs. Our trace-driven evaluation shows that
StepNet reduces up to 92% of the query-load typically placed on the controllers to collect run-time

information.

* In chapter[5] we design an extended homing service (StepNet+) that handles dependencies between
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homing requests when there are distributed instances of the homing service. StepNet+ can signif-
icantly reduce redundant queries and resource contention, and consolidate shared resources in an
efficient manner across multiple homing requests. Our trace-driven evaluation demonstrates the

benefits of our novel techniques that StepNet+ adopts.



Chapter 2

Elastic and Resilient Homing Infrastructure with Stateless Network Functions

In this chapter, we present Stateless Network Functions, a new architecture for network functions
virtualization, where we decouple the existing design of network functions into a stateless processing com-
ponent along with a data store layer. In breaking the tight coupling, we enable a more elastic and resilient net-
work function infrastructure. Our StatelessNF processing instances are architected around efficient pipelines
utilizing DPDK for high performance network I/O, packaged as Docker containers for easy deployment, and
a data store interface optimized based on the expected request patterns to efficiently access a RAMCloud-
based data store. A network-wide orchestrator monitors the instances for load and failure, manages instances
to scale and provide resilience, and leverages an OpenFlow-based network to direct traffic to instances. We
implemented three example network functions (network address translator, firewall, and load balancer). Our
evaluation shows (i) we are able to reach a throughput of 10Gbit/sec, with an added latency overhead of
between 100us and 500us, (ii) we are able to have a failover which does not disrupt ongoing traffic, and (iii)

when scaling out and scaling in we are able to match the ideal performance.

2.1 Introduction

As evidenced by their proliferation, middleboxes are an important component in today’s network
infrastructures [|134]. Middleboxes provide network operators with an ability to deploy new network func-
tionality as add-on components that can directly inspect, modify, and block or re-direct network traffic. This,
in turn, can help increase the security and performance of the network.

While traditionally deployed as physical appliances, with Network Functions Virtualization (NFV),
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network functions such as firewalls, intrusion detection systems, network address translators, and load bal-
ancers no longer have to run on proprietary hardware, but can run in software, on commodity servers, in
a virtualized environment, with high throughput [|61]]. This shift away from physical appliances should
bring several benefits including the ability to elastically scale the network functions on demand and quickly
recover from failures.

However, as others have reported, achieving those properties is not that simple [48}|124}|125}|133]].
The central issue revolves around the state locked into the network functions — state such as connection
information in a stateful firewall, substring matches in an intrusion detection system, address mappings in
a network address translator, or server mappings in a stateful load balancer. Locking that state into a single
instance limits the elasticity, resilience, and ability to handle other challenges such as asymmetric/multi-path
routing and software updates.

To overcome this, there have been two lines of research, each focusing on one propertyﬂ. For failure,
recent works have proposed either (i) checkpointing the network function state regularly such that upon
failure, the network function could be reconstructed [[124], or (ii) logging all inputs (i.e., packets) and using
deterministic replay in order to rebuild the state upon failure [[133]]. These solutions offer resilience at the
cost of either a substantial increase in per-packet latency (on the order of 10ms), or a large recovery time
at failover (e.g., replaying all packets received since the last checkpoint), and neither solves the problem of
elasticity. For elasticity, recent works have proposed modifying the network function software to enable the
migration of state from one instance to another via an API [48][73,[125]. State migration, however, takes
time, inherently does not solve the problem of unplanned failures, and as a central property relies on affinity
of flow to instance — each rendering state migration a useful primitive, but limited in practice.

In this chapter, we propose stateless network functions (or StatelessNF), a new architecture that
breaks the tight coupling between the state that network functions need to maintain from the processing that
network functions need to perform (illustrated in Figure 2.1). Doing so simplifies state management, and in
turn addresses many of the challenges existing solutions face.

Resilience: With StatelessNF, we can instantaneously spawn a new instance upon failure, as the new

! A third line, sacrifices the benefits of maintaining state in order to obtain elasticity and resilience [39].
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Figure 2.1: High level overview showing traditional network functions (a), where the state is coupled with
the processing to form the network function, and stateless network functions (b), where the state is moved
from the network function to a data store — the resulting network functions are now stateless.

instance will have access to all of the state needed. It can immediately handle traffic and it does not disrupt
the network. Even more, because there is no penalty with failing over, we can failover much faster — in
effect, we do not need to be certain a network function has failed, but instead only speculate that it has failed
and later detect that we were wrong, or correct the problem (e.g., reboot).

Elasticity: When scaling out, with StatelessNF, a new network function instance can be launched
and traffic immediately directed to it. The network function instance will have access to the state needed
through the data store (e.g., a packet that is part of an already established connection that is directed to
a new instance in a traditional, virtualized, firewall will be dropped because a lookup will fail, but with
StatelessNF, the lookup will provide information about the established connection). Likewise, scaling in
simply requires re-directing any traffic away from the instance to be shut down.

Asymmetric / Multi-path routing: In StatelessNF each instance will share all state, so correct oper-
ation is not reliant on affinity of traffic to instance. In fact, in our model, we assume any individual packet
can be handled by any instance, resulting in an abstraction of a scalable, resilient, network function. As
such, packets traversing different paths does not cause a problem.

While the decoupling of state from processing exists in other settings (e.g., a web server with a
backend database), the setting of processing network traffic, potentially requiring per packet updates to
state, poses a significant challenge. A few key insights and advances have allowed us to bring this new
design to a reality. First, there have been recent advances in disaggregated architectures, bringing with it

new, low-latency and resilient data stores such as RAMCloud [106]. Second, not all state that is used in
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network functions needs to be stored in a resilient data store — only dynamic, network state needs to persist
across failures and be available to all instances. State such as firewall rules, and intrusion detection system
signatures can be replicated to each instance upon boot, as they are static state. Finally, network functions
share a common pipeline design where there is typically a lookup operation when the packet is first being
processed, and sometimes a write operation after the packet has been processed. This not only means there
will be less interaction than one might initially assume, but also allows us to leverage this pattern to optimize
the interactions between the data store and the network function instances to provide high performance.

We describe how four common network functions, can be re-designed in a stateless manner. We
present the implementation of a stateful firewall, an intrusion prevention system, a network address transla-
tor, and a load balancer. Section [2.3|discusses the remote memory access. Section [2.6|discusses our utiliza-
tion of RAMCloud for the data store, DPDK for the packet processing, and the optimized interface between
the network functions and data store. Section[2.7] presents the evaluation: our experiments demonstrate that
we are able to achieve throughput levels that are competitive with other software solutions [48,/125}(133]]
(4.6 Million packets per second for minimum sized packets), with only a modest penalty on per-packet la-
tency (between 100us and 500us in the 95th percentile, depending on the application and traffic pattern).
We further demonstrate the ability to seamlessly fail over, and scale out and scale in without any impact on
the network traffic (as opposed to substantial disruption for a traditional design). Of course, the stateless
network functions approach may not be suitable for all network functions, and there are further optimiza-
tions we can make to increase processing rates. This work, however, demonstrates that there is value for
the functions we studied and that even with our current prototype, we are able to match processing rates of

other systems with similar goals, while providing both scalability and resilience.

2.2 Motivation

Simply running virtual versions of the physical appliance counterparts provides operational cost effi-
ciencies, but falls short in supporting the vision of a dynamic network infrastructure that elastically scales
and is resilient to failure. Here, we illustrate the problems that the tight coupling of state and processing

creates today, even with virtualized network functions, and discuss shortcomings of recent proposals.
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Figure 2.2: Motivational examples of traditional network functions and the problems that result from the
tight coupling of state to the network function instance. State associated with some flow is labeled as F (e.g.,
F2), and the associated packets within that flow are labeled as P (e.g., P2).

First, we clarify our definition of the term “state” in this particular context. Although there is a
variety of network functions, the state within them can be generally classified into (1) static state (e.g.,
firewall rules, IPS signature database), and (2) dynamic state, which is continuously updated by the network
function’s processes [46,/125]]. The latter can be further classified into (i) internal instance specific state
(e.g., file descriptors, temporary variables), and (ii) network state (e.g., connection tracking state, NAT
private to public port mappings). It is the dynamic network state that we are referring to that must persist
across failures and be available to instances upon scaling in or out. The static state can be replicated to each

instance upon boot, so will be accessed locally.

2.2.1 Dealing with Failure

For failure, we specifically mean crash (as opposed to byzantine) failures. Studies have shown that
failures can happen frequently, and be highly disruptive [[121]].

The disruption comes mainly from two factors. To illustrate the first factor, consider Figure [2.2fa).
In this scenario, we have a middlebox, say a NAT, which stores the mapping for two flows (F1 and F2).
Upon failure, virtualization technology enables the quick launch of a new instance, and software-defined
networking (SDN) [19,/92,/108]] allows traffic to be redirected to the new instance. However, any packet
belonging to flows F1 or F2 will then result in a failed lookup (no entry in the table exists). The NAT
would instead create new mappings, which would ultimately not match what the server expects. This causes

all existing connections to eventually timeout. Enterprises could employ hot-standby redundancy, but that
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doubles the cost of the network.

The second factor is due to the high cost of failover of existing solutions (further discussed below).
As such, the mechanisms tend to be conservative when determining whether a device has failed [99]] — if a
device does not respond to one hello message, does that mean that the device is down, the network dropped
a packet, or that the device is heavily loaded and taking longer to respond? Aggressive thresholds cause
unnecessary failovers, resulting in downtime. Conservative thresholds may forward traffic to a device that
has failed, resulting in disruption.

Problem with existing solutions

Two approaches to failure resilience have been proposed in the research community recently. First,
pico replication [[124] is a high availability framework that frequently checkpoints the state in a network
function such that upon failure, a new instance can be launched and the state restored. To guarantee consis-
tency, packets are only released once the state that they impact has been checkpointed — leading to substan-
tial per-packet latencies (e.g., 10ms for a system that checkpoints 1000 times per second, under the optimal
conditions).

To reduce latency, another work proposes logging all inputs (i.e., packets) coupled with a determinis-
tic replay mechanism for failure recovery [133]]. In this case, the per-packet latency is minimized (the time
to log a single packet), but the recovery time is high (on the order of the time since last check point). In both
cases, there is a substantial penalty — and neither deals with scalability or the asymmetric routing problem

(discussed further in Section [2.2.3)).

2.2.2 Scaling

As with the case of failover, the tight coupling of state and processing causes problems with scaling
network functions. This is true even when the state is highly partitionable (e.g., only used for a single
flow of traffic, such as connection tracking in a firewall). In Figure 2.2]b), we show an example of scaling
out. Although a new instance has been launched to handle the overloaded condition, existing flows cannot
be redirected to the new instance — e.g., if this is a NAT device, packets from flow F2 directed at the

new instance will result in a failed lookup, as was the case with failure. Similarly, scaling in (decreasing
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instances) is a problem, as illustrated in Figure [2.2c). As the load is low, one would like to shut down the
instance which is currently handling flow F3. However, one has to wait until that instance is completely
drained (i.e., all of the flows it is handling complete). While possible, it is something that limits agility,
requires special handling by the orchestration, and highly depends on flows being short lived.
Problem with existing solutions

The research community has proposed solutions based on state migration. The basic idea is to in-
strument the network functions with code that can export state from one instance and import that state into
another instance. Router Grafting demonstrated this for routers (moving BGP state) [[73]], and several have
since demonstrated this for middleboxes [47,48|125]] where partitionable state can be migrated between in-
stances. State migration, however, takes time, inherently does not solve the problem of unplanned failures,

and as a central property relies on affinity of flow to instance (limiting agility).

2.23  Asymmetric / Multi-path Routing

Asymmetric and multi-path routing can cause further challenges for a dynamic network function
infrastructure: Asymmetric and multi-path [116] routing relates to the fact that traffic in a given flow may
traverse different paths, and therefore be processed by different instances. For example, in the scenario of
Figure [2.2]d), where a firewall has established state from an internal client connecting to a server (SYN
packet), if the return syn-ack goes through a different firewall instance, this packet may result in a failed
lookup and get dropped.

Problem with existing solutions

Recent work proposes a new algorithm for intrusion detection that can work across instances [|88]], but
does so by synchronizing processing (directly exchanging state and waiting on other instances to complete
processing as needed). Other solutions proposed in industry strive to synchronize state across middle-

boxes [[76] (e.g., HSRP [83]]), but generally do not scale well.
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23 How Network Functions Access State

The key idea in this chapter is to decouple the processing from the state in network functions — placing
the state in a data store. We call this stateless network functions (or StatelessNF), as the network functions
themselves become stateless, and the statefulness of the applications (e.g., a stateful firewall) is maintained
by storing the state in a separate data store.

To understand the intuition as to why this is feasible, even at the rates network traffic needs to be
processed, here we discuss examples of state that would be decoupled in common network functions, and
what the access patterns are.

Table |2.1| shows the network state to be decoupled and stored in a remote storage for four network
functions (TCP re-assembly is shown separate from IPS for clarity, but we would expect them to be inte-
grated and reads/writes combined). As shown in the table, and discussed in Section we only decouple
network state.

We demonstrate how the decoupled state is accessed with pseudo-code of multiple network function
algorithms, and summarize the needed reads and writes to the data store in Table In all algorithms,
we present updating or writing state to the data store as writeRC and reads as readRC (where RC relates to
our chosen data store, RAMCloud). Below we describe Algorithms [T] (load balancer) and [2| (IPS). We also
provide the pseudo-code for a stateful firewall (Algorithm [3), TCP re-assembly (Algorithm [, and NAT
(Algorithm [3)) for reference.

For the load balancer, upon receiving a TCP connection request, the network function retrieves the
list of backend servers from the remote storage (line 4), and then assigns a server to the new flow (line 5).
The load for the backend servers is subsequently updated (line 6), and the revised list of backend servers is
written into remote storage (line 7). The assigned server for the flow is also stored into remote storage (line
8), before the packet is forwarded to the selected server. For a data packet, the network function retrieves
the assigned server for that flow, and forwards the packet to the server.

Algorithm 2] presents the pseudo-code for a signature-based intrusion prevention system (IPS), which

monitors network traffic, and compares packets against a database of signatures from known malicious
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Algorithm 1 Load Balancer

1: procedure PROCESSPACKET(P: T'C' P Packet)
2 extract 5-tuple from incoming packet
3 if (Pis a TCP SYN) then
4: backendList < readRC(Cluster ID)
5: server <— nextServer(backendList, 5-tuple)
6 updateL.oad(backendList, server)
7 writeRC(Cluster ID, backendList)
8 writeRC(5-tuple, server)
0: sendPacket(P, server)
10: else
11: server < readRC(5-tuple)
12: if (server is NULL) then
13: dropPacket(P)
14: else
15: sendPacket(P, server)
Algorithm 2 IPS
1: procedure PROCESSPACKET(P: T'C' P Packet)
2 extract 5-tuple, and TCP sequence number from P
3 if (P is a TCP SYN) then
4 automataState < initAutomataState()
5: writeRC(5-tuple, automataState)
6 else
7 automataState <— readRC(5-tuple)
8 while (b <— popNextByte(P.payload)) do
9 // alert if found match
10: // else, returns updated automata
11: automataState <— process(b, automataState)
12 writeRC(5-tuple, automataState)
13: sendPacket(P)
Algorithm 3 Firewall

1: procedure PROCESSPACKET(P: T'C' P Packet)

2 key < getDirectionalStuple(P, 1)

3 sessionState <— readRC(key)

4 newState <— updateState(sessionState)

5: if (stateChanged(newState, sessionState)) then

6 writeRC(key, newState)

7 if (rule-check-state(sessionState) == ALLOW) then
8 sendPacket(P)

9: else

10: dropPacket(P)
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Algorithm 4 TCP Re-assembly

1: procedure PROCESSPACKET(P: T'C' P Packet)
2 extract 5-tuple from incoming packet
3 if (P is a TCP SYN) then
4 record < (getNextExpectedSeq(P), createEmptyBufferPointerList())
5: writeRC(5-tuple, record)
6 sendPacket(P)
7 else
8 record <— readRC(5-tuple)
9 if (record == NULL) then
10: dropPacket(P);
11: if (isNextExpectedSeq(P)) then
12: record.expected < getNextExpectedSeq(P)
13: sendPacket(P)
14: // check if we can send any packet in buffer
15: while (bufferHasNextExpectedSeq(record.buffPtr, record.expected)) do
16: P < readRC(pop(record.buffPtr).pktBuffKey)
17: record.expected <— getNextExpectedSeq(p)
18: sendPacket(P)
19: writeRC(5-tuple, record)
20: else
21: // buffer packet
22: pktBuffKey «+ getPacketHash(P.header)
23: writeRC(pktBuffKey, P)
24: record.buffPtr < insert(record.buffPtr, p.seq, pktBuffKey)
25: writeRC(5-tuple, record)
Algorithm 5 NAT

1: procedure PROCESSPACKET(P: Packet)

2 extract 5-tuple from incoming packet

3 (IP, port) <— readRC(5-tuple)

4 if ((IP, Port) is NULL) then

5: list-IPs-Ports <— readRC(Cluster ID)

6 (IP, Port) < select-IP-Port(list-IPs-Ports, 5-tuple)
7 update(list-IPs-Ports, (IP, Port))

8 writeRC(Cluster ID, list-IPs-Ports)

9: writeRC(5-tuple, (IP, Port))

10: extract reverse-5-tuple from incoming packet plus new IP-port
11: writeRC(reverse-5-tuple, (P.IP, P.Port))

12: P’ < updatePacketHeader(P, (IP, Port))
13: sendPacket(P’)
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Network Function State Key Value Access Pattern
Pool of Backend Cluster ID IP List 1 read/write at start/end of conn.
Servers
Load Balancer 1 read/write at start/end of conn
Assigned Server 5-Tuple IP Address ’
1 read for every other packet
Firewall Flow 5-Tuple TCP Flag 5 read/write at start/end of conn.
1 read for every other packet
Pool of IPs and Ports Cluster ID IP and Port List 1 read/write at start/end of conn.
NAT . 1 read/write at start/end of conn.
Mapping >-Tuple (IF, Port) 1 read for every other packet
Expected Seq Record 5-Tuple (Next Expected Seq, 1 read/write for every packet
Keys for Buffered Pkts)
TCP Re-assembly 1 read/write for ever
Buffered Packets Buffer Pointer Packet y
out-of-order packet
IPS Automata State 5-Tuple Int I write fo.r first packet of flow,
1 read/write for every other packet

Table 2.1: Network Function Decoupled States

threats using an algorithm such as Aho-Corasick algorithm [2]] (as used in Snort [[129]). At a high-level, a
single deterministic automaton can be computed offline from the set of signatures (stored as static state in
each instance). As packets arrive, scanning each character in the stream of bytes triggers one state transition
in the deterministic automaton, and reaching an output state indicates the presence of a signature.

The 5-Tuple of the flow forms the key, and the state (to be stored remotely) simply consists of the state
in the deterministic automaton (e.g., an integer value representing the node reached so far in the deterministic
automaton). Upon receiving a new flow, the automata state is initialized (line 4). For a data packet, the state
in the deterministic automaton for that flow is retrieved from remote storage (line 7). The bytes from the
payload are then scanned (line 8). In the absence of a malicious signature, the updated state is written into
remote storage (line 12), and the packet forwarded (line 13). Out-of-order packets are often considered a
problem for Intrusion Prevention Systems [[146]]. Similar to the Snort TCP reassembly preprocessor [129]],
we rely on a TCP re-assembly module to deliver the bytes to the IPS in the proper order.

For the load balancer, we observe that we require one read for each data packet, and at most one
additional read and write to the remote storage at the start and end of each connection. For the IPS, we
observe that we require one write to the remote storage to initialize the automata state at the start of each
connection, and one read and one write to remote storage for each subsequent data packet of the connection.

Table [2.1] shows similar patterns for other network functions, and Section [2.7] analyzes the performance
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impact of such access patterns, and demonstrates that we can achieve multi Gbps rates.

2.4 Overall StatelessNF Architecture

At a high level, StatelessNF consists of a network-wide architecture where, for each network function
application (e.g., a firewall), we effectively have the abstraction of a single network function that reliably
provides the necessary throughput at any given time. To achieve this, as illustrated in Figure [2.3] the State-
lessNF architecture consists of three main components — the data store, the hosts to host the instances of the
network function, and an orchestration component to handle the dynamics of the network function infras-
tructure. The network function hosts are simply commodity servers. We discuss the internal architecture
of network function instances in Section [2.5] In this section, we elaborate on the data store and network

function orchestration within StatelessNF.

24.1 Resilient, Low-latency Data Store

A central idea in StatelessNF, as well as in other uses of remote data stores, is the concept of separation
of concerns. That is, in separating the state and processing, each component can concentrate on a more
specific functionality. In StatelessNF, a network function only needs to process network traffic, and does
not need to worry about state replication, etc. A data store provides the resilience of state. Because of this
separation, and because it resides on the critical path of packet processing, the data store must also provide
low-latency access. For our purposes, we assume a data store that does not need support for transactions,
but we anticipate exploring the impact of network functions that may require transactions as future work. In
this chapter, we choose RAMCloud [106] as our data store. RAMCloud is a distributed key-value storage

system that provides low-latency access to data, and supports a high degree of scalability.

Resilient: For a resilient network function infrastructure, the data store needs to reliably store the data with
high availability.

This property is common in available data stores (key value stores) through replication. For an in-
memory data store, such as RAMCloud [106]], the cost of replication would be high (uses a lot of RAM).

Because of this, RAMCloud only stores a single copy of each object in DRAM, with redundant copies on
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Figure 2.3: StatelessNF System Architecture

secondary storage such as disk (on replica machines). To overcome the performance cost of full replication,
RAMCloud uses a log approach where write requests are logged, and the log entry is what is sent to replicas,
where the replicas fill an in-memory buffer, and then store on disk. To recover from a RAMCloud server

crash, its memory contents must be reconstructed by replaying the log file.

Low-Latency: Each data store will differ, but RAMCloud in particular was designed with low-latency
access in mind. RAMClIoud is based primarily in DRAM and provides low-latency access (6us reads,
15us durable writes for 100 bytes data) at large-scale (e.g., 10,000 servers). This is achieved both by
leveraging low-latency networks (such as Infiniband and RDMA), being entirely in memory, and through
optimized request handling. While Infiniband is not considered commodity, we believe it has growing

acceptance (e.g., Microsoft Azure provides options which include Infiniband [65]]), and our architecture
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does not fundamentally rely on Infiniband — RAMCloud developers are working on other interfaces (e.g.,

RoCE [127] and Ethernet with DPDK), which we will integrate and evaluate as they become available.

Going beyond a key-value store: The focus of data stores is traditionally the key-value interface. That is,
clients can read values by providing a key (which returns the value), or write values by providing both the
key and value. We leverage this key-value interface for much of the state in network functions.

The challenge in StatelessNF is that a common type of state in network functions, namely timers, do
not effectively conform to a key-value interface. To implement with a key-value interface, we would need to
continuously poll the data store — an inefficient solution. Instead, we extend the data store interface to allow
for the creation and update of timers. The timer alert notifies one, and only one, network function instance,
for which the handler on that instance processes the timer expiration.

We believe there may be further opportunities to optimize StatelessNF through customization of the
data store. While our focus in this chapter is more on the network-wide capabilities, and single instance
design, as a future direction, we intend to further understand how a data store can be adapted to further suit

the needs of network functions.

2.4.2 Network Function Orchestration

The basic needs for orchestration involve monitoring the network function instances for load and

failure, and adjusting the number of instances accordingly.

Resource Monitoring and Failure Detection: A key property of orchestration is being able to maintain
the abstraction of a single, reliable, network function which can handle infinite load, but under the hood
maintain as efficient of an infrastructure as possible. This means that the StatelessNF orchestration must
monitor resource usage as well as be able to detect failure, and adjust accordingly — i.e., launch or kill
instances.

StatelessNF is not tied to a single solution, but instead we leverage existing monitoring solutions to
monitor the health of network functions to detect failure as well as traffic and resource overload conditions.

Each system hosting network functions can provide its own solution — e.g., Docker monitoring, VMWare
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veenter health status monitoring, IBM Systems Director for server and storage monitoring. Since we are
using Docker containers as a method to deploy our network functions, our system consists of an interface
that interacts with the Docker engines remotely to monitor, launch, and destroy the container-based network
functions. In addition, our monitoring interface, through ssh calls, monitors the network function resources
(cores, memory, and SR-IOV cards) to make sure they have enough capacity to launch and host network
functions.

Important to note is that failure detection is different in StatelessNF than in traditional network func-
tion solutions. With StatelessNF, we have an effectively zero-cost to failing over — upon failure, any traffic
that would go through the failed instance can be re-directed to any other instance. With this, we can signif-
icantly reduce the detection time, and speculatively failover. This is in contrast to traditional solutions that

rely on timeouts to ensure the device is indeed failed.

Programmable Network: StatelessNF’s orchestration relies on the ability to manage traffic. That is, when
a new instance is launched, traffic should be directed to the instance; and when a failure occurs or when we
are scaling-in, traffic should be redirected to a different instance. With emerging programmable networks,
or software-defined networks (SDN), such as OpenFlow [92] and P4 [19], we can achieve this. Further, as
existing SDN controllers (e.g., ONOS [13]], Floodlight [[144], OpenDaylight [108]]) provide REST APIs, we

can integrate the control into our overall orchestration.

2.5 StatelessNF Instance Architecture

Whereas the StatelessNF overall architecture provides the ability to manage a collection of instances,
providing the elasticity and resilience benefits of StatelessNF, the architecture of the StatelessNF instances
are architected to achieve the deployability and performance needed. As shown in Figure 2.4] the State-
lessNF instance architecture consists of three main components — (i) a packet processing pipeline that can
be deployed on demand, (ii) high-performance network I/O, and (iii) an efficient interface to the data store.

In this section, we elaborate on each of these.
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Figure 2.4: Stateless Network Function Architecture

2.5.1 Deployable Packet Processing Pipeline

To increase the performance and deployability of stateless network function instances, each network
function is structured with a number of packet processing pipes. The number of pipes can be adaptive based
on the traffic load, thus enabling a network function with a better resource utilization. Each pipe consists of
two threads and a single lockless queue. The first thread is responsible for polling the network interface for
packets and storing them in the queue. The second thread performs the main processing by dequeuing the
packet, performing a lookup by calling the remote state interface to read, applying packet processing based
on returned state and network function logic, updating state in the data store, and outputting the resulting
packet(s) (if any).

Network function instances can be deployed and hosted with a variety of approaches — virtual ma-
chines, containers, or even as physical boxes. We focus on containers as our central deployable unit. This
is due to their fast deployment, low performance overhead, and high reusability. Each network function in-
stance is implemented as a single process Docker instance with independent cores and memory space/region.
In doing so, we ensure that network functions do not affect each other.

For network connectivity, we need to share the physical interface among each of the containers

(pipelines). For this, we use SR-IOV [|66]] to provide virtual interfaces to each network function instance.
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Modern network cards have hardware support for classifying traffic and presenting to the system as multiple
devices — each of the virtual devices can then be assigned to a network function instance. For example,
our system uses Intel x520 server adapters [68] that can provide up to 126 virtual cards with each capable
of reaching maximum traffic rate (individually). For connectivity to the data store, as our implementation
focuses on RAMCloud, each network function host is equipped with a single Infiniband card that is built on
the Mellanox RDMA library package [93]], which allows the Infiniband NIC to be accessed directly from
multiple network function user-space applications (bypassing the kernel). As new interfaces for RAMCloud

are released, we can simply leverage them.

2.5.2  High-performance Network 1/0

As with any software-based network processing application, we need high performance I/O in order
to meet the packet processing rates that are expected. For this, we leverage the recent series of work to
provide this — e.g., through zero copy techniques. We specifically structured our network functions on top of
the Data Plane Development Kit (DPDK) architecture [67]. DPDK provides a simple, complete framework
for fast packet processing.

One challenge that arises with the use of DPDK in the context of containers is that large page support
is required for the memory pool allocation used for packet buffers and that multiple packet processing pipes
(containers) may run simultaneously on a single server. In our case, each pipe is assigned a unique page
filename and specified socket memory amount to ensure isolatimﬂ . We used the DPDK Environment
Abstraction Layer (EAL) interface for system memory allocation/de-allocation and core affinity/assignment

procedures among the network functions.

253 Optimized Data Store Client Interface

Perhaps the most important addition in StatelessNF is the data store client interface. The importance
stems from the fact that it is through this interface, and out to a remote data store, that lookups in packet

processing occur. That is, it sits in the critical path of processing a packet and is the main difference between

2 After several tests, we settled on 2GB socket memory for best performance.
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stateless network functions and traditional network functions.

Each data store will come with an API to read and write data. In the case of RAMCloud, for example,
it is a key-value interface which performs requests via an RPC interface, and that leverages Infiniband
(currently). RAMCloud also provides a client interface which abstracts away the Infiniband interfacing.

To optimize this interface to match the common structure of network processing, we make use of
three common techniques:

Batching: InRAMC]loud, a single read/write has low-latency, but each request has overhead. When
packets are arriving at a high rate, we can aggregate multiple requests into a single request. For example,
in RAMCloud, a single read takes 6us, whereas a multi-read of 100 objects takes only 51us (or, effectively
0.51us per request). The balance here, for StatelessNF, is that if the the batch size is too small, we may be
losing opportunity for efficiency gains, and too long (even with a timeout), we can induce higher latency
than necessary waiting for more packets. Currently, we have a fixed batch size to match our experimental
setup (100 objects), but we ultimately envision an adaptive scheme which increases or decreases the batch

size based on the current traffic rates.

Pre-allocating a pool of buffers: When submitting requests to the data store, the client must allocate
memory for the request (create a new RPC request). As this interface is in the critical path, we reduce the

overhead for allocating memory by having the client reuse a preallocated pool of object buffers.

Eliminating a copy: When the data from a read request is returned from the data store to the client interface,
that data needs to be passed to the packet processing pipeline. To increase the efficiency, we eliminate a copy

of the data by providing a pointer to the buffer to the pipeline which issued the read request.

2.6 Implementation

The StatelessNF orchestration controller is implemented in Java with an admin API that realizes the
implementation of elastic policies in order to determine when to create or destroy network functions. At
present, the policies are trivial to handle the minimal needs of handling failure and elasticity, simply to

allow us to demonstrate the feasibility of the StatelessNF concept (see Section [2.7|for elasticity and failure
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experiments). The controller interacts with the Floodlight [[144] SDN controller to steer the flows of traffic
to the correct network function instances by inserting the appropriate OpenFlow rules. The controller keeps
track of all the hosts and their resources, and network function instances deployed on top of them. Finally,
the controller provides an interface to access and monitor the state in the data store, allowing the operator to
have a global view of the network status.

We implemented three network functions (firewall, NAT, load balancer) as DPDK [67]] applications,
and packaged as a Docker container. For each, we implemented in a traditional (non-stateless) and stateless
fashion. In each case, the only difference is that the non-stateless version will access its state locally while
the stateless version from the remote data store. The client interface to the data store is implemented in
C++ and carries retrieval operations to RAMCloud [106]]. The packet processing pipes are implemented in
C/C++ in a sequence of pipeline functions that packets travel through, and only requires developers to write
the application-specific logic — thus, making modifying the code and adding new network function relatively

simple. The data store client interface and the packet processing pipes are linked at compile time.

2.7 Evaluation

This section evaluates the network functions performance, the recovery times in failure events, and

the performance impact when scaling in/out with the proposed stateless architecture.

2,71 Experimental Setup

Our experimental setup is similar to the one depicted in Figure It consists of six servers and
two switches. Two servers are dedicated to hosting the network function instances. These two servers are
connected via Infiniband to two other servers hosting RAMCloud (one acting as the RAMCloud coordinator,
and the other server storing state), and are connected via Ethernet to a server acting as the traffic generator
and sink (not shown in Figure [2.3)). The last server hosts the StatelessNF controller which orchestrates the

entire management. Specifically, we use the following equipment:

¢ Network Function hosts: 2 Dell R630 Servers [31]: each has 32GB RAM, 12 cores (2.4GHz), one
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<100, respectively) measured in the number of packets per second.

Intel 10G Server Adapter with SR-IOV support [68]], and one 10G Mellanox InfiniBand Adapter

Card [93]].

e RAMCloud: 2 Dell R720 Servers [32], each with 48GB RAM, 12 cores (2.0GHz), one Intel 10G

Server Adapter [68]], one 10G Mellanox InfiniBand Adapter Card [93]].

e Traffic generator/sink: 1 Dell R520 Servers [|30]]: 4GB RAM, 4 cores (2.0GHz), 2 Intel 10G Server

Adapters [68] .

e Control: 1 Dell R520 Servers [30]: 4GB RAM, 4 cores (2.0GHz) to run StatelessNF and Floodlight

controllers.
* SDN Switch: OpenFlow-enabled 10GbE Edge-Core [38]).

¢ Infiniband Switch: 10Gbit Mellanox Infiniband switch between RAMCloud nodes and the network

function hosts [94]).
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2.7.2 StatelessNF Performance
2.7.2.1 Impact of needing remote reads/writes

It is first critical to understand the performance of the RAMCloud servers as they may be a perfor-
mance bottleneck, and limit the rates we can attain. Our benchmark tests reveal that a single server in
RAMCloud can handle up to 4.7 Million lookup/sec. For write operations, a single server can handle up to
0.7 Million write/second.

The performance of a network function therefore heavily depends on the packets sizes, the network
function’s access patterns to the remote storage, and the processed traffic characteristics: For example, while
a load balancer requires three write operations per flow, a firewall requires five write operations per flow.
As such, whether traffic consists of short flows (e.g., consisting of only hundreds of packets), or long flows
(e.g., comprising tens of thousands of packets), these differences in access patterns can have a significant
impact on the network function performance. In particular, short flows require many more writes for the
same amount of traffic. We consequently distinguish three cases for the processed traffic: long, short, and
average in regards to the size and number of flows. The long case consists of a trace of 3,000 large TCP
flows of 10K packets each. The short case consists of a trace of 100,000 TCP flows of 100 packets each.
Finally for the average case, we replayed a real captured enterprise trace [26] with 17,000 flows that range
in size from 10 to 1,000 packets. In each case, we also varied the packet sizes to understand their impact on
the performance. We used Tcpreplay with Netmap [136]] to stream the three types of traces.

Figure[2.5]shows the throughput of StatelessNF middleboxes compared to their non-stateless counter-
parts (which we refer to as baseline) with long and short flows of different packet sizes. For minimum sized
packets, we obtain throughputs of 4.6Mpps. For small sized packets (less than 128 bytes), the gap between
stateless and non-stateless in throughput is due to a single RAMCloud server being able to handle around
4.7 Million lookups/sec. In contrast, in the baseline, all read and write operations are local. We highlight
that such sizes are used to test the upper bound limits of our system.

As packets get larger in size (greater than 128 bytes), the rates of stateless and baseline network func-

tions converge. The obtained throughputs are competitive with those of existing elastic and fail resilience



36

[EEN
B » oo o
T T T

Goodput (Gbps)

N
T

1 2 3 4 5 6 7 8 9
Transmission rate(Gbps)

Figure 2.6: Measured goodput (Gbps) for enterprise traces.

software solutions [48,/125(133]]. To understand the performance of stateless network functions with real
traces, we increase the rate of the real trace to more than the original rate at which it was capture, and an-
alyze the achievable throughput. Since the packet sizes vary considerably (80 to 1500 bytes), we report the
throughput in terms of traffic rate (Gbit/sec) rather than packets/sec. Figure shows that the statelessNF
firewall and loadbalancer have comparable performance than their baseline counterpart. The stateless NAT
reaches a limit that is 1Gbps lower than the non-stateless version. Finally, we also observe that the perfor-
mance of the NAT are several Gbps lower than the firewall and load balancer. This is due to the overhead of

IP header checksum after modifying the packet IP addresses and port numbers.

2.7.2.2 Latency

The interaction with the remote storage can increase the latency of each packet, as every incoming
packet must be buffered until its lookup operation is completed. To evaluate the delay increase, we compared
the round-trip time (RTT) of each packet in the stateless and baseline network functions. We timestamp
packets, send the traffic through the network function which resends the packets back to the initial host.

Figure shows the cumulative distribution function (CDF) for the RTT of packets traversing the

3 The rates of enterprise traces we found vary from 0.1 to 1 Gbit/sec



37

1 s l 3 - -
4 4
08} ! 1 o08f ¢ ]
Q ] _‘(Q 1
2 ! 2 '
S06F ' 1 g06) ' 1
o /] o )
D04t ! - Soar ' -
()] ' (m) '
@) ] @) ]
0.2¢ r Baseline NAT 0.2¢ y/ Baseline LB i
_ ! Stateless NAT = = - LY Stateless LB = = -
0 - wm | o= = T | | | 0 P | | |
500 1000 1500 2000 2500 500 1000 1500 2000 2500
Round Trip Time (usec) Round Trip Time (usec)
(a) NAT (b) Load Balancer

Figure 2.7: Round-trip time (RTT) of packets.

NAT and load balanceﬂ. In the 50th percentile, the RTT of StatelessNF packets is only 100us larger than the
baseline’s for the load balancer and NAT, and in the 95th percentile the RTT is only 300us larger. The added
delay we see in StatelessNF is a combination of read misses (which can reach 100us), preparing objects for
read requests from RAMCloud, casting returned data, and the actual latency of the request. These numbers
are in the range of other comparable systems (e.g., the low-latency rollback recovery system exhibited about
a 300us higher latency than the baseline [[133]]). Further, while the reported latency when using Ethernet
(with DPDK) to communicate with RAMCloud is higher than Infiniband (31.1us, read 100B, and 77us
write 100B), it is still less than the average packet delays reported with StatelessNF system (65us, 100us,
and 300us for firewall, load balancer, and NAT respectively). Given the actual network traversals of requests
can occur in parallel as the other aspects of the request, we believe that the difference in latency between

Ethernet with DPDK and Infiniband can be largely masked. We intend to validate as future work.

* The RTT for firewall (both stateless and baseline) showed similar trend to load balancer with a better average delay (67us
less).
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2.7.2.3 IPS Analysis

This section analyzes the impact of decoupling the state for an IPS. The overall processing of an IPS
is more complex (Section[2.3) than the three network functions we previously analyzed. However, its access
patterns to the remote storage is only incrementally more complex.

To analyze the impact of decoupling automaton state into remote storage, we implemented an in-
line stateless network function that emulates a typical IPS in terms of accessing the automaton state and
performs a read and write operation for every packet. For comparison, we run Snort [[128]] as an in-line IPS,
and streamed real world enterprise traces through both instances: Snort and our stateless emulated IPS. The
stateless emulated IPS was able to reach a throughput of 2.5Gbit/sec while the maximum performance for
the Snort instance was only 2Gbit/sec. These results show that for an IPS, the performance bottleneck is the

internal processing (e.g., signature search), and not the read/write operations to the remote storage.

2.7.3 Failure

As we discussed in Section [2.3] in the case of failover, the instance we failover to can seamlessly
handle the redirected traffic from the failed instance without causing any disruption for the traffic. To
illustrate this effect, and compare to the traditional approach, we performed a number of file downloads
that go through a firewall, and measured the number of successful file downloads and the time require to
complete all of the downloads in the following cases: 1) baseline and stateless firewalls with no failure; 2)
baseline and stateless firewall with failure where we redirect traffic to an alternate instance. In this case,
we are only measuring the effect of the disruption of failover, as we assume a perfect failure detection, and
simulate this by programming the SDN switch to redirect all traffic at some specific time. If we instrumented
failure detection, the results would be more pronounced.

Figure[2.8]shows our results where we downloaded up to 500 20MB files in a loop of 100 concurrent
http downloads through the firewall. As we can see, the baseline firewall is significantly affected by the
sudden failure because the backup instance will not recognize the redirected traffic, hence will drop the

connections, which in turn results in the client re-initiating the connections after a TCP connection timeout |
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Figure 2.9: Goodput (Gbps) for stateless and baseline firewalls while scaling out (t=25s) and in (t=75s).

Not only was the stateless firewall able to successfully complete all downloads, but the performance was
unaffected due to failure, and matched the download time of the baseline firewall when it did not experience

failure.
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2.74 Elasticity

In this chapter, we claim that decoupling state from processing in network functions provides elastic-
ity, where scaling in/out can be done with no disruption to the traffic. To evaluate StatelessNF’s capability
of scaling in and out, we performed the following experiment: we streamed continuous traffic of tcp packets
while gradually increasing the traffic rate every 5 seconds (as shown in Figure [2.9), keep it steady for 5
seconds, and then start decreasing the traffic rate every 5 seconds. The three lines in Figure [2.9] represent:
the ideal throughput (Ideal) which matches the send rate, the baseline firewall, and the stateless firewall.
The experiment starts with all traffic going through a single firewall. After 25 seconds, when the traffic
transmitted reaches 4Gbit/sec, we split it in half and redirect it to a second firewall instance. Then after 25
seconds of decreasing the sending rate, we merge the traffic back to the first firewall instance.

As Figure[2.9]shows, the stateless firewall matches the base goodput. That is because the newly added
firewall already has the state it needs to process the redirected packets, and therefore does not get affected
by traffic redirection. On the other hand, with the baseline firewall, once the traffic is split, the second
firewall starts dropping packets because it does not recognize them (i.e., doesn’t have state for those flows).
Similarly, upon scaling in, the firewall instance does not have the state needed for the merged traffic and

thus breaks the connections.

2.8 Discussion

The performance of our current prototype is not a fundamental limit of our approach. Here we discuss

two aspects which can further enhance performance.

Reducing interactions with a remote data store: Fundamentally, if we can even further reduce the inter-
actions with a remote data store, we can improve performance. Some steps in this direction that we intend
to pursue as future work include: (i) reducing the penalty of read misses by integrating a set membership
structure (e.g., a bloom filter [18]]) into the RAMCloud system so that we do not have to do a read if the

data is not there, (ii) explore the use of caching for certain types of state (read mostly), and (iii) explor-

3 We significantly reduced the TCP connection timeout in Linux to 20 seconds, from the default of 7200 seconds.
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ing placement of data store instances, perhaps even co-located with network function instances, in order to
maintain the decoupled architecture, but allowing more operations to be serviced by the local instance and
avoiding the consistency issues with cache (remote reads will still occur when the data isn’t local, providing

the persistent and global access to state).

Date store scalability We acknowledge that we will ultimately be limited by the scalability of the data
store, but generally view data stores as scalable and an active area of research. In addition, while we chose
RAMCloud for its low latency and resiliency, other systems such as FaRM [35] (from Microsoft) and a
commercially available data store from Algo-Logic [[63]] report better throughput and lower latency, so we

would see an immediate improvement if they become freely available.

2.9 Conclusions and Future Work

In this chapter, we presented stateless network functions, a novel design and architecture for network
functions where we break the tight coupling of state and processing in network functions in order to achieve
greater elasticity and failure resiliency. Our evaluation with a complete implementation demonstrates these
capabilities, as well as demonstrates that we are able to process millions of packets per second, with only a
few hundred microsecond added latency per packet. We do imagine there are further ways to optimize the
performance and a desire for more network functions, and we leave that as future work. We instead focused
on demonstrating the viability of a novel architecture which, we believe, fundamentally gets at the root of

the important problem.



Chapter 3

Focus: Scalable and Low-cost Search over Highly Dynamic Geo-distributed State

The ability for controllers to search for nodes that match certain criteria, based on potentially highly
dynamic information, is a critical need in many distributed systems in general, and in the homing infras-
tructure in particular. With the ever-evolving NSPs infrastructures to accommodate the increase in dynamic
customer demand, existing systems which typically implement a custom solution based around message
queues where nodes push status to a central database, are ill-suited for this purpose. In this chapter, we
present FOCUS, a general and scalable service which easily integrates into existing and emerging systems
to provide this fundamental capability. FOCUS utilizes a gossip-based protocol for nodes to organize into
groups based on attributes and current value. With this approach, nodes need not synchronize with a central
database, and instead the FOCUS service only needs to query the sub-set of nodes which have the potential
to positively match a given query. We show FOCUS’s flexibility through an operational example of complex
querying for homing virtual network functions (VNFs), and illustrate its ease of integration by replacing the
push-based approach in OpenStack’s placement service. Our evaluation demonstrates a 5-15x reduction in

bandwidth consumption and an ability to scale much better than existing approaches.

3.1 Introduction

Many distributed systems need the ability to find a node, or a set of nodes, whose attributes match
some criteria. A prime example is in cloud management systems, where admins need to identify nodes
which satisfy certain properties, such as those that have low CPU utilization, to make scheduling/migration

decisions. With the emergence of applications such as edge cloud computing, and Network Service Provider
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(NSP) deployments [254{103}|117]] of Virtual Network Functions (VNFs) [41] modern systems are becoming
more geographically distributed with more autonomous control within each regional domain. This intro-
duces new challenges around scalability and the need to obtain node attributes directly from the nodes
themselves.

Existing approaches, such as those used in cloud management platforms like OpenStack [111]], Ku-
bernetes [78]], and Mesos [59] can not currently be used beyond the boundaries of a single site because
their architectures were not designed for these new requirements. This is because they utilize either a push
or pull-based approach to obtain node information, and neither is sufficient. With push-based approaches
(used in OpenStack), the nodes periodically push their current state through message queues [123]] to a
central database. Fundamentally, this leads to the centralized database being out of sync with the state as
held at the end nodes. Further, as we show in Section this approach has limited scalability, requiring
applications to work around these limitations (introducing various trade-offs in data freshness, operational
complexity and search overhead). In pull-based systems, such as used in Google’s Borg [141]], the controller
polls nodes for their current state on demand. This allows for the end nodes to serve as the definitive source
of information, but results in expensive communication and ultimately not scalable. While the need for find-
ing nodes that are geo-distributed is recognized as important (e.g., by the OpenStack community [[109]), the
fact is existing systems simply do not support it.

In this chapter, we introduce FOCUS, a scalable service providing timely search across geo-distributed
nodes with varied and highly dynamic state. Its design is inspired by scalable peer-to-peer (p2p) systems
such as BitTorrent [[17]. In particular, central to FOCUS is a gossip-based system where nodes (geographi-
cally distributed over the wide area) form groups based on attributes and geographic proximity, which then
allows Focus to perform directed queries to only the nodes which have the potential to positively respond
to the query. We couple this with a query interface which allows FOCUS to be easily integrated into existing
applications and support a wide range of complex queries. We demonstrate its flexibility by considering the
operational query requirements of a deployed, complex system to instantiate VNFs in an NSP network (Sec-
tion [3.5.2). We demonstrate its ease of use by replacing equivalent (but not scalable) functionality within

OpenStack, for its VM placement service (Section [3.9).
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In summary, this chapter describes FOCUS — a novel distributed service for finding nodes, with the

following key technical contributions:

* Focus provides a query interface which can be easily integrated into larger systems. We demon-
strate this by showing how FOCUS can handle complex queries in a production deployment of an
NFV service, and replacing OpenStack’s message queue based node finding system for placement

with a Focus-based solution.

* We introduce an approach which enables directed pulls through sortable attribute-based groups.
This is scalable and enables end nodes to be the ultimate source of information, as only a subset of

nodes might match a query.

* We integrate a gossip-based peer-to-peer coordination into a general distributed application service,
which enables end nodes to self-form into groups. This, in turn, alleviates any load on a central

component, which in turn, provides much greater scalability.

* We implement and evaluate FOCUS in a geo-distributed environment with 1600 simulated nodes,
and show a bandwidth consumption reduction between 5x and 15x, when compared to various

node-finding techniques.

In the rest of this chapter, we first motivate the need for a service like FOCUS through two real
world examples (in Section[3.2). We then discuss the limitations of existing solutions in Section before
describing the architecture of FOCUS, first at a high-level (Section [3.4), then in detail (Sections
[3.7). We then describe our implementation in Section [3.8]and integration into OpenStack in Section[3.9] We

present our evaluation results in Section [3.10]and end with conclusion (Section [3.12]).

3.2 Motivating Use Cases

Searching for nodes with highly dynamic state is a central task of a number of applications. In this
section, we highlight two critical applications from our production systems that illustrate the need for a

service like FOCcus.
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Figure 3.1: High-level overview of FOCUS where end nodes form p2p groups based on attribute values
(e.g., memory, vCPUs) for scalable query processing. We describe the details of how FOCUS works in later
sections (see Section for an overview and Sections for details).

3.21 Edge Cloud Management with OpenStack

OpenStack [111]] is a cloud management system that helps deploy and maintain virtual infrastructures
over large pools of compute, storage, and networking resources throughout a datacenter. To perform this
task effectively, in several use-cases in OpenStack there is a need to find physical hosts (among potentially
thousands in multi-site and edge deployments [109]) that satisfy certain criteria (exemplified by Table 3.1).
For example, the VM Provisioning service will find physical hosts which have enough capacity (RAM, CPU,
Disk, Network) to satisfy the needs of the virtual machine that is to be launched. The migration service,
which is triggered externally, is an extension of placement and requires similar capabilities to find appro-
priate hosts. Currently, these services are built around OpenStack agents running on physical hosts pushing
status via a message queue [[123] to a central database, which limits OpenStack’s scalability to barely support
thousand hosts [[112]]. In Section we discuss why this is limited in scalability. This limitation is exacer-
bated in multi-site OpenStack deployments, where multiple hierarchical OpenStack controllers are needed
to handle the scale and geo-distribution of the deployment [[109]], introducing more operational complexity.

Clearly, there is a crucial need for a scalable service like FOCUS, that can be queried for physical

hosts (nodes) matching constraints. In Section [3.9] we describe how we integrated FOCUS with Open-
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Use Cases Query Examples

VM Provisioning / Live Migration | Get hosts that meet new/migrated VM resource require-
ments

Verify Service Status Get hosts by service type (e.g., compute, scheduler, etc)

Tenant Usage Reports Get hosts belonging to a project ID

Hot Spot Detection Get active/idle hosts

Table 3.1: Example queries from OpenStack source code [110]]

Stack, seamlessly replacing its message-queue-based functionality for placement. Further, with a system
like FoCuUs, we could go beyond just placement tasks and perform periodic monitoring efficiently (e.g., find
hosts with a high cache miss rate, indicating that VMs should be migrated). In addition, when using FOCUS
within a multi-site deployment of OpenStack, FOCUS can provide a full view of the system (across all sites),
reducing the operational complexity of OpenStack imposed by gathering and maintaining node information

across all geo-distributed sites.

3.2.2 NFV Automation for Geo-distributed Network Services

The Open Network Automation Platform (ONAP) [[103]] enables Network Service Providers (NSPs)
to automate and support the lifecycle management of complex virtual network functions [41]. Given a
network service chain consisting of multiple network functions that traffic must traverse (e.g., a firewall and
a load-balancer), a key task is to instantiate the chain. This could involve launching new virtual network
functions (VNFs), or re-purposing existing VNFs that provide the required service. This task is performed
by the ONAP ‘homing’ service (currently deployed in our production network) that often needs to find sites
or service instances that satisfy complex service chain requirements involving a combination of the queries
such as the ones in Table [3.2] There could be hundreds and potentially thousands of geo-distributed sites
(for edge use-cases) that constitute an NSP’s customer premises, central offices and full-fledged datacenters.

To avoid complexity, the homing service currently finds candidate sites and services by executing the
above mentioned queries sequentially to various central inventories that only maintain static information
(e.g., site/service attributes in Table [3.2)). Following this step, it hands off the actual task of instantiation to

separate processes within the chosen sites (which performs another set of queries, more similar to Open-
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Category Query Examples

Sites Get all service provider-owned cloud sites

Services Get services of type vGateway, vDNS

Site attributes Sites within 100 miles of a given location and support SRIOV with KVM
version 22

Service attributes vGateways that have the VLAN Tag for the matching customer VPN ID

Site capacity Sites that have a certain tenant quota, available upstream bandwidth,
vCPU, available Memory

Service capacity vDNS that can support 10000 resolutions/second, vCDNs that has a hot
cache for Customer Y

Table 3.2: Example queries in an operational ONAP deployment.

Stack). While the homing service is currently constrained to just static properties, many customers aspire to
dynamic properties (e.g., site/service capacity).

Focus can be a simple replacement for the inventory-sourced querying in the homing service, where
each site and service is a ‘node’ in FOCUS (described in Section [3.5.2). This would enable complex com-
bination of the queries shown in Table [3.2] supporting both static and dynamic properties. Alternatively,
ONAP’s architecture is largely driven by the need to handle a large scale — managing network services
across hundreds, soon to be thousands, of sites, where each site has hundreds or thousands of servers. As
such, it makes sense to separate functions — the homing service deals with site/service-level constraints and
a cloud-level service like OpenStack handles host-level constraints. With FOCUS, we could rethink the ar-
chitecture wherein the homing service performs both functions, using FOCUS to optimize the search over

all hosts/services across sites in a scalable manner.

33 Limitations of Existing Systems

To motivate how FOCUS should be architected, we first examine the way node finding is commonly
built into systems today (based around message queues) and why we believe this is not a great match for
this purpose. We then discuss some architectural alternatives which could (at a glance) be a solution, but

have significant shortcomings as well.
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3.3.1 Node Finding with Message Queues

As illustrated in Figure [3.2h, the approach is broadly characterized by the nodes periodically pushing
information about their current status (attributes and current values) to a central database through a message
queue. This allows the query processing server to respond to any query to find a node by simply querying
the database.

As an example system that is built like this, OpenStack has agents that run on each compute node
(usually one per physical host). These nodes each produce a few messages per second containing their
current state (e.g., number of VM instances, available memory, disk, CPUs, etc) through RabbitMQ [[123]]
(the default messaging queue of OpenStack). A process within OpenStack consumes this information from
RabbitMQ and feeds the information into a database.

To quantify the scalability limitation of message queues, we deployed a VM on Amazon EC2 [5],
dedicated to run a RabbitMQ server with 8GB of RAM and a CPU with 4 virtual cores (each 2.4GHz), and
we used 5 other VMs to host simulated producers (nodes). In each run, we had 100 consumers consuming
from 100 queues to which the producers push their messages (we found this to be the most effective way
to consume data). Each producer was sending five 1KB messages per second to the server (mimicking
OpenStack hosts’ behavior). We measured message latency and CPU usage of the RabbitMQ process 30
seconds into the tests.

Figure [3.3] shows the latency (left y-axis) and CPU usage (right y-axis) when we varied the number
of producers from 1K to 8K. As shown, RabbitMQ hits its scalability limit around 6k nodes, and crossed
over 50% CPU utilization as early as 2k nodes. While one can argue that adding more RabbitMQ servers

can scale the solution, we argue that this not only will consume more resources, but it will also complicate
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Figure 3.3: RabbitMQ test showing latency of messages and CPU usage of the RabbitMQ process while
varying the number of producers (i.e., nodes).

the management of RabbitMQ (multiple RabbitMQ servers need to synchronize through distributed consen-
sus [60,/105]). Such model puts too much emphasis on the messaging queue, making it a bottleneck and
a single point of failure. We, therefore, conclude that message queues are not the most efficient means for

finding nodes.

3.3.2 Alternate Architectures

Before presenting our gossip-based approach, it is worth considering some alternatives.

3.3.2.1  Pull

A first alternative is to pull information from the nodes in response to a query, rather than have the
nodes periodically push information. This is illustrated in Figure [3.2b. When a query comes in, the server
can poll the nodes for their current state. The nodes would then send a response to the server, which would
process the responses and form a response to the node finding query.

Pull-based approaches are generally not considered scalable, as the server needs to query many nodes
simultaneously, and the synchronized responses coming back from the nodes can result in server overload,

or problems such as TCP incast [[24].
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3.3.2.2  Hierarchy

It is natural to assume that we could just add hierarchy to address the limitations of push-based
message queues or simple pull-based approaches. Here, we consider two approaches to hierarchy and
conclude that neither is ideal.

Aggregating: Rather than N nodes all sending to a single central server, we can introduce a layer of
nodes that simply aggregate the data (as illustrated in Figure [3.2k). We note that this approach reduces the
event rate (number of messages) at the central server, but does not reduce bandwidth consumption, nor does
it reduce the event rate at the database.

Sub-setting: Rather than push all the way to the central server, we could effectively divide the infras-
tructure into subsets that each are designed with the nodes all pushing to their subset manager (as illustrated
in Figure[3.2ld). Then a central server would query (pull) each of the subset cloud managers anytime a query
comes in. This has two key problems. First, this solution partitions the infrastructure, which as has been
argued before, is not ideal as crossing the partition boundaries are an added challenge [S1]. Second, this
inherently increases management complexity — we are now running and managing several cloud managers

as opposed to just a single one.

34 Focus Architectural Overview

Focus, as illustrated in Figure [3.1] is a system which provides a service to systems that need to
find a set of nodes which have certain attributes. Overall, we have two main objectives: (i) serve as a
general purpose service for node finding across many applications, and (ii) efficiently scale both in terms of
performance and operational complexity. In this section, we highlight the key design/architectural aspects
that help achieve this and then elaborate in subsequent sections.

Integrable Query Interface: In order to be useful to applications, we need FOCUS to have an inter-
face that is easy to integrate and powerful enough to cover a variety of applications’ needs. We provide a
simple REST API in which a query contains attributes and the range (or specific) values to match. Further,

we demonstrate the richness by illustrating the queries needed in a production deployment of NFV services.
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Query Processing with Directed Pulling: As explained in Section simple pull-based ap-
proaches do not scale beyond a small set of nodes. Yet, at the same time, pulling provides the ability to have
the most up-to-date information. To balance between the goals of the scalability (both in terms of perfor-
mance, and in terms of operational management) and supporting applications with dynamically changing
nodes, we introduce directed pulling in FOCUS. Specifically, in our solution, we pre-filter nodes and only
send pull requests to nodes which have the potential to positively match the query.

Gossip-based Node Coordination: To realize directed pulling, we use a gossip-based approach
to group nodes based on attribute and value. Crucially, the nodes themselves organize into groups and
gossip with each other in order to determine when group membership should change. Then, if needed, they
communicate with the central FOCUS node, and change groups. This distributes load from the central server
to all nodes, and enables more decentralized decision making. To answer a query, FOCUS simply needs to
know which groups a given node is part of (or, said in the inverse, which nodes are part of which groups).
Note that, with this approach, we avail all the benefits of the sub-setting approach in Section without

incurring any of the operational complexity of maintaining multiple managers.

3.5 Integrable Query Interface

A key goal of FOCUS is to be useful across a broad range of distributed applications — i.e., it has a
query interface that is easily integrated, and rich enough to support the needs of applications. In this section,

we first discuss the abstractions, then describe a real-world example.

3.5.1 Abstractions

In this section, we provide a high-level overview of the abstractions provided by FOCUS. As depicted
in Figure[3.1] an application can specify constraints for the nodes it wants to find, and Focus will efficiently
query the nodes and return nodes (out of possibly thousands) that satisfy the constraints.

Node Attributes: Nodes have attributes that can be described as either static or dynamic. Values of
static attributes do not change (e.g., number of CPU cores) while values of dynamic attributes can and do

change over time (e.g., free memory). For multi-site environments, the nodes within a given site inherit the
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global attributes of that site. For example, a node representing a host in a cloud site will contain not only
host attributes such as available CPU and memory, but will also inherit attributes such as “US-East” which
describes the cloud site’s geographic region.

Query Structure: Queries are attribute-oriented, meaning that each application issuing a query
should specify the attributes and their desired values. A query structure contains a list of queryable at-
tributes, and for each attribute there are the following fields: name, upper bound value, lower bound value,
limit, and a freshness parameter. The attribute name is used to describe the attribute of interest to the
requester application. The upper bound and lower bound values are used to support lesser/greater than op-
erations. If an exact match is needed, then both bounds should be of the same value. The limit specifies
the maximum number of responses to be returned. And finally, the freshness field can be specified in terms
of milliseconds (a value of zero means the response must be as close to real time as possible to guarantee
extremely fresh results). We note that this is one version of a query structure, and there are multiple versions

that FOCUs supports for other attribute types (e.g., location, text-based attributes, etc).

3.5.2  Example Queries used in VNF Homing

To illustrate the use of FOCUS, here we consider an operational example of the VNF homing service
described in Section[3.2.2] In this example, we specifically present the case which matches today’s use (first
searching for sites and services, and then performing instantiation), rather than re-architecting the solution
which could be enabled by FOcUs (searching for physical hosts and services across sites and deploying a
service chain in a one step process).

Figure |3.4| shows the homing requirements of a virtual Customer Premises Equipment (vCPE) [96]
network service, that provides residential broadband connectivity. Figure[3.4a shows the layout architecture,
connecting the residence to the vG (virtual gateway) hosting infrastructure at the Service Provider Edge (PE).
Here, the bridged residential gateway (BRG) is the vCPE located at the residential customer premises, while
the vG Multiplexer (vGMux) is a shared network function at the PE that maps layer-2 traffic between a
subscriber’s BRG and its unique vG, ensuring traffic isolation between customers.

Homing the vCPE service requires finding a slice of an existing vGMux instance and finding a suitable
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Figure 3.4: VNF homing: an apt use-case that illustrates the use of FOCUS for homing the residential virtual
Customer Premises Equipment (vCPE) service [96] in ONAP [[103].

cloud site for spinning up a new instance of the vG. Figure shows the homing policies (or constraints)
that drive the selection of an optimal vGMux and the corresponding PE site to host the vG for a given
customer. While the first two constraints are relatively static, the hardware capabilities of a cloud site
may change as new host aggregates are added, and instantaneous site capacities may vary at even shorter
time scales since resources are typically shared among multiple services and customers. As shown in Figure
[3.4b, Focus is a perfect fit for this problem wherein those constraints can be expressed as a query to FOCUS

which will return a set of candidate vGMux instances and sites (FOCUS ‘nodes’) that satisfy all constraints.

3.6 Query Processing with Directed Pulling

In this section, we discuss the key concept of grouping nodes based on their attribute values, how

Focus is able to pull from the right subset of nodes, and key optimizations for FOCUS’s query processor.
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Attribute-based Grouping: As demonstrated in section the state of each node is described in
the form of attributes (e.g., CPU utilization, free memory and disk, location, etc). Naturally, grouping nodes
based on their attribute values makes it possible to filter out many nodes that cannot satisfy certain queries.
Driven by our query structure, we group nodes based on attribute values that are within a specific range.
For example, in Figure there are two groups of nodes — one for nodes with free RAM of 4 to 6GB, and
another for nodes with 1-4 virtual CPUs. Note that a node can be in multiple groups simultaneously (e.g.,
having 5GB of RAM and 2 vCPUs). In section we discuss how nodes form such groups in a dynamic
manner, adapting to changing attribute values.

Query Conjunctions through Sorted Pulls: Having pre-filtered nodes and prior (coarse-grained)
knowledge of the current state of each node in the system, it is possible for FOCUS to direct queries to only
those nodes that have the potential to satisfy the queries. Specifically, when FOCUS receives a query, it
parses the query and sends it to the corresponding groups that satisfy the query conditions. The members of
the group, then, will respond with their current state. For instance, consider a query to retrieve nodes with
4GB of RAM. Focus will send the query only to the group that has 4 to 6GB of free RAM (exemplified in
Figure|3.1).

Multi-attribute/constraint queries, if not handled well, can undermine the advantages of pre-filtering
and attribute-based grouping. That is, if a query containing too many constraints for different attributes is
sent to every single group of nodes that correspond to each attribute, then this can quickly degenerate to
the case where the query is sent to every single node in the system. Instead, FOCUS sends the query to the
smallest group that corresponds to one of the query’s attributes (mechanism described in Section[3.7)). Then,
the nodes within that group can answer to all constraints in the query. This narrows down the scope of nodes
to which a query must be sent even further.

Optimizations: In addition to sending queries to the smallest group, we further optimize our querying
with a cache to store query responses along with a timestamp of when they were fetched. Checking the cache
is the first step in processing a query. As described in section [3.5] each query has a freshness parameter,
which is checked against responses fetched from the cache. Should cached responses not qualify for the

query freshness or in the event of a cache miss, the query will be sent to the appropriate group. Moreover,
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under heavy-load conditions, and after determining what groups to which the query must be sent, FOCUS
has the mechanism to delegate to the querying application the act of actually sending the query to the nodes.
As a result, the load on FOCUS is alleviated, making it more lightweight and scalable. However, responses

for those delegated queries will not traverse FOCUS, and consequently will not be cached.

3.7 Gossip-based Node Coordination

Our attribute-based groups are p2p groups that implement the gossip protocol [29], through which
each node gossips membership information with only a few members of the group, who in turn gossip with
other nodes until convergence in reached. The gossip channel is also used to disseminate queries received
from the FOCUS server. In this section, we describe how nodes form those groups and how FOCUS is able
to maintain information that is later used to process queries.

Dynamic Groups Management: Upon registering with FOCUS, a node reports its current attributes
and the corresponding values. In return, FOCUS will provide entry points into the appropriate groups for
the node to join. Each of the node’s dynamic attributes corresponds to a specific p2p group based on the
attribute Valueﬂ. When there are no existing groups that suit the new values of a node, FOCUS will instruct
that node to start a new group and, in turn, will be an entry point for future nodes. In addition to providing
entry points, group suggestions from FOCUS also contain group ranges. A group range is used by nodes to
detect when it is necessary to move to other groups (when new values fall outside the group range). Based
on predefined attribute value cutoffs, FOCUS decides the range of each attribute-based group.

Further, in order to keep groups from growing indefinitely, which as we show (in section [3.10) has
an impact on query latency, FOCUS keeps track of how many members are in a group. When a group
size exceeds a certain threshold, FOCUS will fork groups by suggesting new groups to new nodes. We
note that a group that tracks an attribute spanning multiple geographic locations (e.g., free RAM) could be
formed disregarding the geographic locations of the nodes in the group, which could degrade performance.

However, we can seamlessly split groups when they exceed certain geographic thresholds (like maximum

! Static attributes are maintained in the Focus distributed data-store (described in Section|3.8) and therefore do not need to be
managed via groups.
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distance among nodes) by treating them as separate attributes tied to location. For example, if a group
containing nodes that have more than 4GB of free RAM traverses locations across say Texas and California,
we simply create two groups: (nodes with more than 4GB of free RAM in Texas) and (nodes with more
than 4GB of free RAM in California). Accordingly, when FOCUS processes a query that does not specify
a location (e.g., get nodes with greater than 4GB of RAM), FOCcus will query groups with nodes having
more than 4GB of RAM in all locations (or until it satisfies the limit parameter in the query as described in
Section [3.5.1)), aggregate the results, and return them to the query initiator.

Group Member List through Representatives: FOCUS maintains a list of member nodes for each
group to serve as entry points for other nodes, to enable queries, and to perform operations like forking the
group based on size, geography, etc. Even if this list is relatively stale, as long as this list includes some
reachable, live member, FOCUS can pull the latest attribute values for the group (explained later in this
section). To obtain this list, FOCUS randomly selects a small (configurable) number of nodes in each group
to be the representatives and asks them to periodically upload the group member list. Since modern gossip
protocols exchange and construct member lists, representatives nodes need to do minimal additional work in
uploading this information. Further, the randomized representative node selection ensures that the workload
is distributed evenly. In a group that has high churn rate, more representative nodes and/or more frequent
updates are required. Finding the optimal upload frequency for different systems is an important aspect of
future work.

Load-balanced Query Routing within p2p Groups: To receive a query response from a p2p group,
Focus can send the query to any member of the group which, in turn, will gossip the query with other
members of the group. Query responses from group members, however, will be directly sent to the member
who originated the query in order to allow fast query processing. A key design decision of FOCUS is that
the load must be distributed across all nodes. Further, FOCUS needs to be resilient to failure of nodes in the
attribute groups. Therefore, every time a query needs to be sent to one of the p2p groups, FOCUS randomly
picks a different group member, as opposed to just sending them to the representatives described above. In
section [3.11] we describe future work to address the efficiency/communication trade-offs in this design.

Since node coordination is gossip-based, convergence can be relatively slow and if a query is sent to
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a group immediately after a new node has joined, the new node may not receive the query. To solve this
problem, FOCUS maintains a table in its data-store that tracks nodes that are transitioning between groups
or are entering a new group (when they ask FOCUS for group suggestions). To ensure inclusiveness, FOCUS

also includes nodes in this table when processing a query.

3.8 Implementation

In this section, we describe the internal design of Focus (Figure [3.5) and provide details of its
implementation. Specifically, we implemented FOCUS in Java with 3.1K lines of code (1.9K LoC for the
Focus service and 1.2K LoC for the node agent). We used Apache Cassandra [|80] as our service data
store, Eclipse Jetty [37] as our web server, and HashiCorp’s Serf [56] as our p2p fabric. First, we describe

each component of the FOCUS service and then describe the node agent.

3.8.1 Focus Service

Each of the three main components of FOCUS (Registrar, Dynamic Groups Manager (DGM), and

Query Router) exposes its services through a REST API that is hosted on a Jetty server. The input and
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output of each API call is JSON-formatted [[70].

3.8.1.1  The Registrar

The Registrar listens for node registration requests. Each request contains certain information about
the new node, including: node IP address, a list of attribute-value pairs, and the port through which the
node can receive commands and queries from FOCUS. The Registrar stores the new node information at the
Focus database, which is backed by a Cassandra cluster to provide resiliency and fault tolerance. For each
static attribute, the Registrar creates a table containing: node ID, attribute value, and a timestamp field. We
also use an additional field to store all other attribute-value pairs for each node. For instance, if the new
node has the following static attributes (arch:x86, cores:8), then an entry at the table for the arch attribute

will look like the following.

node ID | arch | attributes | timestamp

IP address | x86 | {cores:8} | time value

Storing other attributes in each attribute table makes it much more efficient to query the database.
That is, to perform a query with multiple attributes, we just need to query one table, the table with the lowest

number of entries. These tables are also updated by the DGM when it learns new information.

3.8.1.2  The Dynamic Groups Manager (DGM)

Deterministic Group Naming: Choosing consistent group IDs is crucial when referring new nodes to
groups as well as when routing queries to the desired group. The DGM, using a deterministic group naming
function, constructs group names using an attribute cutoff. For instance, if the disk attribute cutoff is set to
10, then a group named disk. /0GB will contain nodes that have between 10 and 20 GB of free disk space.
Our deterministic group naming function accepts an attribute-value pair, and returns the corresponding group
name.

Group Tables: The DGM keeps track of groups by storing them in a primary key-value lookup table,

which frequently gets synchronized with the Cassandra data-store. We note that since group information
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is essentially maintained by the groups themselves, failure recovery of the DGM comes naturally. That is,
when the DGM fails and a new one is instantiated, group representatives will send their corresponding group
information, which the new DGM uses to populate its primary group tables. As discussed in section
information about nodes transitioning between groups will be kept in a temporary table until they appear in

one of the groups updates.

3.8.1.3  The Query Router

In order to separate the load between the northbound API (consumed by querying applications) and
the southbound API (consumed by nodes), we bind the Query Router to a different port than the DGM. It
runs a process that has a cache table in memory, which is checked every time a query is received. For queries
with only static attributes, the Query Router will get the corresponding values directly from the database.
Otherwise, it will send the query to the corresponding group after consulting the DGM. To prevent FOCUS
from indefinitely blocking on queries, FOCUS uses a configured timeout after which the query processing

will abort.

3.8.2 Node Agents

Our node agent consists of two light-weight processes: a node manager and a p2p agent, both of
which run on every node in our system. The node manager is responsible for communicating with the
Focus service for managing node registration and requesting group suggestions. And the p2p agent (which
runs a Serf client [56]) is responsible for connecting to other p2p agents for each of the node’s attribute
groups, one group per attribute.

Node Manager: The node manager has three tasks. (i) It runs OS commands that collect resource
(attribute) information (CPU usage, free RAM and disk, etc). (if) It handles communication with the FOCUS
service. (iii) It provides an interface for receiving queries and commands (e.g., representative election) from
the FOCUS service. When a node receives a query, the node manager will gossip the query (via its p2p
agent) to the members of its group and gets the response back.

p2p Agents: Each node runs a separate Serf agent for each group it joins. When a node requests group
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where FOCUS is integrated by replacing the object that queries the database with a FOCUS client that queries
the FOCUS service.

entry information from FOCUS, it will get a list of entry points for each group. Each entry point consists
of the IP address and the port number at which the Serf agent of the node is listening. The requesting node
can use this information to join the p2p group. In the case of first node to register for a group, Focus will
let the node know there are no entry points; consequently, the node will start a Serf agent and immediately
let Focus know about its Serf binding port so that future nodes can join. Note that, the Serf agent is
configurable with a set of parameters, including: the number of neighbor nodes to gossip with (gossip
fanout) and a gossip interval parameter. In our implementation of the FOCUS node agent, we set the fanout
to 4 nodes and the gossip interval to 100 millisecondsﬂ. This setting achieves a balance between overhead

on the node agents and query performance.

3.9 OpenStack Integration

In this section, to demonstrate FOCUS’s usability, we provide a detailed overview of how we inte-
grated FOCUS into OpenStack’s VM placement service (using OpenStack version 3.15.0 and Nova version
18.0.0), thereby providing a much more scalable solution compared to RabbitMQ (as described in Sec-

tion [3.3). First, we provide an overview of how OpenStack finds nodes for new VM placements (and live

2 This allows a 400-node group to reach convergence in as little as 0.6 sec.



61

migration), which is illustrated in Figure|3.6

Finding Nodes for VM Placement: OpenStack follows a model that resembles the one in Fig-
ure [3.2h, where Nova compute nodes running on each physical host periodically push their state updates to
a centralized database through RabbitMQ, containing information about current capacities (cpu, ram, disk,
etc) and virtualization-specific information (number of installed VMs, number of vCPUs, etc). Each VM

placement request object takes the following form.
struct{ int limit, dict resources}

The 1imit field is used to limit the number of nodes in the response. The dictionary of resources
contains the minimum required resources for the requested VM image. Such resources typically are: RAM
(specified in Megabytes), Di sk (specified in Gigabytes), and VCPUs (an integer value specifying the num-
ber of required virtual CPUs).

When a VM placement request is issued, the following steps take place (in accordance with steps
in Figure [3.6). (1) A scheduler client (mainly used by the dashboard or CLI) will call the scheduler API
select_destinations by passing the requested resources and a limit for the desired number of place-
ment candidates. (2) The scheduler, in turn, will verify the request and then call the Placement API GET
method allocation_candidates, which returns a list of placement candidates so that the scheduler
can issue commands to the desired candidates to spawn a new VM. Upon receiving a placement request,
the Placement service (3) calls the Resource Provider’s get _by_requests method, which (4) queries the
database and returns a list of candidates.

Integrating FOCUS: The allocation_candidate class of the placement service makes an in-
direct call to the database in order to fetch the available hosts and their state. The following line of code

makes the request.
cands = rp_obj.AllocationCandidates.get_by_requests (requests,limit)

We replace this particular functionality, corresponding to the shaded box in Figure for steps (3) and
(4) with a Focus-based solution. Specifically, we replace the above call to the central database with the

following single call to FOCUS.
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cands = fc_obj.query(requests,limit)

Where fc_obj is an instance of a class that we implemented to handle queries from OpenStack to FOCUS.
Currently, it supports placement queries, and adding support for other queries merely requires adding more
functions to this class.

Augmenting FOCUS’s Node Agents: We augmented our node agents (that now run on the physical
hosts running the Nova compute agents) with the 1ibvirt virtualization library [84] in order to gather re-
source information. Our node agent interfaces with 1ibvirt and connects to the QEMU hypervisor [[122]
to gather the required information. This addition to our node agent resulted in less than 100 lines of ad-
ditional code to the original node agent code. Although our current integration connects to the QEMU
hypervisor, we can easily integrate with other hypervisors (Xen [[137], KVM [87]], VMWare ESX [142], etc)

that 1ibvirt supports.

3.10 Evaluation

In this section, we evaluate the performance of FOCUS and compare it against different node finding

approaches. Our evaluation of FOCUS answers the following questions:

(1) How does FOCUS scale compared to other solutions?

(2) How efficiently does FOCUS perform with real-world query traces?

(3) What are the FOcus benchmarks with respect to group size, and overhead on the node agents?

3.10.1 Testbed Setup

To evaluate the performance of FOCUS, we deployed it on Amazon’s EC2 [5] and to simulate geo-
distributed nodes, we chose four different EC2 regions in North America: Ohio, Canada, Oregon, and
California. In each region, we instantiated 8 VMs each with 16GB of memory and 4 vCPUs to host our

Focus node agents. Since multiple node agent programs are consolidated onto the same VM in our ex-



S
S
S

. =@ Focus
2 - Nai 4 1400
Naive Push/Pull —
5 aufc l.IS u —&— Focus — 402
Zis500f —@ Static Hierarchy 35 . ) &
g - 5
£ RabbitMQ - pub % , RabbitMQ 5 v
5 =
E RabbitMQ - sub § ;g 1000 g
21000 2125 = 2
3 N £ £
9] Q e =
= b 5 2 oy 2
S = 5 600 8
£ —>}\ ' = 17 r== .= BW consumed 80 =
£ 2 Z = . 5
A ey 2 1 b g 4 == 99th percentile E
’W < 0 Cz)’ 200 == 75th percentile 40 2
200 600 1000 1400 : . <3
Number of Nodes 50th percentile 0 o]

(a) Scalability in terms of band-
width consumption of the query
server for multiple node finding ap-

200 600 1000

Number of Nodes

1400

(b) Average query latency (s) for
Focus and RabbitMQ, when pro-
cessing 40 queries per second.

200 600 1000

Number of Nodes

1400

(¢) Query latency (ms) for real-
world queries with nodes deployed
across 4 geographical regions.

63

proaches.

Figure 3.7: FOCUS’s performance for different metrics when compared to other systems and when process-
ing real-world queries.

periments, we introduced a randomness factorﬂ to the node agents which they use to change their attribute
values so that they do not report the same information of the VM on which they run. Each node agent re-
ported 4 attributes: CPU usage, number of available vCPUs, free RAM_MB, and free DISK_GB space. The
attribute-based group cutoffs were as follows: {CPU usage: 25%, vCPUs: 2, RAM_MB: 2048MB, disk:
5GB}. This means that nodes with CPU utilization between zero and 25% will be in the same group, and

nodes that have 1 to 2 virtual CPUs will be in the same group, and so on.

3.10.2 Focus vs. Existing Systems

Bandwidth Consumption: In this experiment, we evaluate FOCUS’s scalability by measuring the
bandwidth consumption at the query server. We also compare our results with the following node finding
approaches. (i) Naive push and pull, where node state is either frequently pushed from the nodes (Fig-
ure[3.2h) or pulled on-demand (Figure 3.2b). (ii) Static hierarchy (Figure [3.2d), where the number of state
managers is 16E| We also compare against (iii) RabbitMQ with two configurations (publish and subscribe),
where nodes either periodically publish information (pub) or subscribe for queries (sub) and then respond.

The query/update frequency is 1/second.

3 The randomness factor depends on the attribute value range. E.g., the value for cpu usage can be randomly assigned from 0 to
100.

* We chose 16 because that was the average number of group representatives that are in charge of reporting group information
to Focus.
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Figure shows that FOCUS consumes less bandwidth than other systems. For instance, when the
number of nodes reaches 1600, FOCUS can eliminate up to 86%, 92%, 93%, and 95% of the communication
between the server and nodes when compared to static hierarchy, RabbitMQ (pub), naive push/pullE] , and
RabbitMQ (sub), respectively. This shows that FOCUS, with attribute-based grouping and directed pulling,
can scale much better than other approaches.

Query Processing Latency: Figure[3.7b|shows the average query latency for FOCUS when compared
to RabbitMQ while processing 40 queries per second. Note that FOCUS was deployed according to the setup
described earlier in section however, our RabbitMQ deployment was in one region of EC2 where
we ran a RabbitMQ server and multiple simulated producers. Up to 1K nodes, RabbitMQ shows faster
responses. However, after 1K nodes, RabbitMQ could not scale, while FOCUS’s latency stays relatively
constant. This is because instead of sending queries to all nodes, FOCUS used directed pulling to send

queries only to the corresponding p2p groups.

3.10.3 Query Latency for Real-world Traces

In order to get a sense of how well FOCUS can perform in real-world deployments, we replayed a
cloud trace from the Chameleon cloud testbed [22]], containing OpenStack KVM events. The trace contains
over 75K VM placement events over the course of 10 months. Those events provide resource requirements,
which we parsed into our queryable attribute object (described in section [3.5)), and then replayed those
queries to FOCUS. We replayed the traces at an accelerated rate (15,000x faster) to test how well FOcus
performs under heavy loads. All queries were sent to the p2p groups, and the cache was disabled for this
experiment.

Figure shows the latency per request for the 50th, 75th, and 99th percentile of queries (left y-
axis). The results show that there is a steady increase in the response latency until the number of nodes
reaches about 600 nodes, after which the latency stays relatively constant. We monitored the FOCUS service
at each run, and found that after 600 nodes, the average group size did not significantly increase (=150

members per group), whereas the number of groups kept increasing. This highlights the benefit of using an

5 Naive push and pull showed identical results; hence, merged into one line.
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Figure 3.8: Various microbenchmarks showing different aspects of FOCUS’s performance.

attribute-based grouping.

3.104 Microbenchmarks

In this section, we provide microbenchmarks of various aspects that impact FOCUS’s performance.

Resource Usage of the FOCUS Server While replaying real cloud traces (discussed in section|3.10.3)),
we measured the CPU and RAM usage of the FOCUS server. Figure [3.82 shows the resources used by the
Focus server while we increase the number of nodes. The results highlight that the FOCUS server is not
resource-hungry, even when there are more than 1.5K nodes that are part of the FOCUS system. Note that
the VM on which the server ran had 4 virtual CPUs and 16GB RAM.

Overhead on Node Agents: Figure [3.8b] shows the bandwidth consumption at one of the nodes
in a p2p group under two conditions: normal operation (exchanging membership information) and query
processing (1 query/s). Even though that in our earlier experiments the average size of a group did not
exceed 150 members, it is worth measuring the impact of having groups with hundreds of members. The
results in the figure suggest that during normal operation, the bandwidth consumed is negligible (under
2KBps), even for groups with more than 400 members. This shows that even when deployed in a cross-site
setting, FOCUS does not impose significant overhead on the nodes. When processing queries every second,
the bandwidth consumed by the node is less than 10KBps for groups with 100 nodes and about 50KBps for

groups with 400 nodes. We note that FOCUS picks a random member every time it sends a query to a group;
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hence, eliminating any excessive overhead on one specific node.

Latency vs. p2p Group Size: Since queries are gossiped by the p2p nodes, query processing times
depend mainly on how fast a p2p group can converge. In this experiment, we measure the query latency
with respect to the source of the query response from which it was served. In our design of FOCUS, query
responses are either fetched from a local cache or pulled from the p2p groups. For responses from the p2p
groups, we measured the start and end times at the p2p node that received the query. Figure|3.8c|shows two
key points. First, fetching responses from the cache (takes 45ms) significantly reduces the query processing
time by an order of magnitude. Second, even when a p2p group contains hundreds of nodes, the response is

still under one second. Note that we used the same gossip configuration discussed in section [3.8.2

3.11 Discussion and Future Work

In this section, we discuss some of the open issues in FOCUS and potential future directions of work.

Deciding the Right Group Ranges: Determining the “right” group ranges (section[3.7) is critical for
Focus’s performance as biased groups could form and harm FOCUS’s ability to efficiently answer queries.
Our design allows system operators to configure group ranges, allowing them to use the method of their
choice (static, random, heuristic, trace-driven, etc). In the future, we will augment FOCUS with a default
mechanism driven by machine learning techniques (trained with traces) to decide appropriate group ranges.

Faster Query Processing: In our evaluation (Figure [3.7b)), even though FOCUS scales better than
RabbitMQ, FocUs’s query processing takes longer than what RabbitMQ takes for nodes less than 1200.
This is mainly attributed to FOCUS’s use of a small number of nodes as its “fanout” gossip factor (e.g.,
number of neighbors that a node directly talks to), leading to a slow convergence. Another alternative (and
faster) approach is to broadcast the query to all members of the group by configuring the fanout factor to
be N, where N is the number of nodes in the group. This is a trade-off between resource usage of a node
(bandwidth consumption used to gossip with other members) and query processing latency. In the future,
Focus can provide the option to configure each group’s fanout factor, which when set to a high value, will
be of great use for time-sensitive applications.

Further, as future work, we first wish to explore materialized views in FOCUS by creating specific p2p
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groups representing frequently issued queries. We wish to extend this concept by supporting event triggers
— change in node state will automatically update the materialized view. Finally, we also wish to provide

translation/normalization functions to deal with the potential heterogeneity in data sources of FOCUS.

3.12 Conclusion

In this chapter, we address a fundamental problem in large-scale distributed systems — finding nodes
that match certain criteria and present FOCUS, a novel scalable search service for finding nodes. This is
a challenging problem because of the scale of the nodes and the highly dynamic nature of their attributes.
Current approaches to this problem that typically involve nodes pushing status to a centralized database
through a message queue simply do not scale. Naiive hierarchical push/pull solutions impose unsuitable
trade-offs in accuracy of the results and overhead of node finding. On the other hand, FOCUS uses a novel
hybrid approach in which we maintain p2p groups of nodes based on their attribute values or state. We
illustrate FOCUS’s broad applicability in real-world systems such as OpenStack and VNF homing in the
Open Network Automation Platform (ONAP). Our evaluation confirms the superior scalability of FoCcus

over existing approaches.



Chapter 4

StepNet: Incremental Approach to Homing Complex Network Services

Homing or placement of virtual network functions on cloud and network service provider (NSP)
infrastructures is a crucial step in the orchestration of network services, involving complex interactions
with the cloud, SDN and service controllers. Traditionally, homing involves a laborious off-line process
where Network Service Providers (NSPs) hand-craft service-specific homing heuristics, and pre-provision
resources based on expected service load. This service-specific approach does not scale well as more ser-
vices are deployed, since different services have very different set of requirements or constraints. While
pre-provisioning leads to conservative over-allocation of resources, repeated querying of the various con-
trollers (e.g., to check customer eligibility or capacity) consumes significant amount of time and resources
at the controllers. We replace this traditional homing process with StepNet, a compositional homing frame-
wor , which allows service designers to mix and match constraints to construct instances of the homing
problem simply and quickly, enabling greater agility of service creation and evolution. StepNet adopts an
incremental approach to querying that provides near optimal homing solutions, while reducing the cumula-
tive time spent by all of the data sources responding to queries for each homing request (query cost). Our
evaluation with production traces from a Tier-1 NSP shows a reduction in query cost of 92% for over 50%
of the requests.

In this chapter, we explicitly assume homing requests are handled sequentially and solve for the base
problems: service evolvability and per-request query burdensome on controllers. In chapter[5] we relax that

assumption and address the challenges introduced when we have distributed homing instances.

! StepNet is a homing service that is built on top of the Homing and Allocation service (HAS) of the Open Network Automation
Platform (ONAP). As such, StepNet leverages many of the components that are part of HAS.
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4.1 Introduction

Network Service Providers (NSPs) offer fundamental networking capabilities such as managed ded-
icated internet connectivity, Wide Area Networks, Virtual Private Networks, Voice Over IP, and Secure
Cloud Connectivity. A critical step in provisioning these services for their customers is identifying either
optimal locations for creating the network elements of the network service or reusing existing service in-
stances (among several thousands providing the required capabilities) that can be shared among services.
This process, referred to as the Homing proble , is performed based on a wide variety of constraints in-
fluenced both by the customer Service Level Objectives (SLOs) [53]] and the NSP such as network latency,
bandwidth capacity, and infrastructure capabilities.

Figure4.1{shows an overview of the topology and homing requirements of a virtual Customer Premise
Equipment (vCPE) residential broadband service, a simple but illustrative real-world network service offered
by many NSPs. vCPE connects a residence to the vG at the Service Provider Edge (PE). The Bridged
Residential Gateway (BRG) is the vCPE located at the residential customer premises, while the vGMux is
a shared network service at the PE that maps layer-2 traffic between a subscriber’s BRG and its unique vG,
ensuring traffic isolation between multiple customers. In the homing terminology, the vCPE comprises of
two demands - vG and vGMux, and two types of candidates - (i) PE cloud sites (called ‘cloud’ candidates),
where new vG instances can be created, and (ii) existing instances of the vGMux service (called ‘service’
candidates), which can be shared by the new vCPE instance with other subscribers. The goal for homing
the vCPE service, is to drive the selection of a close PE site to host the vG for a given customer, where an
existing shared vGMux provides the required cross-connect capability. Finally, the homing requirements for
the vCPE service are defined through five different constraints as shown in the figure.

Traditionally, NSPs have viewed homing as a constraint-based mapping of resources to require-
ments that has been explored in works on virtual machine (VM) placement [43/711(82},95}/120,/135]], virtual
network function (VNF) placement [49,/97,|119,|145]], capacity planning [20], facility location [44,/45] and

replica placement in datastores [72,90]. However, our detailed analysis of the service requirements and

2 Henceforth the word Homing refers to the Homing of network services
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Figure 4.1: Homing a Residential Broadband service.

production homing traces of a Tier-1 NSP, reveal several challenges with this traditional approach as the
number of network services and their operational complexity increases. In the next few paragraphs, we
describe the two most significant challenges among them.

Evolving Service Requirements. Network services are complex with widely varying requirements
that change as the service evolves. For example, the vCPE residential broadband service is typically offered
with many pricing tiers, SLAs, and add-on features (e.g., added security) that alters the service requirements
quite significantly. Developing hand-crafted heuristic optimization models for each service (and its variants)
is a time-consuming and complex offline process with several cycles of testing and validation (order of
months). Further, even simple updates to an existing service may often result in an entirely new formulation
(e.g. linear to non-linear constraints) that will necessitate a significant amount of time before deployment.
Clearly, this runs counter to the goal of evolving and maintaining systems in an agile manner.

Aggregating Data during deployment. The homing service requires extensive interactions with
tens to hundreds of SDN, Cloud, and Network Service controllers in order to identify a feasible placement
decision. This results in repeated queries to the controllers to check for run-time factors such as customer
eligibility to use certain service instances or the availability of capacity in a certain cloud-site. Since these

controllers are primarily responsible for running and managing the life-cycle of these network services,
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NSPs rate-limit these repetitive homing related queries to the controllers, which limits the scale of the
homing system as a whole. Our analysis of homing traces of a Tier-1 NSP showed that, if left unchecked,
these queries would often exceed the allowed rate at the controllers (twice the rate for ~50% of the time)
and further, these controllers cumulatively spent more than 400 seconds per homing request to answer
these queries for ~50% of the homing requests. While pre-provisioning resources may help limit the need
for such querying, in practice, this results in massive over-provisioning and requires repetition when the
services evolve.

We address these challenges through a novel system, StepNet that is based on two key innovations.
First, we introduce a novel compositional framework where homing instances of a service can be described
through a declarative template that consists of compositional blocks through which a service designer can
specify service requirements, including constraints and homing objectives. These abstractions have clearly
defined structures, functional behavior, and APIs. These compositional blocks can be mixed and matched
by service designers to create new homing requests with considerable ease as their customer requirements
evolve.

Second, we introduce an online incremental approach to the homing problem which is designed to
minimize the number of queries made to the controllers, while maintaining good solution quality. It does
this through two key approaches: (i) rather than evaluating the entire solution space, we start with a small
set of potential solutions, ordered based on the objective value, and gradually expand this set until a good
solution is found, (ii) we sequentially evaluate the feasibility of constraints, performing the least expensive
(in terms of queries) first, such that we can prune candidates before needing to evaluate the more expensive
constraints.

We evaluate StepNet guided by production traces and 12 network services obtained from a Tier-1 NSP.
Using the compositional framework, we generated over 1200 variants of these services supporting varied
constraints and demands with just a few days of work. We demonstrate agile service evolution by supporting
new run-time objectives and common heuristics for optimization with a few hundred lines of code. Next,
we show that the incremental approach adopted by StepNet, reduces the cumulative time spent by all of the

data sources responding to queries for each homing request (i.e., query cost) by > 1,000 seconds for 50% of
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homing requests, and by > 10,000 seconds for 20% of homing requests, while maintaining close to optimal
solution quality.

In summary, this chapter makes the following contributions:

* Highlighting critical challenges in homing gleaned from our detailed analysis of the service re-

quirements and the production homing traces of a Tier-1 NSP (§4.2).

* A novel system, called StepNet, that addresses these challenges through a compositional framework

(§4.3)| for designing homing instances and an incremental approach to solving them (§4.4).

+ Extensive evaluation using production traces, proving StepNet’s efficacy (§4.6).

4.2 Background and Motivation

Typically, the process of homing in NSPs involves two distinct phases - (1) an offline “design” phase
when the network service-specific homing heuristics are built and an estimated set of resources are pre-
provisioned for homing an anticipated number of service instances, and (2) a “run-time” phase where the
actual homing decisions are made for each service instance as they are created by the service orchestrators.
We now describe the current approaches adopted by NSPs for homing, highlighting the challenges observed

with these approaches based on interactions and operational experience with a Tier-1 NSP.

4.2.1 Design Phase: Challenge of Evolving Services

In the offline or design phase of the homing process the service developer generates the service
model, i.e., service demands, constraints and objectives described in and develops service-specific
optimization models and heuristics for homing the service, drawing from several works on VM and VNF
placement [43,49.[55,(74},82,195,197,|119,/120,/135,|145]]. These works typically formulate the placement
problem using integer linear programming (ILP) or mixed integer linear programming (MILP), and propose

tailor-made heuristics to relax and solve the problem for a specific use-case (e.g., 5G network slicing).

* We note that, SrepNet is built on top of the homing and allocation service (HAS) of ONAP [[101]], which implements the
compositional part of the framework. The compositional design is included in this chapter because of mutual authorship of the
work that describes both StepNet and HAS.
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Our discussions with a Tier-1 NSP revealed that this approach of developing service-specific heuris-
tics, validating and testing them before rolling them out to production, requires a significant Time To Market
(TTM) (order of months) and resources. Further, services are often updated, and variants of them are cre-
ated. For example, consider the case when a NSP wants to provide a new price-tiered offering or add a new
firewall function for some subscribers. This requires additional constraints or demands that affect both the
heuristic optimization models (e.g., from a linear filtering constraint to a quadratic coupling constraint) and
the underlying formulation of the homing heuristic. The new heuristic has to go through the entire cycle
of testing and validation before production deployment, requiring a considerable amount of time. Clearly,
the current approach compromises both evolvability and maintainability of network services, negating the
benefits of virtualization.

Work in the peripheral space of optimizing software-defined networks seeks to simplify the optimiza-
tion formulation process. For instance, SOL [58] and Chopin [57]] provide a limited set of high-level APIs
(e.g., add link capacity constraint) to software-defined networking (SDN) applications to efficiently man-
age network resources. SDN applications, then, need to consume those APIs, and the framework will model
those high-level API calls as LP/ILP programs, and then solve them to find the best solution. However, these
works assume complete knowledge when performing the optimization, so the addition or change of one ser-
vice would require re-doing the whole optimization. VNF placement approaches [49155,(74,/97,|119}145]
have the same disadvantage.

As evidenced above, the evolutionary nature of network services makes it impractical to design a
specific model and heuristic for each possible service (and its variants). To address this problem, we present
a compositional framework for homing in §4.3| where new demands and constraints can be added with
little, or no development efforts, different heuristics can be utilized with no change to the service model, and

service models can be added or changed without affecting existing services.

4.2.2 Run-time phase: Challenge of Aggregating Data

The online phase of homing begins when a new network service instance needs to be created by a

service orchestrator, which invokes the homing service along with instance specific run-time inputs like
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Figure 4.2: Homing queries analysis for a week-long trace of a Tier-1 NSP.

Subscriber ID, Subscriber Location, efc. The homing service retrieves the pre-built models and heuristics
from a model repository, and aggregates the data required by the models to run the heuristic on a solver like
CPLEX [62]. The homing recommendations are then returned to the orchestration workflow that creates
and configures these network elements based on these recommendations.

As we can see, a key aspect of the online phase is aggregating the data required for solving the
homing heuristics. One approach used in practice by NSPs involves estimating the resources required for
deploying an anticipated number of service instances and then reserving capacities for the tenant in the cloud.
These pre-provisioned resources are inventoried in a centralized location, ready to be allocated through
their respective Cloud and Service controllers when new service instances are created. This approach,
however, suffers from two major problems: (i) reserving resources based on expected load across instances
of the service often results in tremendous over-allocation, and (ii) as services evolve, this step needs to be
performed repeatedly.

An alternative involves collecting the data on demand, which requires querying various data-sources,
which include different inventories (for relatively static information), and multiple cloud and service con-
trollers (for dynamic information). For example, consider the constraints for the vCPE service (Figure [.1)).
Relatively static information such as Distance, Affinity and Hardware capability can be maintained in in-

ventories/databases. However, the cloud feasibility constraint, evaluated at the cloud controller is inherently
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dynamic, and requires run-time parameters like subscriber information (e.g., customer-key) and service in-
stance information (e.g, tenant-id) to evaluate whether a given cloud instance can support creating a new
network element of the service for the subscriber. Similarly, the service-instance feasibility constraint,
evaluated at the service controller, requires run-time querying to evaluate whether an existing vGMux ser-
vice instance has sufficient capacity/resources, and authenticated to support the new vCPE service for the
given subscriber.

These queries place significant burden on the cloud and service controllers, which are primarily re-
sponsible for life-cycle management of the cloud and service instances. For instance, a SDN Controller that
manages flow control needs to perform topology and configuration operations like injecting routes into the
network based on operator specified rules, besides performing periodic management and monitoring activ-
ities for the services (e.g., BGP connections). These controllers, which are primarily designed for service
life-cycle management as opposed to large-scale query processing, are easily over-burdened with a large
number of repeated queries coming from the homing service. Hence, network operators typically rate-limit
such queries coming from external services. Further, it is impractical for the NSP to re-design these con-
trollers to process larger query volumes since they often depend on third party software. For example, the
NSP we worked with built their SDN controller on top of the ODL controller [108].

To quantify the burden of queries at the controllers, we analyzed a week long trace of all homing re-
lated queries issued to all cloud and service controllers in a Tier-1 NSP. We make the following observations.
First, the homing service would send queries at a rate at least twice the allowed rate for 22% and 44% of the
time, to the least and most loaded controllers (w.r.t., homing queries) respectively. To cope with this rate, the
controllers queue those queries — resulting in unwanted delays. Second, both cloud and service controllers
take a significant amount of time to process and respond to those queries. Figure [4.2a] shows the CDF of
the query latency observed at those controllers. As the graph shows, service controllers’ query latency was
more than 1 second for 20% of the queries. Third, as a result of both heavy query processing as well as
query queuing, solving a single homing request takes a long time. Figure 4.2b] shows the CDF of the total
time spent by the controllers per homing request. The graph shows that about 50% of the homing requests

required more than 400 seconds of controller’s time across all controllers. With NSPs creating thousands
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of service instances every day, querying the service and cloud controllers for every new service instance is
prohibitively expensive and time-consuming.

We address this challenge through an incremental approach in where we query instantaneous
capacity and other required information during the run-time phase to avoid the wastage of pre-provisioning,

but at the same time ensure a far reduced burden of querying at the controllers.

4.3 StepNet - A Compositional homing Framework

As described in traditional homing approaches require significant changes in the underlying
heuristic optimization models when the service composition or homing constraints evolve, because opti-
mization models have tight dependencies across the demands, constraints and objective functions. In this
section, we describe how we address this challenge through our novel compositional homing framework,
StepNet. Through this framework, homing instances of a service can be described through a declarative
template that consists of compositional blocks which are abstractions that specify demands, candidates,
constraints, objective functions, data-sources and heuristic optimization algorithms (terms defined in
§4.2). These abstractions have clearly defined structures, functional behavior and APIs. Our notion of com-
posability is that, as long as homing instances are created by mixing and matching these compositional
blocks, our incremental approach (see §4.4) can provide a solution. This enables service designers to create
new homing requests with considerable ease as their customer requirements evolve.

Standardized Compositional Behavior. The composition blocks, specifically the constraints and
objective functions, have standardized interfaces and pre-established functional behaviors. For instance, all
constraints are designed as plugins exposing a common interface, solve (homing-context, candidate-set,
data-sources), where the homing-context is an object that captures the current state of the homing re-
quest being processed including the demands, constraints, and input parameters. The candidate-set is an
input set of candidates which are found feasible until the point when the current constraint is invoked. The
data-sources specify what data sources need to be queried to collect information required to evaluate the
constraint. All constraints exhibit a consistent filtering behavior, which eliminates zero or more candidates

that do not meet the constraint’s requirements, and returns a subset (not necessarily a strict subset) of the in-
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put candidate-set. Similarly, all objective functions expose the interface compute (optimization-goal,
normalization-function, cost-function). The optimization-goal can be to minimize/maximize,
while the cost-function can represent different metrics like latency, utilization, dollar costs, etc, while the
normalization-function allows joint optimization with multiple metrics like latency and utilization by nor-
malizing these values.

Library of Composition Blocks. We distill our detailed study of production services to create a
library of composition blocks [102], through which a service designer can obtain common demands, con-
straints and objective functions. For example, our library contains the candidate types of ‘cloud-region’
and ‘service-slice’ and the associated inventories. The service designer simply needs to mention the VNFs
that correspond to these demands. Similarly, the library also contains the constraints for zone and capacity
and only the instance specific details like the demands and the actual bandwidth (among others) need to be
specified. The library elements for the objective function and heuristics operate in a similar way.

Homing Template. To enable service designers to specify various compositional blocks, we provide
a declarative template inspired by OpenStack’s Heat template [|114]], appropriately extended to support the
composition blocks described below. Listing [1| shows the structure of a homing specification for the exam-
ple of the vCPE service described in Figure The RUN-TIME PARAMETERS block captures the run-time
inputs required for homing, like subscriber information and authentication keys that are typically used to
evaluate the constraints (e.g., vpn-key is used in cons-C). The DEMANDS block represents the network ele-
ments of the service, the candidate types for each of these elements and the inventory source from which
these candidates can be drawn. The CONSTRAINTS block lists the constraints, their parameters and the spe-
cific demands to which the constraint applies. Some constraints are pertinent to a specific demand (e.g.,
bandwidth capacity required by a VNF), while some constraints span multiple demands (e.g., distance be-
tween two VNFs of the service). The OBJECTIVE-FUNCTION block specifies the target metric optimization
like dollar costs, latency, efc. Except for the DEMANDS block, the other composition blocks are optional. For
instance, some real-world network services do not have any hard constraints, but require optimality of an
objective function metric. Finally, the heuristic algorithm that invokes these constraints and objective func-

tions to meet the service homing requirements, can be selected as a part of the composition. For instance,
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Listing 1 Structure of a Homing template instance

RUN-TIME PARAMETERS:

instance-id : 'id of current service instance being created'
heuristic : 'Best-fit'
customer-id : 'id!
vpn-key : 'vpn-kl1'
DEMANDS :
VNF-X:
cand-type : 'cloud-region'
inventory : 'cloud-controller'
VNF-Y:
cand-type : 'service-slice'
inventory : 'network-srvc-provider'
CONSTRAINTS:
cons-2:
demands : [VNF-X, VNF-Y]
type : 'zone'
zone : 'cloud-region'
qualifier : 'same'
cons—C:
demands : [VNF-Y]
type : 'capacity'
resources : {'BW' : '1Gbps'}
subscriber-info: {'id' : customer-id,
'key' : vpn-key}

OBJECTIVE-FUNCTION:
f1:
f-type : 'cost'
demands : [VNF-X, VNF-Y]
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the same homing template instance shown in Listing [1| can be used with either a heuristic best-fit search
algorithm or a shortest-path search algorithnﬂ .

To illustrate how our compositional framework allows service evolution, consider the example of
vCPE service (Figure [4.1) providing an added Firewall (vF) function such that the cloud site hosting the
vF has sufficient capacity and the vF is co-located with the vG. The vF would be a new demand in the
DEMANDS block, and the co-location requirement for the VF can be easily added by modifying the Affinity
constraint to include the vF along with the vG and vGMux. The capacity requirement would be a new cloud
feasibility constraint added to the CONSTRAINTS block. This compositional framework is able to support
over 1000 instances of production services (see §4.6) with varying demands and constraints ranging from
traditional use-cases like Wide Area Networks and Private Virtual Networks and even futuristic network

services such as 5G Network Slicing [27].

4.4 Incremental Approach to homing

As described in traditional homing approaches place substantial burden on the controllers that
need to be queried for run-time information as part of the homing process. We propose an incremental
approach that minimizes the queries made to the controllers while maintaining a reasonable level of solution

quality, by leveraging two independent dimensions:

* Objective-based candidate ranking: we limit the number of candidates against which the con-
straints shall be evaluated by incrementally increasing the set of candidates used until a quality

solution is found (i.e., we incrementally explore the overall search space of candidates).

* Cost-based ordered constraint evaluation: we order constraints such that the least expensive
constraints are evaluated first. In doing so, we can more quickly prune out candidates that are not
feasible, and only evaluate the most expensive constraints when we know the rest of the constraints

are feasible.

In this section, we first describe an overview of the incremental approach (4.4.1)), and then we expand on the

4 This template serves as an example and is not intended to be an exhaustive description of all possible composition blocks.
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Algorithm 6 Incremental Algorithm

Input:

r : instance of a homing request consisting of: demands (VNFs), constraints, objective function(s), and
a set of initial candidates for each demand

p : instance of a heuristic algorithm (e.g., best-fit, exhaustive)

step : incremental step (candidate subset) size

tol_thresh : local solution tolerance threshold

1: procedure FINDSOLUTION(r, p, step, tol_thresh)
2: RANKCANDIDATES(r")
3: best = null > keep track of best solution
4: tolerance = 0 > used for stopping_condition
5: Start with empty available-candidates for each demand
6: while True do
7: if stopping_criteria then
8: break
9: for each d € r.demands do
10: increment available-candidates[d] by step
11: sol = p.solution(r,available-candidates) > triggers constraints evaluation
12: if sol = null then
13: step = step x 2
14: goto6
15: step = original size
16: if first solution or sol is better than best then
17: best «— sol
18: tolerance =0
19: else > sol did not improve solution quality
20: tolerance ++
21 return best

two key concepts that enable it: objective-based candidate ranking (4.4.2) and cost-based ordered constraint

evaluation (£.4.3).

4.4.1 Incremental Approach Overview

The incremental approach, in a nutshell, iteratively and carefully expands the search space until it sat-
isfies certain stopping criteria. We highlight our incremental approach in Algorithm[6] The main procedure,
FINDSOLUTION, is called for each homing request (an instance of the template presented in Listing I]) and

should return a solution (if any). In order to obtain the initial set of potential candidatesﬂ to pass into FIND-

3 This step takes place before the the incremental algorithm is invoked.
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SOLUTION for each of the demands, StepNet queries multiple data-sources, including the NSP inventory
and cloud controllers to determine what candidates can be used by each demand. We treat this as a fixed
(minimal) cost for each homing request. To enable the incremental approach, we first rank the candidates
(§4.4.2) for each of the demands (line 2) in a way that favors “good” candidates that have a higher chance of
yielding quality solutions. The second step, which is triggered by the solution call in line 11, is to evalu-
ate the constraints in a cost-based order (§4.4.3)), from most to least expensive, to enable early elimination
of candidates.

Incremental Search Space Exploration. For each demand, we start with an empty set of available-
candidates (line 5) — the set of candidates that should be ready for constraint evaluation. In each iteration,
then, we increment this set by a step (line 10), which is set to some percentage of the whole set of initial
candidates (e.g., 2%).

We note that in each iteration, we include the union set of available-candidates of all previous itera-
tions plus the current one such that C; 4y = C(;_1 4y U C/, where C; 4 represents the available-candidates set
for demand d in iteration ¢ and C/, represents the new candidates added in iteration ¢. This is necessary since
we cannot discard candidates from previous iterations as it will break dependencies imposed by pairwise
constraints. Such constraints could force us to choose one candidate for demand X in one iteration, and
choose another candidate for demand Y in a different iteration.

Optimizer Independence of the Incremental Approach. After populating the available-candidates
set for each of the demands in r, we pass r and available-candidates to the optimizer instance (line 11)
where it evaluates the constraints for those available-candidates. By making the optimizer agnostic to how
candidates are made available, the network operator can plug in any optimization algorithm (i.e., optimizer
instance) without modifying the logic of how candidates should be added to the available-candidates set.
All the optimizer does is evaluate the constraints for available-candidates (triggered by the solution call
on line 11), and according to its logic, decide what candidates to choose for which demand.

Adaptive Steps. Assigning a small value to the step size (step) helps reduce the number of queries
to be sent by reducing the number of candidates against which the constraints are evaluated. However, when

there are no feasible candidates in the first few iterations, the incremental algorithm can take a long time to
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find the first solution. To avoid this, we make the step adaptive such that each time the optimizer is not able
to find a solution (line 12), we double the step size (line 13). When any solution is found, we restore the
original step.

Terminating the Incremental Loop. After getting a solution sol (line 11), the incremental algorithm
evaluates it, and decides whether to accept it (lines 17-18) or to tolerate it by incrementing the tolerance
counter (line 20 — when sol is not “better” than the best solution so far, by comparing their objective values).
The incremental algorithm terminates when certain stopping_criteria are met such as when tolerance
exceeds tol_thresh, a tolerance threshold that can be specified by the operator. Another metric that can
be incorporated into the stopping criteria is an upper limit on the number of queries that can be made. We

describe our stopping criteria in §4.6|

4.4.2 Objective-based Candidate Ranking

Since we incrementally increase the set of candidates available to be evaluated until we find a good
solution (calculated on line 11 in Algorithm [6]), we can reduce querying if we can find a good solution in as
few iterations as possible. This requires that the candidates in early iterations are “good” candidates, so we
do not have to proceed to later iterations. To rank the candidates, we leverage the objective function in the
following manner. First, we construct a tree where each level in the tree consists of the lists of candidates
for a given demand (where each demand is its own level). Each node is connected to the nodes in the next
level down (for the next demand), with an edge weight that is set to the added cost of including the given
candidate for that demand in the solution according to the objective function. For demands that are not part
of the objective function, edge weights are all set to the same value for that demand. A solution path, then,
is one candidate from each level in the tree. The rank of the candidate is based on the best solution-path
value among each of the solutions paths that cover that candidate.

While the objective function does not indicate whether the candidate is a feasible candidate, it does
indicate whether it could be a good candidate. We use this to determine how to incrementally increase the
set of candidates used in a given iteration. This, in turn, reduces the number of candidates we need to test for

feasibility, which is the more expensive part of homing. Interestingly, limiting the set of candidates to only



83

those with the best objective values can actually improve the solution quality of the optimization heuristic

(see §4.6), because the incremental approach increases the chance of selecting a better local optimum.
Note that, objective-based candidate ranking in itself does not incur much query overhead since most

services that we found in the Tier-1 NSP do not optimize (i.e., their objective functions) for run-time infor-

mation.

44.3 Cost-based Ordered Constraint Evaluation

We choose to evaluate constraints in a sequential, ordered manner to eliminate additional queries
for candidates once we know they are infeasible. Unlike static constraints (location proximity, zone, efc),
evaluating run-time constraints (instance-feasibility, network latency, etc) against a set of candidates triggers
queries to be sent to collect run-time information for those candidates. Clearly, static constraints are the
least expensive to evaluate since they do not require queries, and evaluating them first helps prune the set of
candidates before getting to evaluate run-time, and therefore more expensive constraints.

When the static constraints indicate that a candidate is still feasible, we need to start evaluating the
run-time constraints. In we saw that different queries have different costs, and as such, we still
would like to order the constraints. Determining how expensive a run-time constraint is to evaluate cannot
be directly derived from the constraint properties. So, instead, we propose using past query logs to help
calculate a real-time cost for each of the constraints that StepNet supports. We assign the rank (or cost) of
a constraint as follows: C(cons) = [ x f, where [ and f are the median latency and frequency of queries
triggered by constraint cons in past logs within a recent time window, respectively. Performing this offline
task periodically allows our constraint ranking function to adapt to continuous changes in the network as
well as adapt to new constraint types. To bootstrap the process when logs are not available, we assign equal

ranks to run-time constraints, and after solving a number of homing requests, we re-evaluate these ranks.

4.5 Implementation

Figure {.3] shows an overview of our implementation of StepNet, marked with path of a homing re-

quest (see Listing |1) as it traverses through the different components of StepNet. The homing request (1
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Figure 4.3: High-level view of the implementation of StepNet. The steps in black represent our incremental
approach.

arrives at the homing API component, which performs basic validation of the inputs. The Homing Inter-
preter component, interprets the homing requests and associates the constraints (both per-demand and cross-
demand constraints) to the corresponding demands on which they are applied. This step 2 also includes
querying the data-sources through the Data Engine, to identify a potential set of candidates corresponding
to each demand. We note that querying the universe of candidates is a standard look up type query, which
is not expensive — hence, this part is excluded from our measurements in the evaluation.

At this point, the homing request is ready to be processed (3’ by an optimizer for identifying an
optimal candidate for each demand. The Homing Optimizer component executes the optimization algo-
rithm on the interpreted homing request, and @ evaluates the constraints as a part of this process guided
by the algorithm. Note that evaluating the constraints typically require multiple queries being issued to
the data-sources through the Data Engine €. Once the “optimal” set of candidates are identified by the
Homing Optimizer, the solution is sent back (6 to the Homing API, which responds back with the homing
recommendations.

The constraints, algorithms, and data-sources are all implemented as plugins, and can be composed
as presented in our design We implemented StepNet in Python with about 10K lines of code. Our
current implementation includes plugins for 10 constraints, 3 algorithms, 3 data source types, and 7 objective

functions. This implementation of StepNet is now being deployed in the production network of a Tier-1 NSP.
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4.6 Evaluation

In this section, we validate our key contributions of the compositional homing framework (§4.3)), and
the incremental approach (§4.4) by answering these two key questions: (i) can we easily compose homing
requests for various network services using StepNet’s compositional blocks? And (ii) does the incremental

approach significantly reduce the query cost while retaining quality of solution?

4.6.1 Experimental Setup

Trace-driven Evaluation. We collected 7 consecutive days of longitudinal homing traces from the
production logs of a tier-1 NSP, which includes the homing requests, query parameters, query responses and
latency observed for the queries sent to the different controllers. We used data collected from the trace to
comprehensively emulate various aspects of a homing service running in production by following the same
distribution found in the trace for the following aspects: feasibility/capacity responses (i.e., whether a cloud
site has enough capacity to home a given demand), query latency, geographical location density (i.e., how
many cloud sites per country). With our emulation framework, we emulate a total of 2400 cloud sites and

service instances (i.e., potential candidates), enabling us to evaluate StepNet at a large scale.

4.6.2 Supporting Flexible Service Composition

The traditional approach to homing, where new optimization models and heuristics are designed for
each new service offering, incurs significant effort that runs counter to the requirements of maintainability
and evolvability of services in NSP infrastructures (§4.2). One of the main goals of StepNet is to easily
accommodate new network services by allowing service designers to compose homing requests for such
services by mixing and matching different constraints and objective functions through our compositional
framework.

Easy Service Composition. To demonstrate StepNet’s ability to accommodate various services, we
obtained 12 service models from a tier-1 NSP, ranging from simple ones (1 demand, 1 constraint) to more

complex ones (6 demands, 42 constraints). In a few days, the service designers could generate the homing
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requests for those services using the template in Listing |1} Further, for each of the 12 services, then, we
generate 100 instances that have different run-time parameters (required capacity, customer location, efc),
while ensuring that we retain the same service model including demands, constraints, and constraint types
as observed in production. This enabled us to create 1200 homing request instances with which we can test
the incremental approach.

Supporting Service Evolution. Our base implementation of StepNet could support all the constraints
required for the 12 services. However, a run-time objective function (minimize resource utilization) required
by one of the services was not originally part of our implementation. With only 78 lines of code, we were
able to implement this function along with the necessary data hooks to query cloud controllers for resource
utilization information. This highlights the ease with which StepNet can adapt to evolving service/business
requirements.

Supporting Pluggable Optimization Heuristics. Since our incremental approach is decoupled from
the specific optimization heuristic, contrary to existing solutions that design a service-specific heuristic
for each use-case/service, we can plug-in a variety of optimization heuristics through our compositional
framework (line 11 in Algorithm [6)). To demonstrate this aspect, we wrote two basic heuristic algorithms:
random and shortest-path first (SPF), as well as a state-of-the-art optimization heuristic: backtracking best-
fit (BACBF).

The Random heuristic randomly assigns a feasible candidate to a given demand. The SPF heuristic,
on the other hand, is more comprehensive. It exhaustively identifies the best candidate-demand mappings
that optimize the objective value based on an implementation of Dijkstra’s algorithm [33]]. The BACBF
heuristic is a modified version of the best-fit optimization heuristic augmented with a backtracking ability.
Best-fit has proven very effective in recent placement optimization studies [[34,50,/145]. For details on how

we implement each of these optimization heuristics we refer the reader to [4]].

4.6.3 Reducing Query Cost with the Incremental Approach

We evaluate StepNet’s incremental approach to answer the following questions: (1) how much cost

is the incremental approach able to reduce? (2) does the incremental approach impact solution quality (i.e.,
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Figure 4.4: Results of running 1200 homing requests. This shows that the incremental approach not only
reduces query cost (left) for all three heuristics, but it does so while improving solution quality (right).

objective value)? (3) is there a benefit to objective-based candidate ranking? and (4) is there a benefit to
cost-based constraint ordering?

To answer these questions, we ran a set of experiments evaluating StepNet on CloudLab [|36]]. We use
the three heuristics described in with two configurations: with the incremental approach described in
(where we let the incremental approach decide what candidates the heuristic should see — denoted with
inc) and without it (where we pass all potential candidates to the heuristic — denoted with all). Doing so
yields six heuristic variants: Random-all, Random-inc, SPF-all, SPF-inc, BACBF-all, and BACBF-inc.
Since the SPF-all configuration is the most comprehensive, we treat its solution for a given homing request
as a baseline to measure how good the solutions of other heuristic configurations are. Moreover, we timeout
SPF-all (and for that matter all heuristics) after 30 minutes of processing time, and use the best solution it
could calculate at that point.

Incremental algorithm parameters. For the incremental versions of the heuristics, we set the step
size (step) to 2% of the initial candidate set (while enabling adaptive steps), and we used a minimum of

5% improvement of any two successive solutions as our tolerance threshold (tol_thresh). We also used a
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relaxed stopping_criteria throughout our experiments that terminates the incremental algorithm if either:
tolerance > 1, processing timeout (30 minutes) is reached, or the total number of queries exceeds 2K
queries. We generated these parameters by experimenting with a range of values and selected ones that
yielded the best outcome. We note that we enable ordered constraint ranking for both incremental and

non-incremental versions in our evaluation.

How well does the incremental approach work?

We ran experiments with the 1200 homing requests, that we generated for the 12 services described earlier,
through all six configurations described above. For each homing request, we measure two key metrics: query
cost and solution quality. The query cost is the cumulative time spent by all data sources in responding
to queries issued for a given homing request, which represents the “load” placed on the corresponding
controllers. The solution quality is a percentage value that shows how close a given heuristic’s objective
value to the baseline’s (SPF-all) objective value. A value greater than 100% indicates that a solution is
better than the baseline.

Does the incremental approach reduce query cost? Figure[4.4alshows reduction in query cost with
the incremental approach over the non-incremental approach for all the heuristics. The X-Axis shows the
reduction in query cost, while the Y-Axis shows the CDF of the fraction of 1200 homing requests. From
the graph, we make several observations. First, the incremental approach reduces the query cost across all
three heuristics, highlighting the benefits of our incremental approach. Next, the incremental approach was
able to reduce the query cost when compared to the non-incremental heuristics by more than 1K seconds
for about 80% of homing requests (and by more than 10K seconds for 20% of homing requests). Finally, the
incremental approach was able to (not shown in Figure [4.4a) reduce 60% of the query cost for 80% (and
95% for 20%) of the homing requests.

Does the incremental approach impact solution quality? Figure [4.4b] shows the CDF of the per-
centage improvement in solution quality with the incremental approach over their non-incremental coun-

terparts for all the three heuristics. The incremental approach improves the solution quality for the majority
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Figure 4.5: BACBF-inc provides the highest solution quality (left) and lowest query cost (right) when
compared to Random-inc and SPF-inc.

of cases for the BACBF (50%) and Random (70%) heuristics, and provides comparable solution quality
for the SPF heuristic. The benefits primarily come from the incremental algorithm’s ability to intelligently
rank candidates by favoring those that could lower the objective value (for minimizing objective functions)
while limiting the search space. This, in turn, helps the heuristics terminate at a better local optimum. For a
small fraction of homing requests, the incremental approach degrades the solution quality by at most 43%
due to its limiting the candidate search space. We argue that this is a reasonable trade-off especially when
considering the substantial reductions in query cost.

Comparing the different heuristics. While StepNet is designed to accommodate different heuristic
algorithms, we now compare the three heuristics that we use in our evaluation. Figure 4.5a] shows the
CDF of the percentage improvement in solution quality with BACBF-inc over Random-inc and SPF-inc,
while Figure [4.5b|shows the corresponding reduction in query cost. As observed from the figures, BACBF-
inc provides substantial query cost reductions when compared to the other two heuristics. Interestingly,
BACBF-inc was able to maintain the solution quality (compared to SPF-inc) or provide a higher quality

solutions (compared to Random-inc) for a vast majority of homing requests. For less than 5% of requests,
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Figure 4.6: Key features of the incremental approach (using BACBF-inc): objective-based candidate rank-
ing (a) and cost-based constraint ranking (b), provide significant benefit to solution quality and query cost.

BACBF-inc yielded lower quality solutions (41%), when compared to SPF-incﬁ.

Objective-based vs. random candidate ranking. We now compare BACBF-inc for 100 homing
requests for the same service with two configurations of candidate ranking: (1) random candidate ranking,
and (2) objective-based candidate ranking. Figure {f.6a] shows a scatter plot with the solution quality along
the X-Axis and query cost along the Y-Axis. A value greater than 100% for the solution quality indicates
a better solution, while a value less than 100% indicates a degradation in the solution quality. As observed
from the graph, while objective-based ranking does not provide significant value in terms of query cost, it
provides significantly better (3x for 50% of requests) solution quality (X-Axis).

Benefits of cost-based constraint ordering. Finally, we run 100 homing requests through two con-
figurations of the BACBF-inc heuristic: (i) with the cost-based constraint ranking and (ii) without constraint
ranking. We select one of the 12 services that had the most number of constraints — 42 constraints spread
across 6 demands of the service. To highlight the penalty of incorrect ranking, we reversed the ordering of

constraints for the latter configuration (ii). Doing so provides us with a lower bound for parallel constraint

% Since the BACBF-inc heuristic clearly performs the best, henceforth, for simplicity and clarity we only present results high-
lighting its performance. The trends for others were similar.
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evaluation (i.e., the same candidate set is evaluated by all constraints).

Figure [4.6b| shows a scatter plot with the query cost along the Y-Axis and solution quality along
the X-Axis. We observe that the query cost increases by at least one order of magnitude, when cost-based
constraint ranking is disabled. Further, this leads to significant degradation in solution quality (higher ob-
jective values). In theory, constraint-ordering should not affect the final outcome of an algorithm and hence
the quality of the solution. However, in our experiments, evaluating query-intensive constraints (i.e., with
cost-based ranking disabled) in the initial stages of constraint evaluation causes the incremental algorithm

to hit the time-out limit of 30 minutes.

4.7 Conclusion

Homing of VNFs is a crucial component of the life-cycle management of complex network services
provided by NSPs. Traditional approaches to homing are often service-specific and do not easily accommo-
date service evolution, which critically affects the maintainability of services. Further, a homing service that
provides homing recommendation for thousands of service instances each day requires limiting repetitive
and resource intensive queries to downstream data sources. Our compositional homing framework, StepNet,
was designed to solve these challenges and caters to a growing number of services. Our results show that
our incremental approach is able to provide good quality solutions, while reducing query costs by 92% for

half of the homing requests when compared to non-incremental approaches.



Chapter 5

Accounting for Dependencies between Parallel Homing Requests with StepNet+

As has been demonstrated so far, homing network services is a query-intensive and lengthy process.
To cope with increasing demand, NSPs deploy the homing service such that multiple instances of the service
are running simultaneously to increase the throughput of the overall system by processing as many requests
in parallel as possible. In chapter @ we addressed the base challenges of service evolvability and per-
request query burdensome on controllers while assuming homing requests are processed sequentially. In
this chapter, we extend our solution in chapter[d] and relax this assumption to address dependency problems
resulting from deploying distributed instances of the homing service. That is, dependencies between homing
requests raise new challenges, including: query redundancy, resource contention, and unoptimized resource
sharing. In this chapter, we shed light on these problems that are a direct result of dependencies across
homing requests, describe why current approaches do not suffice, and extend our StepNet design to address
those problems. To this end, we present StepNet+, an extended homing service that can: (i) eliminate up
to 70% of queries across multiple homing requests, (ii) reduce chances of resource contention, and (iif)

optimizes resource sharing by up to 45% when compared to the baseline approach.

5.1 Introduction

Homing complex network services often involves issuing numerous queries — making the process
of serving each homing request very lengthy and time consuming (on the order of several minutes — see
Figure[4.2b)). To cope with high demand (thousands of service requests/day), NSP operators often deploy the

homing service (§4.4) as a replicated service with multiple instances. In such setting, the homing service is
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deployed in containers that can be scaled in and out. The main benefit of using such deployment is that when
demand (e.g., number of homing requests arriving at the service) increases, the operators can seamlessly
instantiate new instances of the service. When deployed, each homing service instance processes a different
homing request to ensure isolation between different running instances.

Although such deployment works well for the purpose of increasing the homing service’s throughput,
a number of new problems arise from processing homing requests in parallel. In this chapter, we focus on
three challenges that stem from deploying parallel instances of the homing service.

Redundant queries. As we have motivated in the number of queries should be reduced as
much as possible to alleviate load on the service and cloud controllers. However, when homing requests are
processed in parallel, the homing service could collectively issue redundant queries that otherwise should
have been avoided. Although our incremental approach (§4.4) significantly reduces query cost, it does so
for a per-request basis (as opposed to across multiple requests).

To address this, we extend our design of StepNet (dubbed StepNet+) to eliminate as many query
redundancies as possible. We achieve this by batching homing requests based on how much query overlap
they have, and use a logically centralized cross-instance query cache that all homing service instances check
before actually sending those queries. Our design ensures that no queries will be sent more than once for
each batch of homing requests.

Resource contention. When multiple homing requests are processed simultaneously, there can be
an overlap between the resources that they select to home their demands. If not handled, this can result in
resource contention. That is, when two or more homing requests select the same resource (cloud or shared
service instances) to home their demands, that resource might not be able to serve all those requests. This
results from the fact that when a homing service instance queries the corresponding controllers to check
capacity/eligibility, it gets a green light to use that resource. However, when other parallel homing instances
query the same resource, they will get the same response. Through our discussions with a tier-1 NSP, we
learned that this problem occurs oftentimes in practice. This leads to failing to provision resources for many
homing requests, causing those failed requests to be re-solved again — leading to significant delays and

wasted resources.
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To address this, we augment our homing service with a mechanism that uses past query traces to
“predict” whether a given resource can accommodate more than one demand. If we predict that a given
resource is not able to serve extra demands, then any other requests interested in this resource will not be
allowed to select it. Although this prediction mechanism is not guaranteed to be correct all the time, it does
provide a “best-effort” solution that can mitigate the problem.

Unoptimized resource sharing. To utilize their infrastructures, NSPs offer shared network services
(VNFs) to their customers. Such shared VNFs provide connectivity, among other functionalities, while
ensuring isolation between multiple customers. When the homing service receives a homing request ()
that specifies its need of a shared resource (e.g., cloud gateway, firewall, etc), the homing service will
look for existing instances that can satisfy 7’s constraints. If it does not find any existing instances, then
it will recommend creating a new instance at a cloud site that optimizes 7’s objective function (e.g., close
proximity to customer location). This can quickly result in creating redundant shared resources. Due to the
provisioning cost of those shared resources as well as resource utilization, NSPs try to avoid creating new
instances of those shared resources unless necessary.

To address this, we make homing service instances more cooperative with respect to how they select
shared resources. This entails that we modify how those instances assign resources to the demands of the
request they are solving. This enables us to consolidate as many shared resources as possible, resulting in
significant provisioning cost savings (up to 45% reduction).

In summary, we make the following contributions in this chapter.

* We present an analysis of different problems and inefficiencies that stem from mishandling depen-

dencies between homing services (§5.2)).

* We design and evaluate StepNet+, an extended homing service that efficiently handles homing

requests dependencies (§5.3).
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5.2 Background and Motivation

In our design of StepNet in Chapter 4, we proposed an incremental approach to homing such that
we can significantly reduce the load on controllers that the homing service incurs when processing homing
requests. As presented in Chapter 4| StepNet treats homing requests on an individual basis. This works
well if the homing service processes requests sequentially such that the results of one homing request are
accounted for when processing subsequent requests (e.g., newly created shared firewall instance can be
reused by future requests). Due to the high load of homing requests that NSPs receive (on the order of a
few thousands per day), coupled with the fact that homing is a lengthy and time-consuming process, NSP
operators typically deploy multiple instances of the homing optimization service to increase its throughput.
Each parallel homing service instance, then, processes a different request to ensure isolation between those
parallel instances.

There are three major problems that result from this parallel deployment. First, redundant queries
can be issued by those parallel homing service instances — something to be avoided to reduce the load
on controllers even further. Second, parallel homing service instances could compete for the same set of
underlying resources, causing resource contention. This results in re-solving those conflicting requests
— causing delays and wasted resources. Third, when parallel homing instances process requests that are
asking for some type of shared resource (e.g., firewall, cloud gateway, etc), multiple optimizer instances
could recommend creating new instances of those shared resources at different locations, whereas a more
optimal recommendation would be to create as few as possible of those shared resources. In the subsequent

sub-sections, we discuss each in more detail.

5.2.1 Query Redundancy

As we have motivated in homing a service request often involves complex interactions with
cloud and service controllers to query for run-time information. The homing service needs such information
to evaluate run-time constraints such as current capacity of a certain cloud site to home a given demand.

For each homing request, the homing service sends hundreds of queries (if not more). Cloud and service
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Figure 5.1: Example of running multiple homing service instances to process homing requests in parallel.
Requests R/ and R2 are instances of the VCPE service (see Figure 1)), while requests R3 and R4 are
instances of a VPN service.

controllers, as a result, place a limit on how many queries they should receive from the homing service. It
is important that those controllers utilize their own resources to be able to manage the services and compute
resources in their domain. Although our incremental approach (§4.4) works well for each individual homing
request, we want to explore the possibility of extending it to reduce redundant queries across multiple
homing requests.

Figure[5.1]shows how multiple optimization instances of the homing service process homing requests
in parallel. Each homing request (R - R4) is handled by a separate homing optimizer instance (S1 - S4).
When each optimizer instance starts evaluating the run-time constraints for each of those requests, it sends
a number of queries to the cloud and service controllers. As can be seen, some of these queries (e.g.,
orange and blue queries) are issued by more than one of those processing instances. In practice, there exists
great redundancy in queries. To quantify query redundancy, we analyzed 1200 homing requests, expanded

out the queries each would perform, and found that approximately 75% of queries showed some degree
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of redundancy (i.e., were issued by more than one homing request . Specifically, we found that 40% of
queries were issued more than 100 times, and 5% of queries were issued more than 400 times across all

homing requests. The impact of this is unnecessary load being placed on the controllers.

5.2.2 Resource Contention

Resource contention, in the homing context, takes place when two or more homing requests select the
same resource (e.g., a cloud-site to instantiate a new VINF, or a shared instance of an existing VNF) to home
one of their demands. For example, consider the homing requests R3 and R4 in Figure where they both
ask for instantiating a VPN service at a cloud site that is closest to their customers’ locations (e.g., both in
the west-coast). When two homing optimizer instances (S3 and S4) start to process R3 and R4 in parallel,
they will send queries to the cloud controllers to inquire about their capacity. After querying the cloud
controllers, both S3 and S4 determine that cloud site (DC-1) is the best candidate to home the VPN demand
of R3 and R4. However, as can be seen, DC-1 does not have enough capacity to support both demands —
resulting in resource contention. This leads to failure in provisioning (or reserving resources at least one
instance — resulting in re-solving one of those two requests from scratch (which, in turn, leads to issuing
more queries and delaying service provisioning). Our analysis of production traces of a homing service
shows that ~ 15% of homing requests fail to provision their required resources for this reason—leading to
service delays and unnecessary extra burden placed again on controllers by re-solving those requests.

Further, knowing whether a given candidate can home one more demand is operationally impractical.
This is due to the black box nature of those controllers (many of which are 3rd-party). That is, they provide
a very specific set of APIs that the homing service can consume. The capacity APIs (that determine whether
a given candidate has enough capacity or not) are built to support only binary yes and no answers. This
makes it extremely difficult to infer how much resource a given candidate has, and therefore, the homing

service cannot perform cumulative capacity checks for multiple requests.

! Note that queries are sent only once for each homing request. This is achieved using StepNet’s per-request query cache (see

Figure[1.3)

2 The homing service has a resource reservation component whose job is to communicate with the corresponding controllers to
reserve the required resources after a homing optimizer instance solves a given request.
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5.2.3 Unoptimized Provisioning of Shared Resources

Recall that one of the identifiable characteristics of homing is that some network services (VNFs)
can be shared across homing requests, and potentially across customers (e.g., a shared firewall instance,
or a vGMux instance as in the vCPE service). To better optimize resources and utilize the underlying
infrastructure, network operators try to minimize the cost of provisioning such instances by deploying as
few instance as possible to support as many requests as possible.

Consider the two homing requests R/ and R2 in Figure [5.1] where both are instances of the vCPE
service belonging to different customers. When two optimization instances (S1 and S2) start procesing R/
and R2 in parallel, they will issue queries to the controllers to evaluate a set of candidates. In this case, the
candidates for the vG demand are the cloud sites (DC-X), and the candidates for the vGMux demand include
the existing service instance at DC-4, and all other cloud sites to instantiate a new instance of the service.

After evaluating the constraints (one of which is a capacity constraint for both vG’s and vGMux’s
candidates), S1 and S2 will determine that using the existing vGMux instance at DC-4 is not feasible since
there is not enough capacity to home the vG demand at that cloud siteE] . Therefore, S1 and S2 will pick
another cloud site that has enough capacity such that it minimizes the distance between that site and the
customers’ locations in R/ and R2. This can result in S1 selecting DC-2 as its solution for R/, while S2
selecting DC-5 as its solution for R2. In this case, two instances of the vGMux VNF will be provisioned
at these two cloud sites. Although these are feasible solutions, they result in wasted resources since two
instances of the vGMux VNF will be provisioned. A more utilized solution, however, would be to select
DC-3 for both R/ and R2, and provision only one instance of vGMux that both R/ and R2 share. As
can be noticed, assuming independence of simultaneous homing requests can lead to the creation of many
redundant shared resources. This is exacerbated by the fact that a typical homing service processes hundreds
of daily homing requests.

Our discussions with a large NSP reveal that NSPs currently implement a queue that keeps track of

homing recommendations (solved requests) that ask for creating those shared resources, and will limit the

3 Recall that there is a colocation constraint in the vCPE service specifying that both vG and vGMux should be at the same cloud
site.
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number of shared resources to only one per cloud site. This provides only a partial solution to the problem
since shared resources are not (should not be) limited to the boundaries of a cloud site. That is, a more
optimal solution would be to consolidate multiple resources created in multiple neighboring cloud sites into
one shared instance created in one of those sites. To quantify the importance of this issue, we have analyzed
12 service models that are offered by a tier-1 NSP, and learned that at least 70% of the demands of those 12
services require the use of shared VNF instances. And thus, if not handled with care, a naive solution can

undermine the NSP’s goal of utilizing their infrastructure resources.

53 Design of StepNet+

As we have motivated in when the homing service does not account for homing request depen-
dencies, it can lead to unwanted problems and inefficiencies. Specifically, mishandling those dependencies
can result in placing unnecessary load on the cloud and service controllers by issuing redundant queries
across homing requests. In addition, multiple homing request instances could compete for cloud and service
resources — resulting in resource contention. Unoptimized resource sharing is also another problem that
stems from mishandling dependencies between homing requests.

In this section, we present our design of StepNet+-, a homing service that extends our original StepNet
design (presented in Chapter[d)) to account for dependencies between homing requests. Figure[5.2]shows our
design of StepNet+-. At a high-level, we adopt two main design decisions that enable us to handle homing

request dependencies.

(1) Centralized Query Caching (§5.3.1): we describe how the use of a centralized cache can eliminate
redundant queries across multiple homing requests. As opposed to using a per-request cache at each

of the local optimizer instances, our centralized cache is shared by all optimizer instances.

(2) Coordinated Homing Decisions (§5.3.2): we propose an approach in which local optimizer in-
stances coordinate homing decisions with a centralized controller, which addresses resource con-

tention unoptimized shared resources through two novel techniques.

(a) Trace-driven Prediction for Resource Contention (§5.3.2.1)): we describe how we leverage
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past query traces to predict whether a given candidate (resource) is able to home multiple

demands.

(b) Online Consolidation of Shared Resources (§5.3.2.2): we propose an approach in which
shared resources can be consolidated online (at time of solving). This allows us to minimize

the total number of shared resources even across cloud-site boundaries.

Design optimizations: in §5.3.3] we also discuss how we optimize our proposed solution with a
novel batching mechanism that maximizes cache locality, and minimizes the number of shared resources by

scheduling “similar” homing requests to be processed together.

5.3.1 Centralized Query Caching

Our original design of StepNer (§4.5) uses a per-request local cache at each homing optimizer in-
stance. To eliminate redundant queries across multiple homing requests, we propose decoupling the local
cache from each local homing service instance, and have a centralized query cache that all homing service

instances can access. Figure shows a centralized cache at the homing query router (the component re-
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sponsible for sending queries to the controllers). Whenever a homing optimizer instance wishes to send
some queries (to evaluate run-time constraints), it sends a query request to the query router.

The query router, then, will compile a query signature for that query request. Such signature uniquely
identifies each query. Then, the query router will check the query cache and fetch a response if it is able
to find one. In case there is no response, the query router will send the query to the appropriate controllers
using a well-defined set of APIs [100]. At the same time, the query router inserts an entry for that query
in the query cache, with a response value set to “pending” to avoid sending the same query when other
optimizer instances issue the same query request. After receiving a response, the query router will update
the response value in the cache from pending to the actual response.

Having a centralized cache, however, presents a new challenge of when to evict cache entries to avoid
having stale information. One solution is to assign per-entry timeouts that tell us whether a certain cache
entry has expired or not. Setting conservative timeout values can lead to lowering the number of successful
cache lookups as cache entries would be evicted very often. One can increase the timeout values to increase
chances of successful cache lookups, but this can lead to information staleness. In we discuss how
our multi-criteria batching is able to maximize cache locality without leading to information staleness. After
processing a batch of requests, then, the query cache is cleared by the homing controller (Figure to start

with a cleared cache for the next batch.

5.3.2 Coordinated Homing Decisions

The root cause of mishandling homing request dependencies is that homing decisions (solutions)
are left entirely to each local homing optimizer instance (such as in Figure [5.I). That is, when a given
homing optimizer instance (e.g., S1) processes a homing request (e.g., RI), it will decide what candidates
are assigned to which demands, guided by the objective function of R/. Figure shows an example
pseudocode of how the backtracking best-fit algorithm (BACBFﬂ is typically implemented. This shows

(line 12) that the algorithm after evaluating the constraints, it assigns the best candidate to a given demand of

* Henceforth, we will use BACBF as a running example throughout this chapter, but the same intuition can be applied to other
algorithms as well.
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Input:

r : interpreted homing request instance
demands : list of demands (constraints and set of potential candidates
are mapped into each demand).
solution_path : currently assigned candidates for demands.
: procedure SOLUTION(r, demands, solution_path)
if demands is empty then
return solution_path
d = demands.pop()
valid_cands = evaluate_constraints(d, solution_path)
sorted_cands = r.0bj_func.compute(valid_cands)
best_candidate = sorted_candidates.pop()
if best_candidate is null then
//Backtrack: force previous demand to select different candidate
demands.add(d)
O 1)

solution =SOLUTION(r, demands, solution_path)
if solution is null then

15: remove best_candidate from candidate lists validatecandidate()
16: else

17: return solution

18: go to 7

—
-0

—
15

Offload decision to controller via API:

—

Figure 5.3: Example pseudocode of the Backtracking Best-fit (BACBF) algorithm. We offload the decision
to assign candidates to demands (line 12) to the controller to allow it to monitor for resource contention as
well as consolidate shared resources.

the request that it is processing. Leaving this decision to each instance running the algorithm is what causes
problems like resource contention and unoptimized resource sharing. That is, each algorithm instance does
not have the ability to know about other instances’ solutions.

To handle homing request dependencies, we need to allow more coordination when it comes to as-
signing candidates to demands. To achieve this, we propose decoupling the decision of assigning candidates
to demands for those local optimizer instances, and delegate this functionality to a centralized controller.
Figure [5.2] shows a high-level design overview of StepNet+, in which we have a logically centralized con-
troller whose main task (among others) is to coordinate between different homing optimizer instances. We
achieve this by having the controller expose a well-defined (optimizer-agnostic) interface to the the under-
lying optimizer instances.

The optimizer instances, then, consume this interface whenever they wish to assign a candidate to a

demand. Specifically, we replace line 12 in Figure[5.3]with a call to the controller (validateCandidate (),
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Listing 2 Homing Controller’s API to Consolidate Shared Resources and Monitor for Resource Contention

def validateCandidate (demand, best_cand, feasible_cands):
if demand.type ("shared_resource") and \
best_cand is not service_instance:
walt_for_ other_requests (timeout)
# for all other in-flight requests (in current batch)
# that are interested 1in this shared _resource or until timeout
chosen_candidate = consolidate_shared_resources (feasible_cands)
# consolidates shared resources with other
# requests in the current batch
return chosen_candidate

elif best_cand in requested_candidates:
predictor = predict (best_cand)
# predicts whether this candidate can
# also accommodate this demand
if predictor:
return best_cand
else:
feasible_cands.remove (best_cand)
return feasible_ cands
else:
requested_candidates.increment (best_cand)
return best_cand

shown in Listing [2), while passing the following pieces of information: the current demand (d), the best
candidate (best_cand) that it wishes to assign to d, and a list of other feasible candidates that can also
be assigned to d. Upon receiving this information, the controller will check for two issues: (1) whether the
selected candidate (best _cand) can home d without resulting in resource contention, and (2) whether the

selected demand (d) is looking for using a shared resource. Next, we elaborate more on how the controller

is able to handle both cases.

5.3.2.1 Trace-driven Prediction for Resource Contention

Recall that when the homing service provides its recommendations (i.e., solution) to a given hom-
ing request, it takes time for the service and cloud controllers to provision resources to home the demands

of that request — leading to delays in reflecting changes for subsequent homing requests. Therefore, we
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provide the controller with the ability to track what resources are being selected through a simple key-
value lookup table (requested_candidates in Listing [2)), with the key being the uniquely identify-
ing candidate-id and the value being a list of demands that are interested in the same candidate so
far. When the validateCandidate () API is triggered by one of the optimization instances (Fig-
ure [5.2)), the controller will check whether the selected candidate exists in requested_candidates —
i.e., when other requests are also interested in the same candidate. If the candidate does not exist in the
requested_candidates table, then the controller will add it to the table, and then allow the homing
service instance that requested the candidate to use it. Otherwise, the controller will calculate the probability
of the candidate’s ability to home this extra demand.

Since the controller is not able to know the exact capacity of a certain candidate, it can only predict
whether that candidate can support more than one demand at a time (e.g., a cloud edge site that has a set of
VMs that can home demands). One conservative approach would be to assume that whenever a candidate is
selected by a given demand, then that candidate cannot accommodate more demands of other requests. This,
however, is too conservative and can quickly result in missing on many valid candidates (like cloud sites that
have enough resources to home several demands). Instead, we predict whether a given candidate can home
those extra demands by looking at recent query responses from the cloud/service controller corresponding
to that candidate.

For instance, if we see that a certain cloud site responds with “yes” to capacity queries most of
the time for the past two days, then we can assume that it can accommodate more than one demand. This
requires setting a threshold after which we predict that a given candidate can no longer home extra demands.
As a starting point, we set the threshold to home two demands to 50% of past query responses being “yes”,
and increase this threshold by increments of 10 as more in-flight demands accumulate. When the controller
sees that query responses for that candidate do not meet the threshold, it will remove that candidate from the
feasible_cands set and return this set to the homing optimizer instance that sent it. When the homing
service instance sees that it did not receive the same candidate back from the controller, it will select the
second best candidate from the set of feasible_cands, and so on.

Finally, the controller periodically updates its requested_candidates table when demands of



105

Prediction | Reality | Consequences

Requests will fail resource reservation, and will be

re-solved (same as with no prediction).

Candidate will be removed from feasible candidates set of
request, and request will be forced to select a different candidate.

Yes No

No Yes

Table 5.1: When our trace-driven capacity prediction does not match reality, two scenarios can occur. One
is when we predict a certain candidate has enough capacity while it does not, and the other when we predict
a certain candidate does not have enough capacity while it does.

those homing requests get provisioned (or fail to provision for that matter). This periodic check prevents the
counts in our requested_candidates table to keep accumulating forever.

Correctness of Trace-driven Prediction. The best scenario for our prediction mechanism is when
its prediction matches reality. However, it is possible that our prediction may not match reality. In that case,
there can be two scenarios as depicted in Table [5.I] One is when we predict that a certain candidate has
enough capacity to home an extra demand, whereas in reality it does not (first row in Table [5.I)—resulting in
resource contention. This results in the same behavior of disabling the prediction mechanism and allowing
demands to select the candidates they wish. To deal with this, we leverage a resource reservation mechanism
that is already adopted as an intermediate solution. That is, after the homing service solves a certain request,
it will pass the solution to a reservation component whose job is to reserve the required resources at each of
the cloud/service candidates that are part of the request’s solution. In case the corresponding controllers do
not permit that reservation, the reservation will fail, and consequently, the request will be re-solved.

In the other scenario (second row in Table [5.1]), we could predict a certain candidate does not have
enough capacity to home that one extra demand, while in reality, it does. In this case, the request that
asked for this candidate will not be able to use it since the prediction returned “no”. Consequently, that
request will be forced to select a different candidate, which could negatively impact the objective value of
the solution for that request. In rare cases, the predicted candidate may be the only feasible candidate for
that request. In those cases, we can augment the local optimizer instances with an override primitive that

allows them to override the controller’s decision and use the requested candidate.
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Figure 5.4: An example of how shared resource consolidation can minimize the number of new shared
resource instances to be created to home the demands of in-flight requests.

5.3.2.2 Online Consolidation of Shared Resources

When the validateCandidate () APlis triggered at the controller, another thing the controller
checks is whether the demand it received through this API call is asking for a shared resource (e.g., a slice
of a gateway). In that case, it checks whether best_cand is a cloud-site — i.e., meaning it would create
a new instance of that shared resource at this cloud-site. In case best_cand is recommending creating a
new instance of that shared resource, the controller will consolidate as many in-flight requests into as few
new shared resource instances as possible. Specifically, the controller uses the list of feasible_cands
of each in-flight homing request to find overlapping candidates for those resources.

Figure shows two scenarios: with and without consolidating shared resources. When we do not
consolidate shared resources, each of the three requests shown in the figure will select a different candidate
to home their demands — leading the homing service to recommend creating a separate instance of that
shared resource at each of these three cloud site candidates. Such result will pass the checks that NSPs
currently have in place, where it consolidate shared resource instance if they are at the same cloud-site. A

more optimized way, however, would be to look at the overlap in feasible candidate sets for those three
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requests, and try to find a suitable candidate that works for all (or most) in-flight requests. The ideal case is
to use one candidate (e.g., C4) for all those in-flight requests, but in some cases, it can lead to using more
than one — depending on how much overlap there is between those requests.

For shared resource consolidation to be effective, however, homing requests interested in the same
shared resource need to be scheduled such that they are solved at the same time. This is critical since this
step is performed online (while requests are being solved), and therefore, it would be useless if none of the
in-flight homing requests share interest in the same shared resource.

In the next subsection, we discuss how we use multi-criteria batching to maximize the benefits of
shared resource consolidation.

Consolidation Correctness. When resources are consolidated such that we are using the same cloud-
site for a number of requests interested in a type of shared resource, there is a chance that an instance of that
shared resource could not be created at that cloud-site (e.g., not enough capacity). However, we believe that
by having trace-driven prediction in place, we are minimizing the chances of that happening. In the worst-
case scenario that this problem could occur, all requests, that had selected that cloud-site as their candidate
to create an instance of a shared resource, will be re-solved. We believe this is an acceptable trade-off. That
is, by consolidating many shared resources, it is an acceptable cost to pay to re-solve a small portion of

homing requests.

533 Optimizing StepNet+ with Multi-criteria Batching

When homing requests are processed as they arrive (as in our original design of StepNet), our central-
ized query caching as well as shared resource consolidation mechanisms could be less effective. This is due
to the fact that both mechanisms are time-sensitive, and require a number of requests to be simultaneously
processed at the same time. That is, for both mechanisms to be effective, we need to fully utilize all running
optimizer instances by scheduling homing requests such that we are solving as many homing requests as
possible at any given time. One way to realize this is to process homing requests in batches. However,
batching requests in the order in which they arrive may undermine the benefit of batching in this case. That

is, when such strawman’s approach batches homing requests based on the order in which they arrive, those
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requests may not be related to one another (w.r.t., the type of shared resources they ask for or the type of
queries they issue). Therefore, there can be little benefit of batching requests using this approach.

To this end, we propose batching “similar” homing requests using a novel multi-criteria batching
mechanism. The main intuition behind using multi-criteria batching (as opposed to a strawmans’s approach)
is that we would like to assign “similar” homing requests to the same batch. We achieve this by accumu-
lating homing requests for a larger batching window (e.g., one hour), and use our multi-criteria batching to
batch similar requests together.

Processing “similar” homing requests in batches is useful in at least two ways. First, by processing
similar homing requests in batches, we can coordinate across those requests at run-time as opposed to pro-
cessing individual requests and dealing with the aftermath of mishandling requests’ dependencies. Second,
it allows us to cache queries for a number of requests (within a batch) without sacrificing information fresh-
ness since queries triggered by those homing requests take place within a certain (small) time window that is
equal to the longest solving time of a request in that batch. Consequently, doing so allows us to handle two
problems at the batch level: optimizing resource sharing and eliminating redundant queries. To this end, we

use intuition about these two aspects to guide our batching process.

5.3.3.1  Batching Criteria

After accumulating homing requests for a given time window (e.g., one hour), we need to divide
these requests into multiple batches. Our analysis of production traces of a homing service running at a tier-
1 NSP network reveals that the average rate of request arrivals at the homing service is close to 67 requests
per hour, a number that is expected to grow as more services are virtualized and more NSP clients are served.
Therefore, it is infeasible to put all requests within that time window into the same batch. Instead, we divide
those requests into multiple batches based on two main criteria: (1) the type of shared resources that those
requests are interested in, and (2) query overlap between different requests. Figure[5.5|shows how StepNer+
uses those two criteria to assign homing requests into batches. Now, we elaborate more on how we define
each criterion.

1) Type of Shared Resources. First, we look at what shared resources that those requests are inter-



Pool of Homing
Requests

Clustered around
type of shares

109

Batched based on
query overlap

resource

e

vGMux
. ® O

s

vGatewa

&

SEEEEEEEEENEg®

“lllllll

Cluster based

on type of
shared resource

Batch based on
query overlap

‘J’

susEEEEREENEEENEENENEY v,
ll
= g
® ©o it
g
N
"Sagpmumnnnnnnns’ ¢

R
%

LI TTTIL TR

Figure 5.5: StepNet+ adopts a multi-criteria batching approach, in which, the first step is to cluster requests
based on the type of shared resources they are interested in, resulting in two clusters (VGMux and vGateway).
Then, we batch requests within each cluster based on query overlap, resulting in 4 batches (B1-B4).

ested in, and use that as a first step to divide requests into multiple batches or clusters. For instance, vCPE
requests interested in using a slice of a shared vGMux VNF (for reference, see Figure [4.1]) can be in one
cluster, and requests that are interested in using a slice of a shared firewall VNF will be put into a different
cluster, and so on. Homing requests that do not ask for shared resources will be batched using the second
criteria: query overlap. Using the type of shared resources as one batching criterion is extremely useful
when it comes to consolidating shared resources for requests within the same batch.

Since there is only a handful of different types of shared resources, using this criterion alone could
result in large batches. In addition, recall that our incremental approach (§4.4) does not evaluate all potential
candidates. Rather, it evaluates the top candidates for each request. Because of this, if we randomly assign
homing requests that are interested in the same shared resource into the same batch, we could easily miss
our chance of consolidating shared resources for those requests. That is, because of the way the incremental
approach works, two instances of the same homing request may not have an overlap in their candidates —
rendering the task of consolidating shared resources impossible.

2) Query Overlap. To further improve our chances of eliminating redundant queries as well as

consolidating shard resources, we further divide the requests in each of those clusters into multiple batches
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based on their query overlap. To enable this, we first need to know what queries each homing request is
likely to issue. Recall that queries are issued when the homing service evaluates run-time constraints that
require run-time information. But, evaluating those constraints to know what queries they send, as have
been demonstrated before, is prohibitively expensive. Fortunately, we know how each of those constraints
construct their queries. That is, for a given set of candidates, and a homing solution path (see §4.3)), the
constraint evaluation function will issue a specific set of queries to the corresponding controllers. In our
original design of StepNet, we used query signatures to uniquely identify queries so that we can cache them
for each homing request. We leverage our knowledge about how those constraints construct those queries to
pre-compile a list of queries each homing request is likely to issue.

Pruning the pre-compiled query set. Pre-compiling all potential queries that a homing request
may issue can produce an exhaustive set of queries. At run-time when the homing service evaluates the
constraints, however, only a smaller subset of those queries will be actually issued. This is due to the fact
that our incremental approach already prunes the set of candidates (and, thus, the corresponding queries
issued for those candidates) to a smaller setE] . Further, exhaustively pre-compiling all potential queries can
lead to misleading information. For instance, consider two vCPE homing requests that have the same set of
initial candidates, but whose objective functions optimize for minimizing distance for two different locations
(e.g., one in Europe and one in the US). Exhaustively pre-compiling the set of potential queries for those
two requests could yield to producing the same set of pre-compiled queries, and determine that they can be
in the same batch. At run-time, however, the incremental approach will evaluate only the top candidates for
each request. This may result in not having any (or minimal) query overlap between those two requests.

To avoid an exhaustive pre-compilation and to further narrow down the set of potential queries, we
leverage the same intuition we used to design our incremental approach (see Algorithm[6]in §4.4). That is,
we first rank the candidates, and include only the top candidates in our query pre-compilation. We note that
at this step, we include more candidates (e.g., 3x) than the incremental approach’s step size. For instance,

if the incremental approach’s step size is set to 2% of candidates for each of the demands, we include 6%

5 In addition, some queries are iterative in nature (i.e., depending in responses of previous queries, some new queries could be
sent). We note that our current approach does not account for those queries.
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of candidates in our query pre-compilation phase. Doing so allows us to include enough candidates (and,
thus, queries to be issued for those candidates), and at the same time, avoid performing an exhaustive query
pre-compilation.

After compiling and pruning the set of potential queries for all homing requests within the specified
batching window, the controller batches those requests by looking at how much query overlap they have.
That is, the controller will iterate over homing requests and assigned each to the batch that maximizes query
overlap. In case there was not an overlap with any of the existing batches, the controller will create a new
batch for this request. After doing so, the controller will iterate over batches and try to merge smaller batches

together (e.g., batches that have one or two requests).

5.3.3.2  Batching Window and Batch Size

Window size. Our design does not rely on a fixed-size batching window (i.e., the period of time in
which we accumulate homing requests), instead we leave the decision of determining the batching window
size to the operator as a configuration that is passed to the controller. However, our batching mechanism is
more effective when the batching window is large enough to accumulate a large number of homing requests.
Doing so allows the controller to be more effective in terms of how it clusters and batches those requests
since it will be acting on a larger volume of information.

Batch size. Likewise, the batch size in our design can be passed to the controller as part of its
configuration. Recall that shared resources offer “slices” of service as their unit of allocation. As part of
our design guidelines, we recommend setting the batch size (how many requests can be assigned to a batch)
to the number of slices a fresh instance of a shared resource can offer. We note that this number can be

different for each type of shared resource.

54 Evaluation

In this section, we seek to evaluate the ability of StepNet+ to eliminate query redundancy, help

mitigate resource contention, and consolidate shared resources.
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54.1 Implementation and Experimental Setup

We have implemented a prototype of StepNet+, building on top of our implementation of StepNet in
Chapter {] with approximately 620 lines of additional python code.

Our evaluation is done on an experiment we ran for 67 homing request instances (i.e., average request
rate per hour, as seen in production logs). We set our batching window to 60 minutes — i.e., meaning we
considered all 67 requests within the same batching window. Our batch size was set to 5 requests per batch,
using the two criteria we described earlier: type of shared resources and query overlap. This resulted in
having 14 batches of requests, where all requests in a given batch were evaluated by five homing services
instances in parallel. Throughout our evaluation, we used our incremental approach with the backtracking
best-fit algorithm (BACBF—in)EI For other configurations, we used the same emulation framework (
to emulate cloud and service controllers. This also includes using production traces for our trace-driven
prediction mechanism.

We compare our proposed solution with two other approaches: (1) baseline (our original solution,
StepNet, as presented in Chapter 4] — no batching), and (2) strawman approach, where homing requests are
batched and processed as they come in (no batching criteria). We note that for the strawman configuration,
we also enable the same proposed techniques for handling resource contention as well as consolidating

shared resources.

5.4.2  Eliminating Redundant Queries

Figure [5.6] shows the total number of queries that were sent to the controllers by each of the three
configurations for all requests we evaluated. The left bar measures the total number of queries for the
baseline (StepNet), where it resulted in sending close to 13K queries to the controllers. On the other hand,
when requests were processed in random batches as they come in, the total number of queries dropped to
approximately 6K queries for all requests (a 55% reduction when compared to the baseline). This highlights
the benefits of using a per-batch query cache instead of a per-request query cache that is used in the baseline’s

configuration.

6 Refer to for more details.
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Figure 5.6: Total number of queries sent to the controllers for three approaches: (1) StepNet (baseline
with no batching), (2) strawman (batch requests as they come in), and (3) StepNet+ (using multi-criteria
batching)

Further, the right bar shows the total number of queries for our multi-criteria batching, where it
resulted in sending only 4K queries to the controllers — reducing the total number of queries by 70% and
30% when compared to the baseline and strawman approaches, respectively. This demonstrates the benefits

of batching homing requests based on how much query overlap they have.

54.3 Shared Resource Consolidation

Now, we want to evaluate how effective shared resource consolidation is when we process homing
requests in batches. Figure shows how many new shared resource instances the homing service would
recommend creating for all evaluated homing requests for each of the three configurations we evaluated.
Note that for the baseline’s configuration, if the recommendation for one request is to create a new shared
resource instance at cloud-site X, and later on another request’s recommendation happens to be the same,
we count these as one new shared resource instance. This is along the lines of the current practice that NSPs
have in place.

We can see in Figure that the baseline recommended creating 31 new shared resource instances,
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Figure 5.7: Number of new shared resource instances that each configuration have yielded for all evaluated
homing requests. This shows StepNet+ is able to reduce 45% and 29% of shared resource instances when
compared to the baseline and strawman approaches, respectively.

amounting to half of the evaluated homing requests asking for new unique instances. When we introduce
batching with the strawman, we can already see some improvement. The figure shows that the strawman’s
approach is able to reduce that number by 23%. Although this is a reasonable improvement, the figure shows
that StepNet+ is able to improve upon that even more bringing that number to only 17 (an improvement of
45% and 29% over the baseline and satrawman approaches, respectively).

The measurements from Figures[5.6]and [5.7]demonstrate the immense benefits of using multi-criteria
batching to address homing requests’ dependencies. These also show that even though batching alone (no

criteria) can provide some benefit, it does not come close to the benefits that multi-criteria batching provides.

544 Reducing Resource Contention with Trace-driven Prediction

To measure the effectiveness of our trace-driven prediction mechanism, we ran an experiment in
which we enabled trace-driven prediction for the strawman and StepNet+ configurations described above.
We configured our prediction mechanism such that it would enable a certain demand to use the requested

candidate if past query traces returned “yes” to capacity queries for 80% of the time for the past 5 days.
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Figure 5.8: Our trace-driven prediction approach reduces resource contention by up 71% with a false-
positive rate (predicting contention while there is not) of 38% on average. A random prediction approach
reduces resource contention by only 52% with a slightly higher false-positive rate of 41% on average.

For each demand allowed to use a given candidate we add 10% to the threshold, and so on. We used
production query traces to run this experiment. In order to reflect production scenarios, we flagged 15%
(same percentage found in production logs) of the evaluated requests as requests that could cause resource
contention. We, then, measure how many of those requests were forced to change their solution by the
trace-driven prediction approach. We also compare our approach with a random approach that randomly
predicts whether a given candidate can home one extra demand or not. We ran the experiment 10 times, and
we report the average of these runs.

Figure [5.8] shows the reduction in resource contention (left y-axis) and false-positive rate (right y-
axisﬂ each approach is able to provide while running the StepNet+ conﬁgurationﬂ The figure shows that
our trace-driven approach is able to reduce resource contention by 71% on average with a false-positive rate
of 38%, while a random approach is able to reduce only 52% of resource contention with a false-positive
rate of 41%. In case we predict contention while there is none (false positive), the homing requests are
forced to select a different candidate to home their demands. We discussed the impact of this in §5.3.2.1]

These results demonstrate the benefit of using query traces to predict resource contention. At the same time,

7 A false positive is when we predict contention while there is not.
8 Since our trace-driven prediction approach does nor rely on how requests are batched, the numbers for the strawman and
StepNet+ were highly similar.
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we acknowledge that the false-positive rate is high, and we believe there is opportunity for improvement in

the future.

5.5 Discussion and Future Work

Using Machine-learning approaches to improve the batching process. Although our multi-criteria
batching shows promising results, we would like to investigate whether we can leverage a machine learning
(ML) approach. Our current design uses fixed batching window and batching criteria to batch homing
requests. An ML-based approach, on the other hand, could use dynamic batching window. That is, based
on a trained model, it could predict that when it sees certain homing requests it could batch them (instead
of accumulating requests for a longer period of time). In addition, we wish to study whether an ML-based
approach can enhance batching accuracy even further.

In addition, using ML-based approaches could lead to better prediction when it comes to predicting
resource contention. Our current trace-driven approach provides a starting point where we could extend it
with ML-trained model that uses past query response traces, and at the same time, it enhances the prediction
accuracy.

Synchronizing homing actions across parallel optimizer instances. Recall that when we prevent a
certain demand from using a certain candidate (to prevent resource contention), such action could trigger a
backtracking signal at the local homing service instance that processes that demand’s request. This affects
previous assignments of candidates to demands, which could be consolidated shared resource. Our current
design permits such backtracking to take place locally. Doing so allows our design to be agnostic to the type
of optimization heuristic that those homing service instances run. However, we wish to study the possibility
of triggering such action across all other homing service instances to keep consolidated resources intact.

Cooperative homing decisions via voting mechanisms. When multiple homing optimization in-
stances process homing requests in parallel, the homing controller is solely in charge of deciding what
resource candidate can be selected by which optimization instances (i.e., to prevent resource contention).
Our current design deals with this problem on a first-come first-serve basis. However, this may not be the

most optimal way to deal with resource conflict problems. Instead of leaving this decision completely to the
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controller, we can give some control back to each optimization instance through voting approaches (such
as Athens [10]). When each local optimization instance is augmented with a voting mechanism, it can
“negotiate” with other parallel instances to resolve resource conflicts.

Impact on solution quality. Changing how the candidates get assigned to demands (to prevent re-
source contention or to consolidate shared resources) impacts the objective values of the corresponding
homing requests. We wish to explore the impact of the controller’s interference in this process, and corre-
spondingly, plan on augmenting our controller with a mechanism to allow it to handle request dependencies
while optimizing multiple requests’ objective values.

Prediction accuracy of resource contention. Our evaluation shows that trace-driven prediction for
resource contention is able to reduce a great deal of resource contention (71%), but it does so at a high cost of
yielding a high false positive rate (predicting there is contention while there is not). In addition to exploring
ML-based approaches for batching, we seek to enhance our prediction accuracy with similar approaches,
where we can train a prediction model on production traces. We believe that our trace-driven prediction

shows promising results, and that there are many opportunities to improve the prediction accuracy.

5.6 Conclusion

In this chapter, we present StepNet-+, a homing service that accounts for dependencies between hom-
ing requests. It extends our original design of StepNet with two main design decisions. First, it batches
requests to make dependency problems more tractable. Is uses these batches to eliminate query redundancy
across multiple homing requests, as well as optimized shard resource usage across homing requests. Second,
it coordinates homing decisions across multiple requests belonging to the same batch. This allows StepNet+
to account for resource contention as well as optimize shared resource provisioning by consolidating multi-
ple shared resource instances. Our evaluation shows that we can: eliminate up to 70% of redundant queries,
and reduce the number of new shared resource instance by up to 45% when compared to the baseline. We be-
lieve that the design decisions we adopted in designing StepNet+ provide a good start for a more optimized

solution that we seek to pursue in the future.



Chapter 6

Related Work

This dissertation has touched on a variety of topics related to the homing problem, including: network
function data-plane processing, cloud search services, and placement of network services in network service
provider’s infrastructures. In this chapter, we discuss highly related work to these topics, and shed light on

some of the key differences that distinguish our work.

6.1 Stateless Network Functions

Beyond the most directly related work in Section [2.2] here we expand along three additional cate-
gories.
Disaggregation: The concept of decoupling processing from state follows a line of research in disaggregated
architectures. [[86]], [85]], and [[115]] all make the case for disaggregating memory into a pool of RAM. [54]
explores the network requirements for an entirely disaggregated datacenter.

In the case of StatelessNF, we demonstrate a disaggregated architecture suitable for the extreme use
case of packet processing.
Data plane processing: In addition to DPDK, frameworks like netmap [[126] and Click [75] (particularly
Click integrated with netmap and DPDK [[12])) also provide efficient software packet processing frameworks,
and therefore might be suitable for StatelessNF.
Micro network functions: The consolidated middlebox [131] work observed that course grained network
functions often duplicate functionality as other network functions (e.g., parsing http messages), and pro-

posed to consolidate multiple network functions into a single device. In addition, e2 [118] provides a
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coherent system for managing network functions while enabling developers to focus on implementing new

network functions. Each are re-thinking the architecture and complementary.

6.2 Focus

Focus is an extension of our earlier work [3]] which introduced the idea to use p2p groups. In
this chapter, we provide the complete architecture, implementation, evaluation and details of OpenStack

integration.

Centralized Lookup Services: Node finding is a fundamental problem in any networking system. For
example, name-based networking solutions such as the Intentional Naming System (INS) [1]], Auspice [132,
138,/139], the Global Naming Service [81]] or the geographic-addressing [52]] in FocusStack [6]] all propose
to implement a centrally managed resolution service with nodes pushing updates to the centralized lookup
service. Across many domains, either a push or a pull-based approach is used to enable the central service
to satisfy the lookup — with the trade-offs having been carefully studied in [|15]]. In contrast, FOCUS follows
a hybrid approach wherein a list of group members is periodically pushed to the centralized lookup service

while to find the list of nodes satisfying a query, FOCUS uses a directed pull-based approach.

p2p Lookup Services: Node lookups are a fundamental part of p2p services. Systems like Gnutella [23]]
used a flooding protocol for information dissemination, Kademlia [91]] uses a structured distributed hash
table that allows node look up through structured IDs, and the gossip algorithm in [28]] builds an unstruc-
tured p2p network and balances the update workload evenly among all the members in the group. The key
differentiator in FOCUS is that a centrally managed system is dynamically managing the value-based p2p
groups (based on Serf [56]) aiding nodes in joining and leaving the groups, and allowing for smaller p2p

groups (reducing convergence time, and by extension, faster responses to queries).

Attribute-based Grouping: A key design decision in FOCUS is to group nodes in terms of attributes. This
is similar in approach to publish-subscribe (pub-sub) systems [|11}142}{123,|143[147]], which also provide
attribute-based grouping (e.g., channels and topics). But such systems, too, will not scale because nodes

need to constantly publish or notify subscribers of their state through a global queue server (a bottleneck),
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whereas in FOCUS we use a directed pull approach.

Cloud and Cluster Management: FOCUS’s scalable and loosely-coupled design provides cloud and cluster
management platforms (e.g., OpenStack [[111], Google’s Borg [141]], Kubernetes [78]], etc) with scalable
search and a comprehensive view of the system with close to real-time information as compared to their
push-based (OpenStack and Kubernetes) or pull-based approaches (Borg). Further FOCUS minimizes the
resource usage of the controller. For instance, in order to scale Kubernetes to more than 500 nodes, the
controller needs to have at least 36 vCPU cores and 60GB of RAM [[77]. FOCUS’s server, on the other hand,
needs only 4 vCPU cores (an order-of-magnitude lower) and 16GB of RAM, out of which FOCUS utilizes

only 10% to manage 1600 nodes (Figure [3.8a)).

6.3 StepNet

There are two lines of work that, from a first glace, may seem highly relevant to our work on StepNet.

However, there are key differences that distinguish StepNet from those works.

VNF and VM Placement: Numerous works in the areas of virtual network function (VNF) and virtual
machine (VM) placement have looked at the placement problem in these two context [43,49,55] 74,82,
95,97, [119}|120,/135,/145]]. These works develop service-specific optimization models and heuristics for
for placing VNFs and VMs. These works typically formulate the placement problem using integer linear
programming (ILP) or mixed integer linear programming (MILP), and propose tailor-made heuristics to

relax and solve the problem for a specific use-case (e.g., 5G network slicing).

SDN Optimization Frameworks: Work in the peripheral space of optimizing software-defined networks
seeks to simplify the optimization formulation process. For instance, SOL [58]] and Chopin [57]] provide
a limited set of high-level APIs (e.g., add link capacity constraint) to software-defined networking (SDN)
applications to efficiently manage network resources. SDN applications, then, need to consume those APIs,
and the framework will model those high-level API calls as LP/ILP programs, and then solve them to find
the best solution. However, these works assume complete knowledge when performing the optimization,

so the addition or change of one service would require re-doing the whole optimization. VNF placement
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approaches [49,55,(74197,/119}/145]] have the same disadvantage.

StepNet (and StepNet+ by extension) differ from works in those areas in two unique characteristics.
First, our StepNet framework caters to a variety of network services through a novel pluggable design. As
we have shown in our evaluation (§4.6), StepNet is able to accommodate at least 12 service models through
a set of constraint and objective function compositional blocks. Second, StepNet (and StepNet+) addresses
the practical challenge of aggregating data needed to make informed homing decisions in an efficient manner

through its incremental approach (§4.4)).



Chapter 7

Future Work and Conclusion

7.1 Future Work

In this section, we discuss future directions that seem particularly promising. Specifically, there are
two directions that we seek to pursue: improving our batching design of StepNer+ with machine learning
approaches, and enabling intent-based networking (IBN) with a novel system that interprets natural language

to network configurations.

7.11 Improvements to StepNet+

StepNet+ uses multi-criteria batching to cluster and batch “similar” requests together. Such design
has enabled us to account for dependencies between parallel homing requests, and has helped us minimize
the impact of mishandling those dependencies (e.g., redundant load placed on controllers, resource con-
tention, and unoptimized resource sharing). Although our evaluation (§5.4) shows significant improvement,
we wish to improve upon those results even more.

Instead of using a fixed set of criteria, we wish to employ some machine learning techniques to help us
have better clustering. Specifically, our current design of StepNer+ requires accumulating homing requests
for a relatively large time window, and then cluster requests within that window such that similar requests
are put into the same cluster. With an ML-based approach, however, we could train a model on a large set of
homing requests (as well as query traces for those requests), and then use the trained model to decide when
(and what) to batch.

In summary, we would like to augment our current design of StepNet-+ with machine learning to
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Figure 7.1: Interacting (configuring, querying, etc) with the network is challenging, and requires a decent
level of knowledge on various networking languages and tools. We argue that it should be made simple by
being able to perform various networking tasks using natural language.

improve its batching accuracy as well as its flexibility. There are different machine learning techniques that
can be leveraged in this context. Specifically, there are different clustering techniques, such as: k-means [89]
(or mini-batch k-means [130]]), BIRCH (balanced iterative reducing and clustering using hierarchies) [[148]],
and OPTICS (ordering points to identify the clustering structure) [7]. We wish to further study how we can
leverage some of those techniques to better improve how StepNet+ batches requests.

Finally, our evaluation of StepNet shows that our trace-driven prediction for resource contention is
able to provide significant reductions for resource contention, but it does so at a relatively high cost of
providing false positives. Such significant reductions highlight the benefit of performing trace-driven pre-
diction. We seek to leverage this insight in training an ML-based approach with query traces to improve the

accuracy of our prediction.
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7.1.2 Enabling Network Management with Natural Language

Throughout this dissertation, we have looked at problems across the different layers of the homing
stack (Figure [I.T)), ranging from the data-plane layer (Chapter [2), traversing the control layer (Chapter [3),
and moving up to the homing application layer (Chapters @] and [5)). One additional layer, that has recently
gained great research interest [[16440,69], is the layer at which network operators interact (configure, manage,
monitor, etc) with their networks. Shown in Figure is a network operator interacting with the different
layers of the network.

Network operators (or any individual for that matter) typically interact with their networks through
the use of a variety of languages and configuration tools for each component of the network. That is, in order
for one to manage a network, they need to learn a specific network configuration language. Whether that
is in the form of configuring a specific SDN controller (a domain that has different languages for different
controllers), or writing shell/python scripts to configure or monitor a certain equipment in the network.
Having such heterogeneity in the tools and languages used to run, configure, and manage network systems
is placing a significant burden on network operators and engineers. Even with NFV, what is becoming
apparent is that configuring or managing network systems in general has become more challenging.

To this end, we identify a promising future direction in research through asking this question: what
if instead of configuring a network, we could talk to it, and it understood? As a first step towards this, we
designed a system we call HeyNet, which offers a natural language interface for users to interact with an

SDN-operated network. HeyNet parses natural language input (e.g., written English), constructs network
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“tasks”, which are translated into a format the network controller can understand (e.g., OpenFlow). HeyNet
achieves this through performing various steps in a processing pipeline that is depicted in Figure

HeyNet introduces an abstract network layer that resides atop of existing network management so-
lutions (e.g., an SDN controller). Through this abstract layer (as shown in Figure [7.2)), we abstract com-
mon network tasks (e.g., route flow x through a firewall-loadbalancer VNF service chain). When HeyNet
receives a command/query in natural language from its users, it parses it leveraging natural language pro-
cessing (NLP) techniques, and looks for keywords that can be used to identify the requested task. In the
routing example mentioned, the keywords can be “route”, “flow x”, the word “through”, and the names
of the VNFs (firewall, and loadbalancer). Using these keywords, HeyNet constructs a network task that is
then translated to a format the network can understand (e.g., OpenFlow).

One of the main challenges in designing such systems is maintaining a reasonable level of accuracy.
Our prototype of HeyNet is able to achieve 80% accuracy — meaning it is able to construct the correct tasks
80% of the time. To avoid any configuration errors, HeyNet can be configured to provide a verification
mechanism for users to verify the constructed task is actually what they intended. This is especially im-
portant for critical tasks that change the network behavior/state. For other query-like tasks, they can be
performed without resorting to user’s help. We believe HeyNet offers a promising research direction that is

worth pursuing to explore the extent to which it can operate.
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7.2 Conclusion

In this dissertation, we identify limitations and problems with each of the four main steps of homing
network services: (1) provisioning virtual network functions (VNFs) in an elastic fashion, (2) controller-
node query processing in a scalable and real-time manner, (3) querying cloud and service controllers to
obtain information needed to help make informed homing decisions, and (4) accounting for dependencies
while processing homing requests in parallel. We design systems that overcome challenges and issues
discovered in practice with each of these three steps. Specifically, the contributions of this dissertation are
as follows.

First, we design a novel VNF architecture that decouples internal state from the processing logic
— providing truly elastic and efficient VNF management primitives. Second, we design and implement
Focus, a scalable and efficient search service that solves scalability issues with current approaches and
processes geo-distributed queries in a timely manner. We achieve this by offloading query processing to the
end nodes (a task that used to be performed by controllers) by leveraging peer-to-peer techniques to form
the end nodes into groups based on their state. FOCUS also offers a well-defined API that integrates easily
to existing frameworks.

Third, we design and implement StepNet, a homing service that adopts an incremental approach to
homing that intelligently queries only “good” resource candidates — leading to significant reductions in
query cost (by 92% for half of the 1200 homing requests we evaluated). Third, we identify two major
problems that arise from dependencies between homing requests: redundant shared resources provisioning
and resource contention. Finally, we extend our design of StepNet to handle dependencies between homing
requests — reducing redundant queries and resource contention, and consolidating shared resources in an

efficient manner.
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