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Why should we care about Linux

Networking?
e Kernel functions

o Firewall, forwarding & kubernetes
¢ Management tools Linux

o lproute2, iptables, ...
e Control Plane
o FRR, StrongSwan

A @

nethlter

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

& %

@ University of Colorado Boulder PRINCETON

UNIVERSITY 2



Linux Networking in Practice

Example: Deployment with 3 Pods (containers) and a Service

kubernetes

>kubectl apply -f./my-manifestyaml

Linux kernel Linux kernel

Pod2 Pod3

Ipvs Ipvs
Iptables Iptables
Routing Routing |—'

Bridge

Bridge

Host 1 Host 2

Service
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Linux Networking is Rich
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Linux Networking is Rich

But, Linux Networking is Slow
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Alternate Pipelines Emerged

Bypass Linux networking to gain performance

Kernel Bypass

e DPDK

In-kernel Network Bypass
e XDP/eBPF
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Alternate Pipelines Emerged

Bypass Linux networking to gain performance

Kernel Bypass

e DPDK
In-kernel Network Bypass
e XDP/eBPF

Lose Linux’s ecosystem

Need to reimplement services
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Can we just make Linux network faster?
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Why is Linux Slow?

Because it's general
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Why is Linux Slow?

Because it's general

structsock struct sk_buff

sk_write_queue | next

X451452 <+ PMTU

L2header fgd hh_len
e N e B

data P header i} fraghdrien
l 14 header
end
len=x+51+52 L4 payload I an
data_len=51+52
skb_shinfofskb)
nr_frags=2
frags

Pl oo ffs
page_offset=0 L4 payload
size=51 e t
L4 payload t

page
MAX_SKB_FRAGS page_offset=51
Size=52

[0 struct
skb_frag_t

Parsing, allocating and

populating complex data
structures (e.g., skb)
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Why is Linux Slow?

Because it's general

structsock struct sk_buff
sk_write_queue —E»|  next

X451452 <+ PMTU

2header | hh_len

Qﬁg P header i} fraghdrien
l 14 header
end

451452 L4 payload I(Opy
data_len=51+52
skb_shinfo(skb)

nr_frags=2
frags

Y [ ffs
page_offset=0 L4 payload S1
size=51 iz t
L4 payload t 2
MAX_SKB_FRAGS i PAGE_SIZE

page
page_offset=S1
ize=52

Parsing, allocating and

populating complex data
structures (e.g., skb)

Long critical path of all
functions and corner cases
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Insights for Redesigning Linux

1. Linux mixes fast / slow path processing in a single
data path

- Instead, instantiate fast path in a specialized
execution environment

1. Not everything is needed all the time

— Instead, compose a minimal data plane
automatically based only what is needed
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Is this redesign even possible today?
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What we need is a fast-path execution
environment that ...

1. Is efficient
2. Enables secure/dynamic code injection

3. Enables interaction with Linux
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What we need is a fast-path execution
environment that ...

1. Is efficient
2. Enables secure/dynamic code injection

3. Enables interaction with Linux

N eBPF
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Three challenges remain

1. Break down Linux network processing
— Fast and slow path

2. Make this redesign transparent to the rest of the
system
— Leverage Linux’s ecosystem

3. Dynamically create a fast path
— Light and supports what is configured
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Introducing
Transparent Network Acceleration
(TNA)
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Break down Linux network
processing

TNA (Fast Path) Linux Kernel (slow path)
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Break down Linux network

processing

Linux provides completeness of processing

TNA (Fast Path)

Linux Kernel (slow path)

Handle corner = — 3
Icomplex cases =/ =T

Manage state A 7 =
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Break down Linux network

processing

Linux provides completeness of processing

@ University of Colorado Boulder

TNA (Fast Path) Linux Kernel (SIOW path)
Access state Handle corner = TE ATy
/Icomplex cases = /@ -z
Send to slow path " % \ (o i i
¢BPF| | ¥ ¢BPF|.. | ¥eBPF ~T ===l - 3E
& o o Manage state = =
Composable fast path modules and
bpf helpers
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Break down Linux network

processing

Linux provides completeness of processing
TNA allows processing common case packets with minimal overheads

TNA (Fast Path)

Access state

Linux Kernel (slow path)

Few simple tasks
Handle majority of packets

NeBPF| | AeBPF|.. | XeBPF

Composable fast-path modules and
bpf helpers

Handle corner B T —— >
Icomplex cases =/ FE T T .

Manage state P 5
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Make this redesign transparent
to the rest of the system
User (or tool) configures Linux network

@ M
= @ insioie kubernet
oa uberneces

Linux Kernel
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Make this redesign transparent
to the rest of the system
User (or tool) configures Linux network

OBE @wsme kubernel:es

Create a bridge

>brctl addbr br0
>brctl addif brO enp4s0f0
>brctl addif brO enp4s0f1
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Make this redesign transparent
to the rest of the system
User (or tool) configures Linux network

@ M
=] ANSIBLE kub t
oa uberneces

Linux Kernel

Manipulate routes

>ip route add 192.168.200.0/24 via 192.168.200.10
>ip route add 192.168.100.0/24 via 192.168.100.10
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Make this redesign transparent
to the rest of the system

User (or tool) configures Linux network

@ M
"= ANSIBLE kub t
oo uberneces

Add f-lt N I Linux Kernel
I erlng ru es Chain FORWARD (policy ACCEPT)

target prot opt source destination

DROP all -- anywhere 192.168.0.0/24

DROP all -- anywhere 192.168.0.0/24

ACCEPT all -- anywhere 192.168.100.0/24

>iptables -d 192.168.100.100 -A FORWARD -j DROP
>iptables -d 192.168.200.100 -A FORWARD -j DROP 192.168.100.0/24 via 192.168.100.10 dev enp4s0fO

192.168.200.0/24 via 192.168.200.10 dev enp4sofl

bridge name bridge id STP enabled interfaces
broe 8000.3cfdfe042bcO no enp4s0fo
enp4s0fl
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Dynamically create a fast path

TNA controller

Linux Kernel

TNA Chain FORWARD (policy ACCEPT)

target prot opt source destination

DROP all -- anywhere 192.168.0.0/24
DROP all -- anywhere 192.168.0.0/24
ACCEPT all -- anywhere 192.168.100.0/24

Fast Path

192.168.100.0/24 via 192.168.100.10 dev enp4s0fo
192.168.200.0/24 via 192.168.200.10 dev enp4sofl

bridge name bridge id STP enabled interfaces
broe 8000.3cfdfe042bcO no enp4s0fo
enp4s0fl
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Dynamically create a fast path

TNA controller

Introspects the Linux kernel

TNA

Fast Path

Linux Kernel

Chain FORWARD (policy ACCEPT)
target prot opt source

DROP all -- anywhere
DROP all -- anywhere
ACCEPT all -- anywhere

destination
192.168.0.0/24
192.168.0.0/24
192.168.100.0/24

192.168.100.0/24 via 192.168.100.10 dev enp4s0fo
192.168.200.0/24 via 192.168.200.10 dev enp4sofl

bridge name bridge id
broe 8000.3cfdfe042bcO

STP enabled
no

interfaces
enp4s0fo
enp4s0fl
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Dynamically create a fast path

TNA controller . ]
Builds a dependency graph representing

\ the configured services

Linux Kernel

TNA Chain FORWARD (policy ACCEPT)

target prot opt source destination

DROP all -- anywhere 192.168.0.0/24
DROP all -- anywhere 192.168.0.0/24
ACCEPT all -- anywhere 192.168.100.0/24

Fast Path

192.168.100.0/24 via 192.168.100.10 dev enp4s0fo

192.168.200.0/24 via 192.168.200.10 dev enp4sofl

bridge name bridge id STP enabled interfaces
broe 8000.3cfdfe042bcO no enp4s0fo
enp4s0fl
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Dynamically create a fast path

TNA controller ]
Automatically composes a fast path by

\ mapping each node into one or more FPMs

W eBPF—1HeBPF— A eBPF—— A eBPF—— 1 eBPF

Linux Kernel

TNA Chain FORWARD (policy ACCEPT)

target prot opt source destination

DROP all -- anywhere 192.168.0.0/24
DROP all -- anywhere 192.168.0.0/24
ACCEPT all -- anywhere 192.168.100.0/24

Fast Path _
192.168.100.0/24 via 192.168.100.10 dev enp4s0fO
192.168.200.0/24 via 192.168.209.10 dev enp4sofl

bridge name bridge id STP enabled interfaces
broe 8000.3cfdfe042bcO no enp4s0fo
enp4s0fl
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Dynamically create a fast path

TNA controller

And deploys it at the XDP layer

TNA ‘

Fast Path

| eBPr->{caPr->{@eaPr | eapF > eBp]

Linux Kernel

Chain FORWARD (policy ACCEPT)
target prot opt source

DROP all -- anywhere
DROP all -- anywhere
ACCEPT all -- anywhere

destination
192.168.0.0/24
192.168.0.0/24
192.168.100.0/24

192.168.100.0/24 via 192.168.100.10 dev enp4s0fo
192.168.200.0/24 via 192.168.200.10 dev enp4sofl

bridge name bridge id
broe 8000.3cfdfe042bcO

STP enabled
no

interfaces
enp4s0fo
enp4s0fl
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Preliminary evaluation

3.4-3.8x faster than Linux and

Linx 1.6-2x faster than Polycube
Polycube
Bridge 10.0
e ) ;
E . Linux
= 4.9 . Polycube
= TNA
= 5.0 . :
o :
S :
Pktgen 3 254" - e -
(source) E
O.O T 1 — L] ]
1 2 6
#CPUs
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Conclusion

- We propose a redesign of the Linux

network stack
— Make it faster

- This Is realizable with technology
currently available on the Linux kernel
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Future Work

- Comprehensive analysis of Linux network
stack
— Decompose/accelerate more subsystems

- How to ensure the correctness of the data
plane

- Explore debugging mechanisms
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Thanks!
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