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Introduction: TurboFlow

Main idea: Optimize instead of offload.
Q : What can we get out of the programmable
hardware in next-generation commodity switches?

A : Flow record generation for multi-terabit
rate traffic without sampling or offloading.
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In the Paper

e

PFE Mom (MB)
4l 04 —+08 —+16

3 -

786 KB 01251, v v

0 2000
1572 KB = Trace 1'-:? (Somd‘s)w
Network load (FRs to collector)
1.75Mbys  89.71 Mbys 247.92 Mbys
Table 10: Communication overheads for TurboFlow.
Feature Type Examples Applications
Traffic Characteristics
Metadata QoS type, IP options, Security [84), flow
TCP options & flags  scheduling [2, 41],
Statistics duration, packet auditing [50], heavy
count, byte count, hitter detection [91].
jitter, max packet size Q0S monitoring [62]

Workload Switches  + Generation + Analysis
Equipment Cost (per Tb/s)

DC ToR $3600  $3603 (+ 0.1%)  $3642 (+ 1.2%)
DC Agg. 2(+29%)
Internet (+ 12.8%)
Power Cost

DC ToR 150 W 158 W (+ 5.6%) 164 W (+ 10.0%)
DC Agg. 150W  159W (+ 6.1%) 174 W (+ 16.7%)
Internet 150 W 163 W (+ 9.2%) 234 W (+ 56.3%)

Table 12: Cost of monitoring infrastructure with TurboFlow.
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// Tables,

table UpdateKey { default_action :UpdateKeyAction(); )

table Updatefeatures { default_action
:UpdateFeaturesAction(); )

table ResetFeatures { default_action
:ResetFeaturesAction(); )

// Actions,
// Update key for every packet,
action t Action

(pit.key string* tempMfr.key));

)
// Update features when there is no collision.
action Updatefeaturesiction() (
register_read(tempMfr, pktCt, pktCtArr, md.hash);
register_write(pktCtArr, md. hash, tempMfr pktCte1);
}
// Reset features and evict on collision.
action ResetFeaturesAction() (
register_read(tempMir, pktCt, pktCtArr, md. hash);
register_write(pktCtArr, md hash, 1);
register_read(tempMfr evictBufPos, evictBufirr, 9);
register_write(evictBufArr, @, tempMfr.evictBufPos+l);
register_write(evictBufXey, tempMfr evictBufPos,
terpMfr . key);
register_ write(evictBufPkiCe, tespMfr. evictBufPos,
tempMfr. piktCe);

Pleviction] =1 - (1- %)a)

E[m] = E[f] + (E[p] — E[f]) * P[eviction]
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traffic without sampling.
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