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Network monitoring is important
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Network traffic and security threats grow rapidly

Global IP Traffic Forecast
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Traffic Is commonly encrypted
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Network monitoring systems must match challenges

An ideal network monitoring system

record of every DC scale

full programmability

single packet performance

EXxisting systems make compromises



Filtering limits possible applications

Filtering
(e.g., only DNS)
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Sampling can easily miss important packets
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Aggregation limits information granularity
and thus applications

Aggregation Analytics

(e.g., counts per 5-tuple)
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Fixed hardware pipelines hinder expressiveness
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Loss of information

Loss of capability
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Why are these compromises made”

Case Study: Cisco Tetration for FB Data Center

Cisco Tetration-V:
* up to 200K flow events/s

* per instance requirements for Tetration-V ESXi: 128
CPU cores, 2TB RAM, 18TB storage

* 5 such servers for flow monitoring

Facebook web cluster (176 servers): 827K flows/s
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[s it possible to perform network analytics on cloud-scale
infrastructures without compromises?



Two goals

Lossless telemetry

at high rates

Flexible processing

~ 3 Thit/s — 150M pps

per-packet information

x86 / general purpose
programming language

runtime configurability

~ 10M pps per core

Packet-Level Analytics without Compromises — Oliver Michel

jetstream
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Lossless telemetry

at high rates

~ 3 Thit/s — 150M pps

per-packet information

Packet-Level Analytics without Compromises — Oliver Michel

e Record format

e Hardware-assisted record
generation
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Grouped Packet Vectors (GPV)

e per-packet header fields
 meta data: e.qg., queue depth, ingress/egress timestamps
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Grouped Packet Vectors (GPV)

* GPVs provide high compression while maintaining
information richness

Compression of 1 hour CAIDA
Internet Packet Trace
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Generating GPVs at line rate

« Problem: GPVs have variable length, space is constrained

e Custom 2-level

cache data structure

1. Tall cache with narrow slots (many short flows)
2. Small cache of wide slots (few long flows)

Untracked flow
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Resource usage
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e Scalability

* Optimizations for packet
record workloads

* Programming API

Flexible processing

x86 / general purpose
programming language

runtime configurability

~ 10M pps per core

jetstream
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Leveraging parallel computation
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Jetstream architecture

iInput stage

v
v

‘ Backend

(e.g., time
‘ series DB)

aggregation
stage

processing
stages
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Jetstream architecture

NUMA awareness

pipeline 1= CPU socket 1

Backend

\4

\

(e.g., time
series DB)
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pipeline 2— CPU socket 2
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Characteristics of packet record workloads

Can we use properties of packet analytics
workloads to our advantage”

* Network attached input
* Partitionabillity
 Small, simple, well-formed records

* Aggregation



Network attached input

Switch/PFE mmmdll 40G/100G NIC

~ 131 M pac:ket records/s

~ 41.9 Gbit/s
Barefoot Tofino PFE

queue

NIC DMA

NIC DMA

NIC DMA

jetstream
pipeline

jetstream
pipeline

jetstream
pipeline
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Many small records

e Array vs. linked list
bool enqueue(const T& element_)

* Lock-free design

while (!qg.enqueue(e)) { }

 Wait-free design if (1g.enqueue(e))

| std: :this_thread: :yield(Q);
e /ero-copy operations
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Programming abstraction

Application definition

source sink

‘ port | * @\/v port

ring buffer

int main(int argc, char** argv)

{
jetstream: :app app;

auto source = app.add_stage<source>(1l, “enpbs0f0d”);

auto sink = app.add_stage<sink>(1l, std::cout);
app . connect<jetstream: :pkt_t>( ; )i

app();
return 0;
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Programming abstraction

Processor definition

class source : public jetstream::
[...]
s

explicit source(const std::string& iface_name_) : proc() {
add_out_port<jetstream: : >(0)

[...]
¥

jetstream: :signal operator()() override {
out_port<pkt_t>(0)->enqueue(read_from_nic(_pkt),
jetstream: :signal::
return jetstream::signal:: X
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Performance

throughput [M packets/s]

packets per source ==
passthrqugh —8—

replication factor (r)
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Evaluation

~88 Gb/s — 91M p/s

jetstream
32 cores

~352 Gb/s

Facebook cluster study N

o 2.9M packets/core: 32/64
cores for 4/8 racks

e StreamBox: 5096/10192
cores (163x)

e Single server: 1/176 2 0.5%
of cluster
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[Arjun Roy, Hongyi Zeng, Jasmeet Bagga, George Porter, and Alex C. Snoeren. 2015. Inside the Social
Network's (Datacenter) Network. SIGCOMM Comput. Commun. Rev. 45, 4 (August 2015), 123-137]
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Conclusion

_high-performance, hardware-

*flow

accelerated network telemetry system

jetstream

_ high-pertormance, software
network analytics platform
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Conclusion

John Sonchack, Oliver Michel, Adam J. Aviv,
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Scaling Hardware Accelerated Monitoring
to Concurrent and Dynamic Queries with
*Flow

Packet-Level Analytics in Software
without Compromises
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Stream Processing

Packet

Packet

TCP
Packet

'
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TCP
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Reducing copy operations

Packet Buffer

, . Pointer
) v Passing -
/ C
queue<pkt*> queue<pkt*>
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Reducing copy operations

1 packet p;

2 .1p_proto = 6;
3 .enqueue(p);

pointer directly

ointer

INtO qUEUE Passing

CFo—C

queue<pkt>

1 auto p = g.enqueue();

2 p->1p_proto = 6;
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Technologies

* Programmable switches and PISA: Protocol Independent Switch

Architecture

* Reconfigurable match-action tables in hardware
 multiple stages with TCAM/ALU pair, fixed processing time,

guarantees line rate

Log cal Data-plane Viaw
(your P4 program)

Switch Pipeline

FPregrammable
Farser

\u Action Macoro
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