OFX: Enabling OpenFlow Extensions

for Switch-Level Security Applications @ {NrvERaTTY of PrmaesTIvANLA
John Sonchack, Adam Aviv, Eric Keller, and Jonathan M. Smith Jﬂ'verS'tv of Colorado

BOuIder

The OFX Platform

A\ /
A

_Bloc k Attac <

d\ il A’[t 9 C k‘ samemes >

" Deteoted! ——

ak Deteted,
Block!

Traditional network sécUrity applications are deployed OpenFlow security applications can program switches but must OFX improves OpenFlow security application performance
onto middlebox servers and have limited control over traffic do advanced processing and flow set up at the centralized and scalability by allowing them to install custom software
or the network. OpenFlow controller, which limits performance and scalability. modules to process packets and set up flows at the switch.

Evaluation

[Goals: Performance, Programmability, Deployability] Testbed What is the raw overhead of processing packets with OFX?
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_ gents run the OFX Extension Modules The plots below show the distribution of latency added to packets by OFX, OpenFlow, and
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